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Abbreviations

100BaseT ....c.ccoceveeeeveneenne. 100 Mbps Ethernet network with RJ-45 plug

ACL oot Access Control List

BACHEt ..o Building Automation and Control Network
BBMD......ooiiiiiiieees BAChnet Broadcast Management Device

BDT oot Broadcast Distribution Table

574 U S BACnet over IP (this is a BACnet data link layer)
1) 5 (©) Dynamic Host Configuration Protocol

DNS .o Domain Name System

DST oo Daylight Saving Time

FD oot Foreign Device

| S 1 SR File Transfer Protocol

GMT..oooiiieieeeeeeee, Greenwich Mean Time

0 R Internet Protocol

LAN oo Local Area Network

MAC ., Media Access Control

MIB ...ttt Management Information Base

MS/TP oo, Master/Slave Token Passing (this is a BACnet data link layer)
NAT oo, Network Address Translation, see Internet RFC 1631
NTP oo Network Time Protocol

(0] o O S Open Process Control

OPCUA. ..o, OPC Unified Architecture
RSTP.veieieieeeeeeeis Rapid Spanning Tree Protocol (Standard IEEE 802.1D-2004)
SNMP ..o, Simple Network Management Protocol

SSH ovieiieieeieeeeeeeeiees Secure Shell

Ul e, User Interface

UTC e Universal Time Coordinated

VPN e, Virtual Private Network

WLAN .o Wireless LAN
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1 Introduction

1.1 Overview

The LIP-ME20X is a BTL-certified BACnet router between MS/TP and B/IP (BACnet over
IP) as well as a BBMD (BACnet Broadcast Management Device) for transportation of
BAChnet broadcasts over an IP network with several subnets. A router to BACnet/SC is also
available. Additionally, it can serve as a BACnet time master and a BACnet MS/TP slave
proxy. The LIP-ME20X also provides additional features such as optional write protection
of the BDT, a BACnet/IP access control list and a simple BBMD communications test to
troubleshoot the network. The MS/TP port supports remote Wireshark packet capture for
troubleshooting the MS/TP channel.

The LIP-ME202C and LIP-ME204C model are true multi-port MS/TP routers that come with
two Ethernet ports and two or four MS/TP ports respectively. The device setup can be done
easily on the LCD display. Each of the MS/TP ports is routed to BACnet/IP and/or
BAChnet/SC and can serve a full-blown MS/TP channel. Communication settings as well as
sophisticated MS/TP token passing statistics are available on the Web interface per MS/TP
port. The remote Wireshark packet capture feature is also available on each of the MS/TP
ports. This makes the LIP-ME202C and LIP-ME204C a perfect alternative to installing four
separate routers, reducing space and cost.

In addition the LIP-ME20XC models are also equipped with enhanced security features such
as a built-in firewall and a secure Web interface for installation using HTTPS with self-signed
or installable CA certificates. By configuring separate IP networks on the two Ethernet ports,
the BACnet network can be entirely isolated from the configuration interface. It is also
possible to separate BACnet/IP and BACnet/SC into separate networks.

For perfect integration into building management software such as the LWEB-900 by
LOYTEC, the LIP-ME20XC offers an embedded OPC UA server with certificate
authentication, which exposes important operational parameters as OPC tags. For enhanced
maintainability by IT departments these models provide the same data also through an SNMP
server. Together with the LWLAN-800 adapter the LIP-ME20XC can operate BACnet/IP on
the WLAN. By setting up an access point on the BACnet/IP network, the device can be used
to distribute MS/TP channels on a wireless network.

The LTE-800 mobile interface is available for LIP-ME20XC and offers access over a mobile
network. Together with the integrated OpenVPN client a secure BACnet channel can be
established and the LIP-ME20XC device is also reachable over multi-NAT access networks,
such as LTE.
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1.2 LIP-ME20X Models

This Section provides an overview of the different LIP-ME20X models in Table 1. This table
identifies the different features of those models. Models that possess a certain feature have a
check mark (¥') in the respective column. If a feature is not available in the particular model,
the column is left blank.

Model Q Q Q
=223

[o\} o [o\}

= = =

=2 |3

=& &

Features 3 = =
BACnet Router v | v v
MS/TP Ports 1 2 4
BBMD v|v |V
BACnet/SC Router v |Iv |V
OPC XML-DA v |Iv |V
OPC UA v |Iv |V
SNMP v |Iv |V
LCD Display v | v |V
USB v |Iv |V
Ethernet Switch/Hub v | v v
WLAN, LTE vi| v | v
SSH, HTTPS, Firewall v |Iv |V

! To operate these protocols an expansion module is needed and must be
ordered separately.

Table 1: Available features in different LIP-ME20X models.

1.3 Scope

This document covers LIP-ME20X devices.
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2 Disclaimer Cyber Security

LOYTEC offers a portfolio of products, solutions and systems with cyber security functions
that enable the secure operation of devices, systems and networks in the field of building
automation and control technology. To ensure that devices, systems, and networks are always
protected against online threats, a holistic security concept is required that is implemented
using the latest technology and is being kept up-to-date. The LOYTEC portfolio is only one
component of such an overall concept.

The customer is responsible for preventing unauthorized access to the devices, systems and
networks. These should only be connected to a network or the Internet if adequate security
measures are in place (e.g. firewalls, separate networks) and a connection is required for
operation. In addition, LOYTEC’s recommendations for securing devices in the Security
Hardening Guide (Chapter 9) must be followed. For additional information, please contact
your support person at LOYTEC or visit our website.

LOYTEC is constantly working on improving the existing products in order to follow the
latest cyber security standards. Therefore, LOYTEC strongly recommends installing updates
as soon as they become available and always using the latest software versions. LOYTEC
explicitly points out that using older versions or refraining from updates increases the risk of
online security threats.
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3 Safety Instructions

ATTENTION

General Safety Instructions

Please regard the following general instructions for project planning and
execution:

e Regard all measures or prohibitions of the respective country to avoid
danger of electricity and high voltage.

e  Other relevant regulations of the respective country.

e House installation regulations of the respective country.

e  Regulations of the utility company.

e Any specifications, diagrams, dispositions, cable lists and regulations
of the customer or system integrator.

e Any third-party regulations (e.g., general contractor or client).

ATTENTION

Country-specific Safety Regulations

Failure to observe country-specific safety regulations can lead to property
damage and personal injury. Therefore, comply with the country-specific
regulations and the corresponding safety guidelines.

CAUTION

Electrical Safety

Essentially, electrical safety in building automation systems from LOYTEC
is based on the use of extra-low voltage and safe isolation from mains
voltage.

CAUTION

IEC (SELV, PELV) (world-wide)

Depending on the extra-low voltage earthing (24VAC), this results in an
application according to SELV or PELV in accordance with IEC 60364-4-
41:

e Ungrounded = SELV (Safety Extra Low Voltage),
e  Earth ground = PELV (Protected Extra Low Voltage).

Version 8.4 LOYTEC electronics GmbH
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CAUTION

NEC (North America)

Class 2 transformers with energy limitation to 100 VA or Class 2 circuits
with max. 100 VA (using a non-energy-limiting transformer of max. 400VA)
combined with overcurrent limits (T-4A fuses) can be used for each
individual 24VAC device. Several fuses for several isolated secondary
circuits per transformer are possible. The same applies to power supplies
with 24VDC.

CAUTION

Device Safety

Device safety is guaranteed by supply with low voltage 24VAC or 24VDC
and a double insulation between mains voltage 230VAC, 24VAC circuits
and the housing or by supply via Power over Ethernet (PoE Class 1). In
addition, the specific regulations for electrical wiring according to this
manual must be observed.

ATTENTION

Installation Personnel

Only qualified staff may carry out electrical installations.

CAUTION

Installation according to Safety Class 11

LOYTEC devices, which are designed in compliance with safety class II,
must be mounted accordingly.

The following requirements apply:

e Protection against electric shock has to be ensured by an appropriate

enclosure.
e Ensure proper working cable relief for installation in safety class II
equipment.
ATTENTION

Environment Conditions

LOYTEC devices have to be installed in a dry and clean environment. In
addition the permissible environment conditions specified in the product data
sheet must be observed.
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CAUTION

Earth Ground of L (System Zero AC/DC 24V)

The following items must be observed when earth-grounding system zero L
24VAC:

e In principle, both earth-grounding and non-grounding of system zero
of the operating voltage 24VAC is permitted. Important are the local
regulations and customs. Due to functional requirements, earth ground
may be necessary or inadmissible.

e It is recommended to ground 24VAC systems unless this contradicts
the manufacturer’s instructions.

e To avoid earth loops, systems with PELV may only be connected to
earth ground at one point in the system. Unless otherwise stated,
usually at the transformer.

e  The same applies to 24VDC power supplies.

CAUTION

Functional Earth 4

Functional earth must be connected to the building’s protective earthing (PE)
system on the installation side.

CAUTION

Operating Voltage 24V AC/DC

The power supply must meet the requirements for SELV or PELV. Permitted
deviation of the nominal voltage:

e At the transformer or power supply: 24V AC/DC -10 ... + 10%
o Atthe device: 24V AC or DC £10 %

CAUTION

Specification for 24VAC Transformers

IEC: safety transformers according to IEC 61558 with double insulation,
designed for 100% duty cycle to supply SELV or PELV circuits.

U.S.: Class 2 circuits according to UL 5085-3.

For efficiency reasons, the power drawn from the transformer should be at
least 50% of the nominal load.

The nominal power of the transformer must be at least 25 VA. Using a
transformer of smaller size, the ratio of open circuit voltage to voltage at full
load becomes unfavorable (> + 20%).
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CAUTION

Specification for 24VDC Power Supplies

Power supplies must be designed for 100% duty cycle to supply SELV or
PELV circuits.

U.S.: Class 2 circuits according to UL 5085-3.

For efficiency reasons, the power drawn from the power supply should be at
least 50% of the nominal load.

CAUTION

Protection of the 24VAC Supply Voltage

Transformers must be protected on the secondary circuit, according to the
transformer dimensions and the effective load of all connected devices:
Always protect the 24VAC conductor (system potential),

Additionally protect the conductor L (system zero) where required.

CAUTION

Protection of the 24VDC Supply Voltage

24VDC power supplies must be short-circuit proof or have an internal
microfuse.

Local regulations must be observed.

CAUTION

Protection of Mains Voltage

Transformers/24VDC power supplies must be protected on the primary
circuit using a control cabinet fuse.

CAUTION

Power over Ethernet (PoE)

LPAD-7 Touch Panels require a PoE Class 1 power supply (max. 12W),
which must be compliant to IEEE 802.3at-2009.

For the power supply of the PoE switches observe the manufacturer’s
specifications.
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CAUTION

Device Installation/Removal in De-Energized State Only

Ensure that the power supply is switched off before starting to install or
uninstall LOYTEC devices. Do NOT connect or disconnect equipment with
power switched on, unless instructed otherwise. Do NOT assemble or
disassemble devices with power switched on, unless instructed otherwise.

CAUTION

Power Supply Protection

When installing LOYTEC devices, ensure that the power source is
adequately protected by means of a suitably-rated fuse or thermal circuit
breaker.

CAUTION

Power Supply Voltage

Do not connect a voltage supply greater than the specified maximum rating.
Refer to product label and/or datasheet for the correct voltage.

CAUTION

DALI is FELV (Functional Extra Low Voltage)

A DALI-line is treated to be FELV. Since it is non-SELV the relevant
installation regulations for low voltage apply.

> B B> B> P

ATTENTION

DALI Wiring

A DALI-line may be installed within the same cable or as single conductors
within the same tube as mains supply. The DALI-line is either limited to a
maximum length of 300 m using a minimum cross-section of 1.5 mm2
(AWG15) or it must be ensured that the voltage drop on the DALI-line does
not exceed 2 V.
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CAUTION

Attention to External Voltages

Any kind of introduction or spreading of dangerous voltages onto the low-
voltage circuits of the system (e.g. due to incorrect wiring) must be avoided
at any circumstance and represents an immediate life danger or can lead to
the entire or partial destruction of the building automation system.

Version 8.4 LOYTEC electronics GmbH
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4 What’s New in LIP-ME20X

4.1 New in LIP-ME20X 8.4.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Enhanced Account Security and View Role

The built-in user accounts (admin, operator, guest) can be disabled to prevent attacks on those
well-known accounts. The admin account can only be disabled, if a custom user account with
the superadmin role is created instead. For all accounts, the default settings enforce the use
of strong passwords.

The new “view” role has been added that allows a user to view configuration settings only.
A view user cannot change any configuration settings.

BACnet/SC Node Improvements

The LOYTEC BACnet/SC node has been extended to improve troubleshooting and
compatibility with third-party hubs. The node now supports uploading a CA certificate chain.
While not required by the standard, this feature gives extra flexibility with certain PKI
implementations.

The BACnet/SC node also supports a Wireshark interface, that can be enabled for
troubleshooting the encrypted traffic. On the network, IPv6 is supported for hub connections.

Discovery of Devices via loytec.local

Unconfigured LOYTEC devices starting with firmware 8.4.0 can now be easily found
without knowing the IP address by simply calling the Web page ‘loytec.local’. The search is
implemented as an mDNS discovery on the local network. A device finder page is displayed
that provides links to all devices found.

Configuration of an Internet Failover Interface

LOYTEC devices can support multiple paths to reach the Internet. For example, Ethernet and
an attached LTE-800 interface. For such scenarios, a failover interface can be selected. This
failover interface is used as the default route to the Internet, if the primary interface lost
Internet connection. This can be configured on the IP Host tab.

Version 8.4
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IP Host

[ Dynamic DNS Hostname: |LINX-153-000ABO0A3F95 |
Domainname: ‘ |

| Save Settings | Default Gateway on: | Ethemnet 1 (LAN) v|
Failover interface: [Mobile v]
Internet connection -
sharing: L
Use DNS servers from: ‘ this page v |
DNS Server 1- ‘8 8838 | (empty to disable)

Figure 1: Configuration of an Internet failover interface.

4.2 New in LIP-ME20X 8.2.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Support new A64 models

The new L-IP models based on A64 hardware are now supported. The new firmware also
contains a major security upgrade to OpenSSL 3.1.

4.3 New in LIP-ME20X 8.0.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

New WLAN Configuration Tabs and System Registers
The WLAN configuration of the port configuration has been re-modelled to better match the

client and access point (AP) use cases. The tabs are now labelled WLAN Client and WLAN
Access Point. These tabs are restricted to settings that apply to their respective use.

Port 1 Port2| |Port3| Portd| Port5| Port6| LIOB| |USB| IPHost| | Ethernet1{LAN)| |Ethernet2(WAN) |WLAN Client |WLAN Access Point
Wireless
TcPip SSID: LOYTEC-TEST | Scan
O FTP Search Results Scan required
[[] Telnet
SSH

Global Connections (CEA-852)
| CEA-T09 over IP (CEA-852)

| LIOB-IP

Web Ul

[] HTTP Key Management [ wPa2-PSK v|

HTTPS Pre-Shared Key | E—— | 1 Show

[] VNC for LCD UI

[ KNXnetIP MAC Address: 00-:0A'B0-06-92:1A Use Factery Default

Figure 2: New WLAN configuration tabs

The system registers have also been moved to sub-folders named WLAN Client and WLAN
Access Point. Setting SSID, Key and writing the new Enable system register under either
port allows enabling the client or AP, respectively.

BACnet/SC

LOYTEC devices support the BACnet/SC node function. This allows LOYTEC devices to
register with BACnet/SC hubs and be integrated in BACnet/SC networks, thus benefitting
from increased security including TLS encryption and authentication. On devices with a
BACnet router, BACnet/SC can be enabled in addition to or as a replacement of BACnet/IP.
Devices without the BACnet routing function can enable either BACnet/SC or BACnet/IP.

Version 8.4
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The internal device certificate can be used out-of-the-box, and CA-signed operational
certificates can be installed as needed. When BACnet/SC and BACnet/IP and/or MS/TP are
enabled, the device acts as a router between those interfaces. It is also possible to run
BAChnet/SC on a separate network than BACnet/IP.

Port 1 Port2| Port3 Portd4| Ports Port6| LIOB USE IPHost  Ethernet 1 (LAN) Ethernet 2 (WAN) WLAN Client | WLAN Access Point
Port Settings .
Tepap Hub URL: wss:/iprimary-my-bms.com

[ FTP Failover URL: © wss:/failover-my-bms.com

L Telnet CA Cerfificate: - Keine ausgewahlt

SSH . § = . )
Global Connections (CEA-852) Device Certificate: = Keine ausgewahit

[C] CEA-709 over IP (CEA-852) User Private Key: -

LIOB-IP Key Password |

\eb Ul VMAC: 00:0A:B0:09:44:5C

HTTP

HTTPS uuID 56343c4a-2ff2-5157-a0e2-def9a27 0fe5e

[CJ WNC for LCD UI P— o i -

] KNXnetP e entries marked with () are required for proper operation,

RNI 0 (CEA-T0S)

Figure 3: BACnet/SC configuration on Ethernet

4.4 New in LIP-ME20X 7.6.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

BTL Testplan 16 Certified

The BAChnet certification of all BACnet models has been updated to comply with protocol
revision 16. All new device models are now BTL certified. New BACnet features in that
release include

e  Support extended “jumbo” MS/TP frames.
WiFi Enterprise

To further increase security in a WiFi network, IT departments support the 802.1X
authentication method on WiFi also known as WiFi Enterprise. LOYTEC devices can enable
WiFi Enterprise in the WiFi settings by selecting WPA2-ENTERPRISE key management.
The authentication methods Protected EAP (PEAP), Tunneled TLS (TTLS) and EAP-TLS
(using certificates) are supported.

Port1| |Port2 |EXT| LIOB| |USB| |IPHost  Ethemetq (LAN) |Ethernet2 (WAN) |Wireless 1| |Wireless 2| | Mobile | | VPN
Port Mode
TCRIP Wireless mode: WLAN Client b
Wireless

JFTP SSID [LOYTEC-0000 | [ Scan |

[ Telnet Search Results Scan required

35H

[_J LIOB-IP

me_ppu' Key Management: WPA2-ENTERPRISE  ~

HTTPS EAP Type: s v

[ KNXnet/IP

[LJ Remote packet capture User Certificate: * user@example.org
_ BACnst/IP _ n

) RNI 0 (CEA-T09) User Private Key: RSAkey (2048 bits)

L-STUDIO Verbose Logging: J

| SNMP

Figure 4: Configure WiFi Enterprise
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4.5 New in LIP-ME20X 7.4.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

New Menu Structure on Web Ul

The menu structure on the Web UI has been redesigned to be more intuitive and group
frequent actions together. New top-level menus help keeping the menus organized into
typical tasks, such as statistics, data viewing, commissioning, configuration, programming,
security, and maintenance.

User Management on the Device

LOYTEC devices now provide a simple user management to create users and passwords on
the go. Users can be assigned roles, such as ‘admin’, ‘operator’ or ‘lweb’ roles. Users having
the ‘lweb’ role are limited to using LWEB-802/803 visualization projects only and have no
other device operation capabilities.

The Web UI on the device allows creating, deleting and modifying users and assigning roles.
As an example, an additional admin user can be created who is allowed to configure the
device without knowing the master admin password. This user account can easily be disabled
again.

Username Password Role Last Login Enabled [l
stefan admin & — 0B

[Username !‘I [Password !—I ‘ Role V| £ =]

)

Figure 5: User management on the device.

Network Port Authentication

To further increase security in a network installation, IT departments support the 802.1X port
authentication method. This standard requires a device to authenticate its port on the network
switch, before traffic into the network is allowed.

LOYTEC devices can enable 802.1X port authentication in the port mode settings. The

authentication methods Protected EAP (PEAP), Tunneled TLS (TTLS) and EAP-TLS (using
certificates) are supported.

Port 1 Port 2 EXT LIOBE USB IPHost  Ethernet1(LAN) Ethernet 2 (WAN) | Wireless 1 Wireless 2 Mabile

Port Mode
TCPIP Port Mode:
FTP Link Speed & Duplex
Telnat Enable 802.1X-
SSH
Global Connections (CEA-852) EAP Type:
[ CEA-T09 over IP (CEA-852) Identity:
LIOB-IP CA Certificate: Example Certificate Authority
Web Ul )
HTTP User Certificate: user@example.org
HTTPS User Private Key: RSAkey (2048 bits)
WNC for LCD Ul
) KNXnet/P

Figure 6: Configure 802.1X port authentication
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4.6 New in LIP-ME20X 7.2.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

New User Manual Structure

The LIP-ME20X User Manual has been split up into two parts: The LIP-ME20X User
Manual, which now covers the specific functions of the LIP-ME20X device models. And the
LOYTEC Device User Manual for the common Web interface, LCD display and operating
interfaces topics common to all LOYTEC devices.

Support for LTE

LOYTEC devices now support the LTE-800 mobile interface. This interface is connected via
the USB port and offers LTE/UMTS/GSM mobile network access. A SIM card from your
provider needs to be inserted and the LOYTEC device is ready on the mobile network. A
Mobile tab has been added to the port configuration interface for configuring the LTE-800.
Simply enable Mobile Network, enter your APN data and select which protocols shall be run
on LTE. The VPN client is also ready to be used on the LTE mobile network.

Port 1 Port2 | |EXT| LIOB| |USB| |IPHost| |Ethernet 1 (LAN) Ethernet 2 (WAN) | | Wireless 1 Wirelesz 2 | Mobile
Successfully saved port settings
Port Mode
TCPIP Access Point Name webaut
+ Mobile Network Username:
FTe Password:
Telnet
¥ SSH PIN Code: empty to disable)
Web Ul Network Type: LTE ¥/ UMTS ¥/ GSM +
HTTP Roaming: 4
HTTPS . 7
VNG for LCD Ul Auto Network Selection: Search
Search Results: Scan required

Remote packet capture
IECE1131 online test

¥ L-STUDIO
SNMP
OPC XML-DA
OPC UA USB-Adapter: LTE-800 Restart Modem
IMEI 867698040017595
Save Seltings Data Conneaction: Connected Reconnect
Signal: LTE <ol (-77 dB)
Network: HoT (registered, available)
Data Usage: 3.7 MB (1.2 MB received, 2.5 MB sent)
Sent SMS: 0 Reset Data Usage

Figure 7: LTE-800 mobile configuration

Internet Connection Sharing

Combined with an LTE-800 mobile interface a LOYTEC device can act as a NAT router to
share the mobile Internet connection with other devices on the LAN. For doing so, the
Internet connection sharing feature can be enabled on the IP Host tab, where the default
router interface is selected. Other devices on the LAN need to specify the IP address of the
LOYTEC device offering connection sharing as their default gateway. This way, local
devices can use NTP, VPN client or other Internet services.
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Port 1 Port 2 EXT |LIOB | USB |IPHost  Ethemet 1 (LAN) Ethernet 2 (WAN) | | Wireless 1 Wireless 2 Mobile VPN
+ IP Host
« Dynamic DNS Hostname: LINX-215-MOBILE
Domainname:
Save Seftings Default Gateway on: Mokbile v
Internet connection v
sharing
Use DNS servers from: | Mobile v
DNS Server 1: 10.0.0.138
DNS Server 2:
DNS Server 3:

Figure 8: Internet connection sharing

Dynamic DNS

LOYTEC devices can now make use of a dynamic DNS service to register a public DNS
name. This makes the device reachable over a publich IP address that can change over time,
for instance an LTE-800 mobile interface using a public IP address assigned by the mobile
carrier. A number of dynamic DNS providers are preconfigured and can be selected on the
IP Host tab of the port configuration as shown in Figure 9.

Port 1 Port2| EXT| LIOB| |USE| IPHost| |Ethernst1 (LAN) Ethernet 2 (WAN) | | Wireless 1 Wireless 2 | | Mobile | | VPN
IP Host X
+ Dynamic DNS Provider Duck DNS v
URL: site1.duckdns.org
Save Settings Token: 411df166-b978-496b-2885-a48
HTTPS: 7

Figure 9: Dynamic DNS Settings

Secure Building Automation Protocols using VPN

This firmware version enhances flexibility and control over which building automation
protocols are directly available on the VPN. A separate VPN tab has been added to the port
configuration that allows configuring IP-based control protocols to be running directly on the
VPN client. This effectively secures otherwise unsecured automation protocols such as
BAChnet/IP. When running on the VPN interface, the protocols are assigned the VPN’s IP
address and as a protocol node, the LOYTEC device is also reachable over multi-NAT access
networks, such as LTE.

For example, simply set up BACnet/IP on the VPN interface and add all other BACnet/IP
devices to the same VPN. Each node establishes a secure channel to the OpenVPN server
hub, which routes the traffic between the communicating peer nodes. No unencrypted traffic
will ever be transmitted.

Port 1 Port 2 Port 3 Port 4 IP Host Ethernet 1 (LAN) Ethernet 2 (WAN) |  Wireless 1 Wireless 2 Mobile VPN
Port Mode
TCPIP BACnet data link: BACnet/IP (Default) v
FTP Network number: 1
Telnet BACnet/IP port 0xBACO
SSH =
¥ Web Ul BACnet/IP mode: Device (Default) v
HTTP FD BBMD IP Address:
HTTPS FD BBMD port 1xBACO

VNC for LCD Ul

Remote packet capture FD re-registration: 1800
+ BACnet/lP FD retry timeout: 30000 ms
SNMP FD retries: 8
OPC XML-DA
OPC UA

Save Settings

Figure 10: VPN tab on the port configuration interface.

Version 8.4

LOYTEC electronics GmbH



LIP-ME20X User Manual 22 LOYTEC

IPv6

LOYTEC devices now support IPv6 using stateless address autoconfiguration (SLAAC) or
having a configured, fixed IPv6 address. The IPv6 feature is available on all Ethernet and
WLAN ports. With SLAAC no further configuration (except the required IPv6 router
equipment) is required. The static [Pv6 address can be configured on the TCP/IP settings on
the port configuration.

Protocols that support IPv6 are the Web interface, SSH, HTTPS, NTP and BACnet/IPv6.
Additional IPv6 statistics have been added to the IP statistics pages for troubleshooting.

4.7 New in LIP-ME20X 6.4.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Localized Web Interface

The entire Web interface of the device has been localized to German, French, and Chinese
language. Simply change the language on the LCD display or directly on the Web interface
via the new flag symbol on the upper right corner. Changing language is instant and does not
require a reboot.

General Info

Product LINX-112, Firmware 6.4.0 2018-05-02 16:01:00
Hostname BSV-CTS06, 192.168.2.245
Serial Number  029503-000AB005A74F
Free RAM, swap, flash 215884 KB, 262140 KB. 993728 KB
CPU, temp, supply 9%, 39°C, 231V
NTP status in-sync
Uptime 1 day, 00:06:59

Figure 11: Language selection on the Web interface

Safe Reboot and Auto-Login

Changing IP settings and rebooting could end in a device unreachable, if something was
different than expected. The new safe reboot feature helps out by reverting the changes made,
if not logged in in on the Web interface within 5 minutes after the reboot. Locking oneself
out by entering a mistaken IP address is no longer possible.

DLOYTEC

LINX-112
Logged in as.

Safe Reboot - log in after reboot to commit changes
admin If not logged in within 5 minutes the device will revert the changes.

2018-05-03 17:32:37

Future IP addresses to reach the device:

Ethernet 1 (LAN): 192.168.24 87
Device Info

Data

Commission

Do you really want to reboot the device?

Safe Reboot

nder control

Figure 12: Safe reboot screen suggesting new IP address.

Another new feature that helps getting logged in again is the session auto-login. After a
device has rebooted the Web interface restores the session and automatically logs in again.
Even when changing a static IP address the device tries to connect to the new IP or suggests
links for opening the device info page under the new IP address.
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Backup before Upgrade

The firmware upgrade feature has been made safer by creating a backup before executing the
upgrade. This feature has been added to firmware and Configurator upgrade paths. It is,
however, optional and can be turned off by deselecting the check box.

Web Update | Local File

Select a firmware file (.zip, .dI) suitable for this device and click the "Start update’ button.
The device will verify the firmware file and start the update process.

# Automatically download a backup of the current configuration before the firmware is updated
Datei auswahlen | Keine ausgewahit Start update

The device will reboot te finalize the update.

Figure 13: Backup before Upgrade on the Web interface.

4.8 New in LIP-ME20X 6.0.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

BTL Testplan 12 Certified

The BACnet certification of all BACnet models has been updated to comply with protocol
revision 12. All new device models are now BTL certified.

4.9 New in LIP-ME20X 5.3.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

New Models LIP-ME201C, LIP-ME202C

This firmware release supports the new models LIP-ME201C and LIP-ME202C. The LIP-
ME202C is a BACnet/IP router with two MS/TP ports. Both models have an LCD display,
dual Ethernet and a built-in firewall.

Project Documentation

A new feature on the device is a Web UI for creating and viewing project documentation on
the device. The documentation editor requires admin rights and allows storing files on the
device or creating documentation links as URLs. Both items can be viewed by guest users.
Examples include storing cabling plans as PDF or adding links to a Web site containing
manuals, plans or other useful project documentation.

4.10New in LIP-ME20X 5.1.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Dual-Ethernet with Separate Networks

LIP-ME20X models with two Ethernet interfaces can now be configured to work with
separate and isolated IP networks. For example, one Ethernet interface can be accessed over
HTTPS from a WAN connected to Ethernet 2 while the building network services are running
locally on the LAN connected to Ethernet 1. For configuration the device provides separate
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Ethernet tabs in the port configuration, which allow selecting the offered services on each
interface. The example in Figure 14 shows a WAN interface with HTTPS and OPC UA only,
while BACnet/IP is still bound to Ethernet 1 (LAN).

Port1 Port2| |Port3 Port 4 IPHost  Ethernet 1 (LAN)  Ethernet 2 (WAN) Wireless 1 Wireless 2
Port Mode
+ TCPIP Use DHCP: 4
WNC for LCD UI IP Address: *
FTP IP Netmask: *
Telnet .
@ SSH IP Gateway:
# Web Ul
HTTP DNS Server 1 8.8.8.8 (empty to disable)
¢ HTTPS DNS S 2 3.8.4.4 e d e
Remote packet capture Srver O L o)
BACnet/IP DNS Server 3. (empty to disable)
SHNMP
OPC XML-DA :
oPC UA NTP Server 1 0.pool.ntp.org {empty o disable

NTP Server 2: 1_pool._ntp.org
Save Seftings | Get Settings NTP Status L
MAC Address: 02:0A:B0:04:9F:1C #| Use Factory Default

The entries marked with (*} are required for proper operation

Figure 14: New Ethernet 2 (WAN) tab
WLAN Interface

In combination with the external LWLAN-800 interface, the device provides new interface
tabs for wireless IP networks. Similar to the second Ethernet interface, one can choose which
protocols are available on the wireless network. The wireless interface can be configured as
a WLAN client, access point or mesh node. Using the latter, a wireless mesh network of
LOYTEC devices can be built.

Web Interface
The Web interface of the device offers a number of new features:

e A new device info page provides a quick overview of all relevant operational parameters,
such as CPU load, active protocols, time synchronization and many more.

e A new firmware upgrade menu on the Web interface allows online checking for
firmware updates and upgrading by selecting a local firmware file.

OPC UA Server

The OPC server on the devices, which support security, has been extended by an OPC UA
server. This supports the OPC UA binary protocol and exposes the same OPC tags as the
well-known OPC XML-DA server. In addition OPC UA offers superior security features as
well as slimmer data transfers. For more information on the OPC UA server please refer to
respective Section in the L-INX/L-GATE User Manual [2].

SNMP

For accessing vital operational data in standard IT equipment, LIP-ME20X devices offer an
SNMP management base (MIB). All system registers are available in that MIB. The MIB file
can be downloaded from the device and imported in the SNMP management tool. Alarms on
the device can be exposed as SNMP traps..
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5 Quick-Start Guide

This chapter provides the minimum list of steps necessary to setup the LIP-ME20X.

5.1 Hardware Installation and IP Connection

Connect power, Ethernet, and MS/TP (Section 6.6).
The device is shipped with DHCP. The IP address is displayed on the LCD display.

If a static IP configuration is required, configure the IP address using the jog dial on
the LCD display (Section 5.2.2).

Reboot the LIP-ME20X to commit the new IP settings.

5.2 Configuration of the LIP-ME20X

5.2.1 Configuration on the Web Interface

Open your Web browser and type in the IP address shown on the LCD display or type
in ‘loytec.local’. As a first step you will be asked to enter passwords for the
administrator and operator accounts before proceeding. Only strong passwords are
accepted.

Then click on Config menu. Click on BACnet Config and setup the BACnet Device
Configuration (see Section 3.2.17 BACnet Configuration in the LOYTEC Device User
Manual [1]).

Click on Port Config and setup the BACnet/IP and BACnet MS/TP port configuration
(see Section 3.2.18 BACnet/IP Configuration and Section 3.2.20 BACnet MS/TP
Configuration in the LOYTEC Device User Manual [1]). Make sure to set distinct
network numbers, which is required by the router to operate.

If the LIP-ME20X should also act as a BBMD, click on BACnet BDT and setup the
Broadcast Distribution Table (see Section 3.2.24 BACnet BDT Configuration in the
LOYTEC Device User Manual [1]).

Reboot the LIP-ME20X to commit the changes.

5.2.2 Configuration on the LCD Display

Device models with an LCD display can also be configured to their basic settings through

jog dial navigation on the LCD UI. Turn the jog dial to navigate between menu items and

press to enter a menu or go into selection mode. When in selection mode turn the jog dial to
alter the value and press again to quit the selection. Some input fields provide acceleration.
This means turning faster changes the value in larger increments.
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To Set the IP Address on the LCD Display

1.

On the LCD main screen set the desired language. Navigate to the flag symbol, press the
button and choose the desired language.

LOYTEC LIF=MEZEZC
IF=-HMEZBz2C-HEEAEEEE] 22
192.168.22.286  EthH

8 14k 22,60 E 4400 2
Datapoints ==
Dewvice Settings =+

Navigate to the IP address on the main screen and press the button.

LOYTELC LF'—HEEIEEEZ

8 11% F23.60 E44°C =
Datapoints =
Dewvice Settings =+

There navigate to the needed input fields, press and change the value. Press again to set
the value. Continue to the next field.

OHCF: OFF

Addr 192 168 824 ,158
Mask: 25E.255.192.888
Gtwy 132 .165 881 861
Save and reboot

Finally navigate to Save and reboot and press.

Acknowledge the reboot and the device reboots with the new IP address.

To Configure the BACnet Device ID over the LCD Display

1.

2.

On the LCD main screen navigate to Device Settings »».
Then navigate to the menu BACnet »».

In that menu navigate to the ID input for entering the device ID. The field is split into
two controls, one for the thousands and one for singles, to simplify entering big numbers.

Send I-Am message
I0 B224 204

Mame: LIP-MEZB4-STS
EAC~IF net: 1
M5<TF1 net: 2
M5<TF2 net: 3

After the device ID has been entered the device name is automatically assembled using
that device ID, if no other name has been configured on the Web UL

On a BACnet router navigate to the BAC/IP Net menu item and enter the BACnet
network ID of the BACnet/IP network. Then choose the appropriate MS/TP Net number
for each available MS/TP port. Note, that the network IDs must be unique in the entire
BACnet network. To disable the router port, scroll down till off appears.

To let the changes take effect, the device needs to be rebooted. For doing this now you
may select the menu item Save and reboot.
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5.3 Remote Protocol Analyzer

The LIP-ME20X is equipped with a built-in Ethernet, BACnet/SC and MS/TP protocol
capture facility. This facility can be used for local offline logging, which stores a log file on
the device, or online remote logging with Wireshark. With remote capture a Wireshark
protocol analyzer on the PC can capture a live log of the MS/TP channel or the Ethernet port.
On models with multiple MS/TP ports a logging facility is available on each port. For doing
so, the remote capture has to be enabled. See Section 8.2 for more details.

5.4 Reset to Factory Defaults

In case the password of the device has been forgotten you may need to reset the device back
to factory defaults to gain access again. On the LIP-ME201 press the service button and
power-cycle the device. Keep the button pressed until the port LEDs illuminate orange
permanently. Release the button within five seconds from that time on to reset the device to
factory defaults.

On the models with an LCD display go to the menu to Device Settings »». Then choose
Device Management »» and select Factory Default. Acknowledge with YES which reboots
the device into factory default settings.
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6 Hardware Installation

6.1 Enclosure

The enclosure of the product and its terminal layout are shown on the installation sheet found
in the product’s box.

6.2 Product Label

The product label on the side of the LIP-ME20X contains the following information (see
Figure 15):
e LIP-ME20X order number and date code,

e  serial number with bar-code (Ser#).

[ ]

LOYTEC electronics GmbH
Date Code LIP-ME202C

( (€Fe

W27/2015 MADE IN AUSTRIA

_F < QNI
\
[ |
o |7 d e}

Figure 15: Example product label.

Serial number of the device

Unless stated otherwise, all bar codes are encoded using “Code 128”. An additional label is
also supplied with the device for documentation purposes. The specific contents of the
product label are shown on the installation sheet found in the product’s box.

6.3 Mounting

The device comes prepared for mounting on DIN rails following DIN 50 022. The device
can be mounted in any position. However, an installation place with proper airflow must be
selected to ensure that the LIP-ME20X’s temperature does not exceed the specified range
(see Chapter 10).
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6.4 LED signals

6.4.1 MSTP Activity LED

The MS/TP port has a three-color MSTP Activity LED. Table 2 shows the different LED
patterns of the port and their meaning. A permanent color reflects a state. Flicker is for 25
ms when there is activity on the MS/TP data link layer.

Behavior Description Comment

GREEN permanently, Multi-Master, token ok, flicker when traffic Normal condition on a multi-master

flicker off MS/TP network.

ORANGE flicker Sole master, flicker when traffic Normal condition on a single-master
MS/TP network.

RED permanent, flicker Token lost state, flicker when transmit Cable might be broken.

GREEN attempt

RED flash fast Transmission or receive errors This indicates bad cabling.

Table 2: MS/TP Activity LED Patterns

6.5 LCD Display and Jog Dial

Device models with an LCD display can also be configured to their basic settings through
jog dial navigation on the LCD UI. The main page of the LCD UI is shown in Figure 16. It

displays the device’s IP address, hostname, CPU load, system temperature and supply
voltage.

Below are menu items. Turn the jog dial to navigate between menu items and press to enter
a menu or go into selection mode. When in selection mode turn the jog dial to alter the value
and press again to quit the selection. The Datapoints »» menu allows browsing through the
data points on the device.

LOYTEC LIP-MEZAZLC

IIF-MEZ2BZC-BERRERAE 1 35
192.168.32.286 Ethl

H# ax F2ael E44°C
Datapoints @+ BEHMDO
Dewvice Settings

Figure 16: Main Screen of the LCD UL

The Device Settings »» menu allows configuring basic device settings. Navigate to the
Device Management »» sub-menu, which is displayed in Figure 17.

Dewvice Management
TEP-IP Setup =
HTTF Serwer =
HTTFS Serwer ==
USE Storage ==
Date~Time Setup =+
Send ID messages

Figure 17: Device Management Menu on the LCD UL
This menu gives you the following options for basic device configuration:
e  TCP/IP Setup: This menu allows configuring the device’s IP address.

e HTTP Server: This menu allows to enable/disable the HTTP server and to configure its
TCP port.
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HTTPS Server: This menu allows to enable/disable the HTTP server, to configure its
TCP port and to remove an installed certificate.

Date/Time: This menu allows setting the system time. A time synchronization
mechanism can be chosen, and the UTC offset and daylight savings can be defined.

Send ID messages: When selecting this menu, the device sends out service pin, BACnet
I-Am, and identification broadcasts for finding the device in the L-Config tool on all

applicable ports.

Reload config: By choosing this menu, the device performs a quick restart by reloading
its configuration only.

Reboot system: By choosing this menu, the device performs a full reboot.

Factory Defaults: By choosing this menu, the user can reset the entire device to its
factory default. Also IP addresses are cleared.

Remote Config: When enabling this option, the LWEB-900 master device manager
restores the last saved configuration to the discovered device, if it has no configuration

yet. This feature is beneficial when replacing a device.

PIN: Alter the default PIN to any 4-digit number to protect certain operations on the
LCD UL The user will be prompted to enter the PIN on protected areas.

Contrast: This menu allows adjusting the display’s contrast.

Language: By choosing this menu, the user can switch between languages on the LCD
display.

The Device Settings »» menu also allows configuring basic BACnet settings. Navigate to
the BACnet »» sub-menu, which is displayed in Figure 17.

Send I-Am message
10 B224 204

Mame: LIP-MEZB4-STS
BACAIF net: 1
M5<TP1 net: 2
M5+<TP2 net: 32

Figure 18: BACnet Menu on the LCD UL

This menu gives you the following options for basic BACnet configuration:

Send I-Am message: This menu allows sending an I-Am message to the BACnet
network.

ID: Use this menu to enter the BACnet device ID. Choose the first four digits then move
on the last three digits.

BAC/IP Net: On a BACnet router use this setting to specify the BACnet network
number on the BACnet/IP port.

MS/TP Net: On a BACnet router use this setting to specify the BACnet network number
on the MS/TP port. If the device has more than one MS/TP port this menu is available
for each MS/TP port. To disable the router port, scroll down till off appears.
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6.6 Wiring

The wiring information of the product and its terminal layout are shown on the installation
sheet found in the product’s box.
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7 Firmware Update

The LIP-ME20X firmware supports remote firmware upgrade over the network and the USB
port.

To guarantee that the LIP-ME20X is not destroyed due to a failed firmware update, the
firmware consists of two images:
e LIP-ME20X fallback image,
e LIP-ME20X primary image.
The LIP-ME20X fallback image cannot be changed. Thus, if the update of the primary image
fails or the image is destroyed by some other means, the fallback image is booted and allows

reinstalling a valid primary image. When the LIP-ME20X boots up with the fallback image,
the port LEDs are flashing red.

The firmware image is distributed in a firmware ZIP archive that applies to all LIP-ME20X
models

7.1 Firmware Update via the Web Interface

The device’s firmware can also be upgraded using the Web interface. This option can be
found in the Config menu under the Firmware item. For more details refer to the LOYTEC
Device User Manual [1].

7.2 Firmware Update via the USB Port

The device’s firmware can be upgraded using a USB memory stick. The LCD display
provides a menu to select and perform the upgrade. Select Device Management »» USB
Storage »» Firmware Update and choose the firmware file. For more details refer to the
LOYTEC Device User Manual [1].
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8 Troubleshooting

8.1 Technical Support

LOYTEC offers free telephone and e-mail support for our LIP-ME20X product. If none of
the above descriptions solves your specific problem please contact us at the following
address:

LOYTEC electronics GmbH
Blumengasse 35
A-1170 Vienna

Austria / Europe

e-mail : support@loytec.com

web : http://www.loytec.com

tel : +43/1/40208050

fax: +43/1/402080599

or

LOYTEC Americas Inc.

N27 W23957 Paul Road

Suite 103

Pewaukee, WI 53072

USA

e-mail: support@loytec-americas.com
web: http://’www.loytec-americas.com
tel: +1(512) 402 5319

fax: +1 (262) 408 5238

8.2 Packet Capture

Please refer to the Troubleshooting Chapter in the LOYTEC Device User Manual [1] to learn
more about packet capture on the LOYTEC device.
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9 Security Hardening Guide

This guide contains security-relevant information for operating the product on IT networks.
The information refers to the firmware version and the instructions found in the previous
chapters of this User Manual.

9.1 Installation Instructions

Install the device over the Web interface:

e  Setup the BACnet protocol settings as described in Section 5.2.1. When connecting over
the Web Ul use https:// in the URL.

e Set a secure password for the admin and operator accounts.

e Disable the HTTP, FTP, and Telnet servers in the IP port configuration as described in
the LOYTEC Device User Manual [1]. Note, that FTP and Telnet are disabled in factory
defaults as of firmware 7.0.0.

e  Create anew HTTPS server certificate as described in the LOYTEC Device User Manual
[1].

e Set a password for the “guest” user to protect information of the device info page from
unwanted disclosure.

9.2 Firmware

The device is equipped with one piece of software. This is the firmware image and its related
firmware version. The firmware is distributed as a downloadable file. The device can be
upgraded by placing the firmware image onto the device using the procedure described in
Chapter 7. The device firmware is signed by LOYTEC and its signature integrity is verified
before the upgrade is allowed.

9.3 Ports

This Section lists all ports, which may be used by the device. The ports are default settings
for their respective services. If not stated otherwise, the ports can be changed.

Required Ports:

e 47808 udp: This is the data exchange port for BACnet/IP. It is required for the primary
function of the device to exchange control network data between routers over the IP
network. Each device needs this port open. The port can be changed.

Optional ports not necessary for the primary product function. They can be disabled as
described in the installation instructions in Section 9.1:

e 21 tep: This port is opened by the FTP server. The port can be changed and disabled.
e 22 tcp: This port is opened by the SSH server. The port can be changed and disabled.

Version 8.4

LOYTEC electronics GmbH



LIP-ME20X User Manual 35 LOYTEC

23 tcp: This port is opened by the Telnet server. The port can be changed and disabled.

80 tcp: This port is opened by the Web server. It should be disabled and HTTPS (port
443) be used instead. The port can be changed.

161 tcp: This port is opened by the SNMP server. This port is disabled by default. The
port can be changed.

443 tcp: This port is opened by the secure Web server for HTTPS. It can be disabled.

2002 tcp: This port is opened by the Wireshark protocol analyzer front-end. This port is
disabled by default. The port can be changed.

4840 tcp: This port is opened by the OPC UA server. This port is disabled by default.
The port can be changed.

5353 udp: This port is open for finding the device using mDNS names such as
loytec.local. This port can be disabled.

5900 tcp: This port is opened by the VNC server, if it is enabled. This port is disabled
by default. The port can be changed.

9.4 Services

Required services:

BACnet/IP: Primary function of the device. This service is in accordance with the
standard ANSI/ASHRAE 135-2010.

Optional services not necessary for the primary product function. They can be disabled as
described in the installation instructions in Section 9.1:

mDNS: This service is used for finding the device via multicast DNS in order to establish
initial communication. This allows using DNS names such as loytec.local in the Web
browser. This service can be disabled.

HTTP: Web server. It provides a Web-based configuration Ul. The Web UI can be
disabled after setting up the device.

FTP: FTP server. It is used for firmware upgrade and access to the log file.

Telnet: Telnet server. It provides access to the device console menu over the network.
SSH: SSH server. It provides secure access to the device console menu over the network.
HTTPS: Secure Web server. It provides a Web-based configuration UI using HTTPS.

VNC: The VNC server can be used for remote access to the LCD display on devices that
have it. The service is disabled by default.

OPC UA: This secure service provides access to data points over the OPC UA standard.
The service is disabled by default.

SNMP: SNMP server. It provides network management information on the device used
by standard IT tools. The service is disabled by default.

Wireshark front-end: The Wireshark protocol analyzer may connect to this service and
retrieve online protocol analyzer logs. The service is disabled by default.

9.5 Upgrade Key Strength

The secure services (HTTPS, SSH) rely on certificates to authenticate the device against the
connecting client. This is key to prevent man-in-the-middle attacks. The device comes with
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pre-installed server certificates. It is recommended to upgrade the pre-installed certificate to
an individual server-certificate and use stronger key length.

e Server certificate (for HTTPS, OPC UA): Follow the instructions in the LOYTEC
Device User Manual [1] Section 3.2.29 Certificate Management on how to upgrade the
pre-installed X.509 server certificate to a custom, self-signed or CA-signed certificate
with stronger key length.

e SSH key upgrade: If SSH is enabled it is recommended to upgrade the SSH key length.
Refer to the LOYTEC Device User Manual [1] Section 3.2.28 SSH Server Config on
how to upgrade your RSA key to 2048 bits.

9.6 Logging and Auditing

The device contains a log file, which can be read out over SSH or the Web server. This log
contains information when the device started and when crucial communication errors occur.
Other information such user log-on are not logged as they are not part of the primary services
of this device.

Logged events:
e Time of the last power-on reset of the LIP-ME20X device.
e Time and version of the last firmware upgrade.

e Time when the device configuration has been cleared or the device was reset to factory
defaults.

e  Static errors in the device configuration.

e System overload situations as one-time log messages since last power-on.
e  Crucial communication errors.

e Logins and login failures.

e Failed firmware upgrade attempts.

9.7 Network Access

Network access can be protected by using 802.1X port authentication (as of firmware 7.4.0)
using EAP-TLS, PEAP, or TTLS. Unused Ethernet ports can be disabled.

9.8 Password Protection

Devices provide separate administrative (admin) and operative (operator) user accounts.
Passwords are not stored, only a strong cryptographic hash (salted SHA256) thereof. Device
login is protected by a login trap that blocks logins for 10 seconds after ten consecutive failed
login attempts using different passwords to protect against brute-force password attacks.
Initial password setting is enforced to use strong passwords. Without setting the initial
password, the device functionality is locked down. Passwords can be up to 64 characters long
and contain any printable UTF-8 character.

To protect usage of the admin password, the admin user can create additional user accounts
with an admin role. Those additional user accounts can be disabled as needed. Usernames
can be up to 32 characters. The built-in user accounts can be disabled, if custom user accounts
with those roles have been created.
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9.9 Encryption-At-Rest

Client credentials required for operation (e.g., E-Mail client) are stored in encrypted storage
using AES256-CBC with nonce. The secret encryption key is bound to the device and cannot
be accessed or read out of the device. Credentials can be exported or imported encrypted by
a project password and PBKDF-2.

9.10Information Policy

LOYTEC follows a policy for reporting, documenting an informing about potential security
vulnerabilities and advisories:

1) The LOYTEC Web site offers a mailing list subscription to receive security-related
information in a timely manner.

2) The LOYTEC Web site provides an interface to report any potential security
vulnerabilities related to LOYTEC products. Incident reports can also be sent to
security@loytec.com. A response will be sent with a trackable identifier.

3) LOYTEC commits to providing security fixes for zero-day exploits within 96 hours after
their discovery. All other security-related fixes will be made available in the next
firmware patch within 30 days.
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10 Specifications

10.1Physical Specifications
10.1.1 LIP-ME201C, LIP-ME202C

Operating Voltage

Power Consumption

In rush current

Operating Temperature (ambient)
Storage Temperature

Humidity (non condensing) operating
Humidity (non condensing) storage
Enclosure

Environmental Protection

Installation

10.1.2LIP-ME204C

Operating Voltage

Power Consumption

In rush current

Operating Temperature (ambient)
Storage Temperature

Humidity (non condensing) operating
Humidity (non condensing) storage
Enclosure

Environmental Protection

Installation

24 VDC or 24 VAC +10%

typ. 2.5 W

up to 950 mA @ 24 VAC

0°C to +50°C

—10°C to +60°C

10 to 90 % RH @ 50°C

10 to 90 % RH @ 50°C

Installation enclosure 107 mm wide, DIN 43 880
IP 40 (enclosure); IP 20 (screw terminals)

DIN rail
mounting

mounting (EN 50 022) or wall

24 VDC or 24 VAC +£10 %

typ. 2.5 W

up to 950 mA @ 24 VAC

0°C to +50°C

—10°C to +60°C

10 to 90 % RH @ 50°C

10 to 90 % RH @ 50°C

Installation enclosure 159 mm wide, DIN 43 880
IP 40 (enclosure); IP 20 (screw terminals)

DIN rail
mounting

mounting (EN 50 022) or wall
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10.2Resource Limits

Table 3 specifies the resource limits of the LIP-ME models.

Model
. &) () &)
Limits = = =
[o\} (o] [o\]
BDT max recommended 100 100 100
MS/TP ports 1 2 4
LWLAN-800 AP+Mesh max clients 7 7 7

Table 3: Resource limits of the LIP-ME20X
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12 Revision History

Date Version Author Description

2008-10-07 1.0 AB Initial revision.

2010-05-07 1.2 TP Add Operating Interfaces section. Revise Web Interface section.
2011-06-17 2.0 STS Updated for LIP-ME201 firmware 2.0. Removed Section 4 Console UI,

Section 4.2.8: new BDT settings, added Section 4.2.9 BACnet ACL, added
Section 6 Network Media, added Section 8.2 Statistics on the Console,
added Section 8.2.5 BBMD Communications Test.

2012-06-14 4.5 STS Updated Section 4.3.3 MS/TP statistics. Added Chapter 9 Security
Hardening Guide.

2013-02-12 4.8 STS Updated Section 4.2.5 BACnet Device Configuration. Added Section 8.3
MS/TP Remote Packet Capture.

2013-09-05 4.9 STS Added Section 4.2.10 BACnet Slave Proxy Web UI. Updated Section 8.3

Remote Packet Capture with Ethernet capture. Defined BDT limits in
Section 10.1.2.

2015-01-26 5.1 STS Updated for firmware version 5.1. Added LIP-ME204 models. Added
Section 1.2 LIP-ME20X Models. Added Section 2.1 New in LIP-ME20X
5.1.0. Added Section 4.6 LCD Display and Jog Dial. Section 5.1 Device
Information and Account Management updated. Section 5.2.4 1P
Configuration updated. Added Section 5.2.5 Using Multiple IP Ports.
Section 5.2.6 IP Host Configuration updated. Added Section 5.2.7 WLAN
Configuration. Added Section 5.2.11 BACnet Time Master. Added
Section 5.2.15 Firmware. Added Section 5.2.16 SNMP. Added Section 6.2
SNMP Interface. Added Section 7.2 Redundant Ethernet. Added Section
7.3 WLAN.

2015-07-24 53 STS Updated for firmware version 5.3. Added LIP-ME201C, LIP-ME202C
models. Updated Section 3.2.2 Configuration on the LCD display. Added
Sections 5.2.17 and 5.4 on project documentation. Updated Chapter 10
Security Hardening Guide.

2020-05-27 7.2 STS Re-organized User Manual structure, branched out common parts into
LOYTEC Device User Manual. Updated for firmware version 7.2.
Removed LIP-ME201 model.

2021-01-29 7.4 STS Updated for firmware version 7.4.0. Updated Chapter 9 Security
Hardening Guide.

2022-01-30 7.6 STS Updated for firmware version 7.6.0. Updated Chapter 9 Security
Hardening Guide.

2023-03-30 8.0 STS Updated for firmware version 8.0.0. Added BACnet/SC router in Section
1.2.

2023-12-30 8.2 STS Updated for firmware version 8.2.0.

2025-07-30 8.4 STS Updated for firmware version 8.4.0. Updated Chapter 9 Security
Hardening Guide.
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