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Abbreviations

10BaseT .....ccvvvvveeeeeenennnn, 10 Mbps Ethernet network with RI5 plug

Aggregation............c.eeeee... Collection of severaCEA-709 packets into a singl€EA-852
packet

BOOTP......ccccviirvrree Bootstrap Protadl, RFC 1497

CCairrere e Configuration Client, also known &EA-852device

CNL e Control Network

CN/P ..o Control Network over IP

IP-852channel................. logical IP channels that tunneEA-709 packets according
CEA-852

CN/IP packet..........cccc..... IP packet that tunnels one or multi@@&A-709 packet(s)

CRu e Channel Routing

CS.viiiiiiiiieivvvvvveneneeeecConfiguration Server that manageEA-8521P devices

DHCP.....cociiieee e Dynamic Host Configuration Protocol, RFC 2131, RFC 2132

DNS ..., Domain Name Server, RFC 1034

CEA-709......uvveiiveeieeennn, Protocol standard for control networks

CEA-852....cccceevivieeieiinn, Protocol standard fotunneling CEA-709 packets over IP
channels

P Internet Protocol

LSD Tool.....ccvveveeeiinen, LOYTEC System Diagnostics Tool

MAC ..o Media Access Control

MD5 ..o Message Digest 5, RFC 1321

NAT e Network Address Translation, RFC 1631

] Send List

SNTP. e Simple Network Time Protocol

VNI e, Virtual Network Interface
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1 Introduction

1.1 Overview

1.11 L-IP

TheL-IP is a high performanceegliable,and secure network infrastructure component for
accessingCEA-709 network nodes over the Internéitcan be used to connect remote retail
branches over the kaitnet, build higkspeed backbone channels, or to act as a network
interface for LNSbased network management toolss built-in configuration server
manages up to 256 IP devices on one IP channel without the need for a dedicated managemen
PC. The L-IP can be used behind NAT routers and firewalls, which allows seamless
integration in already existing Intranet netwarkssupports DHCP even with changing IP
addresses in an Intranet environment. Easy to understand diagnostic LEDs allow installers
and systenintegrators to install and troubleshoot this device without expert knowledge and
dedicated troubleshooting toolBhe L-IP can be used as a stand&BA-709 configured

router or it can be used as a delirning plug&play router based on the higgrformance,
well-proven routing core from our-Switch plug&play multip o r t router devi
switch.The sefloe)ar ning router doesnoét need &
configuration but is a true plug&play and easy to use IP infrastructure compadeanced

built-in network statistics and network diagnostics capabilities allow fast network installation
and guarantee reliable operation over the entire lifetime of the netiMoekautomatic IP
connection keejalive functionality maintains IP conneatis during bus idle times. The
multi-port version of the_-IP combines the functionality of twb-IPs in one device. This

device is equipped with a 1@aseT Ethernet porlCEA-852) andup to fourFT-10 ports
(CEA-709).

The L-IP perfectly integrates withuwr L-Switch multi-port router devices to form a high
performance, fully manageable, highly reliable network infrastructure for @&i&-709
networks Its smart routing software automatically detects therdigs of the connected
channels, learns the cogfiration of the network (domains, subnet/node addresses, group
addresses) and forwards the packets between the differenflpurgsusing thé-IP together

with L-Switch devices and structured wiring is an easy and cost effective way to avoid
performanceroblems on the communication media.

Like the L-Switch the L-IP permanently collects statistics information from the attached
network channels (channel load, CRC errors, forwarding statistics,étmy this data the
L-IP software is able to detect fmlems on these channels (overload, connections problems,
etc.) and warns the system operator via LEDs (see Sé&ctidi(). An intuitive user interface
allows fast and easy network troubleshooting without anytiaddl analysis tools and deep
system knowledgeThe LSD Tool can be used for a more detailed view of the collected
statistics data&SeeChapterl5for more information on this powerful system diagnostics tool.

The builtin web server allows convenient device configuration through a standard web
browser lke Internet Explorer or FirefoX he web interface also allows backup and restoring
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the configuration of the configuration server and it provides statistics informatiorsfensy
installation and network troubleshooting.

Starting with firmware version 2.0 thelP supports remote LPA operation. Remote LPA is
an advanced trouble shooting tool that stream€H¥-709packets on thET-100r TP-1250
channel over the IP networ& & protocol analyzer connected to the IP network. This allows
remote troubleshooting of the locBEA-709 channels without actually being physically
attached to this channel. Please consult our product literature for théPLEAearn more
about this IPprotocol analyzer. This tool is a must for every system integrator usi@§aP
channels.

192.168.2.2
192.168.0.100 192.168.0.150

143.11.34.09

141.56.23.09

Company Intranet

T
L

TP/XF-1250

TP/FT-10

Figurel: L-IP applicationexamplebehind and without firewalls and NAT routers

Thelsl P series ACO model s (EmerwithdwoEthernetparteané ndi ng wi |
the device setup can be done easily on the LCD display. The remote Wireshark packet capture
feature is also available.

In additonthe l P series fACO0O models are also equipped
such as a butiin firewall and a secure Web interface for installation using HTTPS with self

signed or installable CA certificates. By configuring separate IP networks on the two Ethernet

ports, the CEA852 network can be entirely isolated from the configuration interfac

OpenVPN support enables secure remote management.

For perfect integration into building management software such as the {QO&By

LOYTEC,the-l P series fACO models offers an embedded
authentication, which exposes import operational parameters as OPC tags. For enhanced
maintainability by IT departments these models provide the same data also through an SNMP

server. Together with the LWLAIS800 adapter these-IPs can operate CE852 on the

WLAN. By setting up an accegmint on the Ethernet network, the device can be used to

distribute FT channels on a wireless network.

ThelL-IP is used for:
1 TunnelingCEA-709 packets over IP channels (Intranet/Internet)
1 ConnectingCEA-709networks over the Internet in a secure way

1 Building highperformance backbone channels using existing IP infrastructure

Version8.4.0 LOYTEC electronics GmbH
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1 ConnectingCEA-709networks between different sites

1 Configuration Server for HBased devices

1 Network interface for LNS based network management tools (LonMake22Q)
1 Isolation of bcal network traffic

1  Structuring networks

1 Extending channels in their physical dimension and/or number of nodes

1 Connecting channels with different communication media types

1 Network monitoring and network management

1 Remote LPA functionality

1 ConnectingCEA-709 networks behind NAT routers

1 Connecting CEA709 networks over WLAN

1.1.2 L-IP Redundant

The L-IP RedundanCEA-7091P Router is a perfect solution for networks where a high
reliability in the communication is requireld is a member of the-IP family, basedn the
standardL-IP router and adsl functionality which allowsbuilding redundant network
infrastructure.

An L-IP RedundantCEA-7091P Router can be used as a single device to achieve the
redundancy on theCEA-709 (TPFT-10) channel by building a ring sicture Full
Redundancy on the {€hannel and on theCEA-709 channel can be achieved with two
devices installed in paralleln this case device redundancy is ensured as well by mutual
monitoring of paired.-IP Redundant devices.

In addition theL-IP ReduindantCEA-7091P Router monitors the nodes on the FRA0

channel and creates an alarm if a node gets offlihereby a cable break on the FP/10

channel can be easily located. TP Re dundant only supports f
Modeo.

As an IRRouer thelL-IP RedundanCEA-709IP Router can tunné&lEA-709 packets back

and forth through an arbitrary IP based network, such as a LAN, an Intranet, or even the
Internet The Router connects to the IP network via an Ethernet charelP configuration

can either be obtained via DHCP or entered manuBiilg user only needs to provide the IP
address of aBEA-852configuration servelf operated behind a router with network address
translation (NAT or masquerading), thdP RedundanCEA-7091P Routersupports Aute

NAT to work with dynamic public IP addressed/hen using the built inCEA-852
configuration server, the user can edit and backup the IP channel configuration through the
built-in web server The configuration is stored persistently and theicke operates
completely standalonéfter installation, the_-IP RedundanCEA-7091P Router is ready

to route packets between t8&A-709network (ring structure) and the IP netwofkus, all
CEA-709networks connected to-IP Routers can exchange datzer thelP-852channel If
connected to untrusted networks, such as the InternetCEBA-852 packets can be
authenticated by an MD5 checksum and time staBesides its primary router operation,

the L-IP Router is a powerful network diagnostics devilte. simple and intuitive user
interface provides an immediate overview over the network staaih thelP-852 channel

! Redundancy on the {Ehannel requires a redundant IP network infrastructure.
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and CEA-709 network can be observed with status LEBsr troubleshooting, the Router
supports the remote LPA (LOYTEC Protocol AnalyZeinctionality so that the network can

be analyzed from any PC connected to the Inteiéh the L-IP RedundanCEA-7091P

Router, setting up a redundant network which is comfortable to maintain becomes an easy
task.

TheL-IP Redundant is used for:

1 Creding redundanCEA-709network infrastructure

1 Monitoring a TPFT-10 channel (ring structure) on cable break

1 Ensuring communication on the FH~10channel in case of a single cable break

1 Monitoring health state of nodes irC&EA-709 network

1 Determine locabn of a cable break

1 Full redundancy with twd.-IP RedundaniCEA-709IP Router in parallel for the P
Cannel and th€EA-709 channel

1 Device redundancy by mutual monitoring of paired RedunddRts

1 Messages and alarming via SNVTs and LonMal&rming viaNode Object

Ethernet Ethernet

Ethernet

00 _ 00 _ 00 _

Figure2: Using L IP Redundant with redundant ring structure and device redundancy

1.2 L-IP Models

This Section provides an overview of the differentPLmodels inTable 1. This table
identifiesthe different features of those models. Models that possess a certain feature have a
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check markV) in the respective column. If a feature is not available in the particular model,
the column is left blank.

Model 8

2lele|Ble|

w O O L L %

™ L L o™ ™ ™

Features DT R T ®| R

o |lala|la|lala

| | | | | |

CEA-709Router ViV | V]|V ]|V |V
Redundant Router \"

CEA-709 Ports 2 1 1 2 2 4

Remote LPA ViV | V| V| V|V

OPC XML -DA VIV |V ]V |V

OPC UA VIV |V ]V |V

SNMP VIV |V ]V |V

LCD Display VIV |V ]V |V
Serial Console DIP switches \Y/

UsB VIV |V ]V |V

Ethernet Switch/Hub viv | Vv |Vv |V

WLAN, LTE Vifvi|vi]|vifv?

SSH, HTTPS, Firewall VPN \" \/ \" Vv \"

1 To operate these protocols an expansion module is needed and must be ordered separate

Tablel: Availablefeaturesn different L-IP models.

1.3 Scope

This document covels-IP devices with firmware versiod.4.Q
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2 Disclaimer Cyber Security

LOYTEC offers a portfolio of products, solutions and systems wilecsecurity functions

that enable the secure operation of devices, systems and networks in the field of building
automation and control technology. To ensure that devices, systems, and networks are always
protected against online threats, a holistic sgceoncept is required that is implemented
using the latest technology and is being keptaipate. The LOYTEC portfolio is only one
component of such an overall concept.

The customer is responsible for preventing unauthorized access to the devieess sysd

networks. These should only be connected to a network or the Internet if adequate security

measures are in place (e.g. firewalls, separate networks) and a connection is required for
operation. I n addition, LOYTH®EDis tha Seauitynme ndat i or
Hardening Guide (Chapté6) must be followed. For additional information, please contact

your support person at LOYTEC or visit our website.

LOYTEC is constantly working on improving the existing produat®ider to follow the

latest cyber security standards. Therefore, LOYTEC strongly recommends installing updates
as soon as they become available and always using the latest software versions. LOYTEC
explicitly points out that using older versions or refiag from updates increases the risk of
online security threats.
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3 Safety Instructions

ATTENTION

General Safety Instructions

Please regard the following general instructions for project planning
execution:

1 Regard all measures or prohibitions of thepgective country to avoi
danger of electricity and high voltage.

Other relevant regulations of the respective country.

House installation regulatioms therespective country.
Regulations of the utility company.

Any specifications, diagrams, dispositgrcable lists and regulatior
of the customer or system integrator.

1 Any third-party regulations (e.g., general contractor or client).

=a =4 =8 =9

ATTENTION

Country -specific Safety Regulations

Failure to observe countigpecific safety regulations can lead toperty
damage and personal injury. Therefore, comply with the cowpegific
regulations and the corresponding safety guidelines.

CAUTION

Electrical Safety

Essentially, electrical safety in building automation systems from LOY’
is based on the asof extralow voltage and safe isolation from mai
voltage.

CAUTION

IEC (SELV, PELV) (world -wide)

Depending on the extlaw voltage earthing (24VAC), this results in
application according to SELV or PELV in accordance with IEC 6686
41:

1 Ungraunded = SELV (Safety Extra Low Voltage),
1 Earth ground = PELV (Protected Extra Low Voltage).
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CAUTION

NEC (North America)

Class 2 transformers with energy limitation to 100 VA or Class 2 cir
with max. 100 VA (using a neanergylimiting transforme of max. 400VA)
combined with overcurrent limits (4A fuses) can be used for ea
individual 24VAC device. Several fuses for several isolated secor
circuits per transformer are possiblhe same applies to power suppl
with 24VDC.

CAUTION

Device Safety

Device safety is guaranteed by supply with low voltage 24VA4MDC
and a double insulation between mains volta@8VAC, 24VAC circuits
and the housing or by supply via Power over Ethernet (PoE Class
addition, the specific regulatiorfer electrical wiring according to thi
manual must be observed.

ATTENTION

Installation Personnel

Only qualified staff may carry out electrical installations

CAUTION

Installation according to Safety Class Il

LOYTEC devices, which are designead compliance with safety class |
must be mounted accordingly

The following requirements apply

9 Protection against electric shock has to be ensured by an apprg

enclosure
1 Ensure proper working cable relief for installation in safety clag
equpment
ATTENTION

Environment Conditions

LOYTEC devices have to be installed in a dry and clean environme
addition he permissible environment conditions specified irptloeluctdata
sheet must be observed
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CAUTION

Earth Ground of L (Sysem Zero AC/DC 24V)

The following items must be observed when egribunding system zelu
24VAC:

1 In principle, both eartiyrounding and nogrounding of system zer
of the operating voltage 24VAC is permitted. Important are the |
regulations and cusins. Due to functional requirements, earth gro
may be necessary or inadmissible.

1 Itis recommended to ground 24VAC systems unless this contra
the manufacturerdés instructi o

1 To avoid earth loops, systems with PELV may only be connects
earth gound at one point in the system. Unless otherwise st
usually at the transformer.

1 The same applies to 24VDC power supplies.

CAUTION

Functional Earth 4

Functional earth must be connect
system on the inallation side.

CAUTION

Operating Voltage 24V AC/DC

The power supply must meet the requirements for SELV or PELV. Pern
deviationof thenominal voltage:

91 Atthe transformer or power supply: 24V AC/DC 0 +£10%
1 Atthe device: 24V ArDC +10%

CAUTION

Specification for 24VAC Transformers

IEC: safety transformers according to IEC 61558 with double insulg
designed for 100% duty cycle to supply SELV or PELV circuits.

U.S.: Class 2 circuits according to UL 5085

For efficiency reasonsghe power drawn from the transformer should by
least 50% of the nominal load.

The nominal power of the transformer must be at least 25 VA. Usi
transformer of smaller size, the ratio of open circuit voltage to voltage &
load becomes unfavorahle + 20%).

Version8.4.0 LOYTEC electronics GmbH



L-IP User Manual 20 LOYTEC

CAUTION

Specification for 24VDC Power Supplies
Power supplies must be designed for 100% duty cycle to supply SEI
PELYV circuits.

U.S.: Class 2 circuits according to UL 5085

For efficiency reasons, the power drawn from the powerlgghould be at
least 50% of the nominal load.

CAUTION

Protection of the 24VAC Supply Voltage

Transformers must be protected on the secondary circuit, according
transformer dimensions and the effective load of all connected devices
Always prdect the 24VAC conductor (system potential),

Additionally protect the conductu.: (system zero) where required.

CAUTION

Protection of the 24VDC Supply Voltage

24VDC power supplies must be shoitcuit proof or have an interna
microfuse.

Local regultions must be observed.

CAUTION

Protection of Mains Voltage

Transformers/24VDC power supplies must be protected on the pri
circuit using a control cabinet fuse.

CAUTION

Power over Ethernet (PoE)
LPAD-7 Touch Panels require a PoE Class Wvgrosupply (max. 12W)
which must be compliant to IEEE 802.2409.

For the power supply of the PQg
specifications.
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CAUTION

Device Installation/Removal in DeEnergized State Only

Ensure that the power supply isithed off before starting to install ¢
uninstall LOYTEC devices. Do NOT connect or disconnect equipment
power switched on, unless instructed otherwise. Do NOT assemQ
disassemble devices with power switched on, unless instructed otherw

CAUTION

Power Supply Protection

When installing LOYTEC devices, ensure that the power sourg
adequately protected by means of a suitabtgd fuse or thermal circu
breaker

CAUTION

Power Supply Voltage

Do not connect a voltage supply greatert the specified maximum ratin
Refer to product label and/or datasheet for the correct voltage

CAUTION

DALI is FELV (Functional Extra Low Voltage)

A DALI-line is treated to be FELV. Since it is R&ELV the relevant
installation regulations fool voltage apply

> B B> B> P

ATTENTION

DALI Wiring

A DALI -line may be installed within the same cable or as single condu
within the same tube as mains supply. The DAh¢ is either limited to g
maximum length of 300 m using a minimum cresstion of 1.5mm2
(AWG15) or it must be ensured that the voltage drop on the BiAkldoes
not exceed 2 V

Version8.4.0
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CAUTION

Attention to External Voltages

Any kind of introduction or spreading of dangerous voltages onto the
voltage circuits of the system (e.g. duértoorrect wiring) must be avoide
at any circumstance and represents an immediate life danger or can
the entire or partial destruction of the building automation system.
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41 NewinL-IP 8.4.0

This section describes the major chas and new features. For a full list of changes refer to
the Readme file.

Enhanced Account Security and View Role

The builtin user accounts (admin, operator, guest) can be disabled to prevent attacks on those
well-knownaccounts. The admin account caiydoe disabled, if a custom user account with

the superadmin role is created instdaak. all accountsthe default settings enforce the use

of strong passwords

The ne wrolé has menarded that allows a user to view configuration settings only.
A view user cannot changayconfiguration settings.

Discovery of Devices via loytec.local

Unconfigured LOYTEC devicestarting with firmware 8.4.@can now be easily found
without knowing the IP address bimply calling the Web pagéoytec.loca@ The search is
implemened asanmDNS discovery on the local network.device finder page is displayed
that provides links tall devices found.

Configuration of a n Internet Failover Interface
LOYTEC devices can support multiple pathsdachthe Internet. Foexample Ethernet and
an dtached LTEBO0O interface. For such scerws; a failover interface can be selected. This

failover interface is used as the default route to the Internet, if the primary interface lost
Internet connectiorilhis @n be configured on the IP Host tab.

IP Host

(] Dynamic DNS Hostname: |LINX-153-000AB00A3F96 |
Domainname: ‘ |
| save Settings | Default Gateway on: | Ethemet 1 (LAN) v|
Failover interface [Mobile ~]
Internet connection O
sharing: —
Use DNS servers from: | this page v|
DNS Server 1 ‘B 888 | (empty to disable)

Figure 3: Configuration of an Internet failover interface.

42 NewinL-IP 8.2.8

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.
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Support new LIP -13ECTC model

The LIP-13ECTC isa multiport L-IP router with one TRL250 port, one FILO port and an
IP-852 channel.

Add L -Switch Mode

A new device operation mode has been addefiwitch mode. This mode is available for
multi-port L-IP models (i.e., that have more than one CEAR porj. In L-Switch mode, the
IP-852 interface is disabled and thlevice behaves like an$witch between the CEZ09
ports. This mode is fully plugndplay and can be setup on the LCD display. No further
configuration on the Web interface is required. Thatkes the LIP an ideal dropn
replacement for common thigarty LON routers.

43 NewinL-IP 8.2.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Support new A64 models

The new LIP models baskon A64 hardware are now supported. The new firmware also
contains a major security upgrade to OpenSSL 3.1.

44 NewinL-IP 8.0.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

New WLAN Configur ation Tabs
The WLAN configuration of the port configuration has beemgalelled to better match the

client and access point (AP) use cases. The tabs are now |aeldd Client andWLAN
Access Point These tabs are restricted to settings that applyetoréspective use.

Port 1 Port 2 Port 3 Port4| |Port5 Pori6 LIOB |USB IP Host | | Ethernet 1 (LAN)  Ethemnet 2 (WAN) | WLAN Client  WLAN Access Point

Wireless | ‘

TCPIAP SSID LOYTEC-TEST Scan
] FTP Search Results Scan required
[] Telnet
SSH
Global Connections (CEA-852)
[J CEA-709 over IP (CEA-852)
[ LIOB-IP
Web Ul
O HTTP Key Management: | WPA2-PSK ~|
HITPS Pre-Shared Key: | | I Show
] VNC for LCD Ul
] KNXnet/IP MAC Address: 00:0AB0:06:92:1A Use Factory Default

Figure4: New WLAN configuration tabs

45 NewinL-IP7.6.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.
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WiFi Enterprise

To further increase sedty in a WiFi network, IT departments support the 802.1X
authentication method on WiFi also known as WiFi Enterprise. LOYTEC devices can enable
WiFi Enterprise in the WiFi settings by selecting WRPBRTERPRISE key management.
The authentication methods Reoted EAP (PEAP), Tunneled TLS (TTLS) and EAPS

(using certificates) are supported.

Port1| |Port2 |EXT| LIOB| |USB| IPHost |Ethernet1 (LAM) | |Ethernet2 (WAN)  Wireless1 |Wireless 2| Mobile | VPN
Port Mode
TCRIP Wirgless mode: WLAN Client ~
Wireless
LIFTP SSID: |LovTEC-0000 | [ scan |
[ Telnet Search Results Scan required
S5H
Global Connections (CEA-852)
[[J CEA-709 over IP (CEA-852)
I LIOB-IP
Web Ul Key M : [WPA2-ENTERPRISE  v|
[IHTTP
HTTPS EAP Type TLS v
[J KNXnet/IP :
[ Modbus TCP CA Centfficate.” EdExampe CA
[_J Remote packet capture User Certificate: * user@example.org
| BACnet/IP
[TJRNID (CEA-709) User Private Key RSA key (2048 bits)
L-STUDIO Verbose Logging [

| SNMP

Figure5: ConfigureWiFi Enterprise

46 NewinL-IP7.4.0

This section describes the major changes and new features. For a full list of chéerges re
the Readme file.

New Menu Structure on Web Ul

The menu structure on the Web Ul has been redesigned to be more intuitive and group
frequent actions together. New ttgvel menus help keeping the menus organized into
typical tasks, such as statisticgta viewing, commissioning, configuration, programming,
security, and maintenance.

User Management on the Device

LOYTEC devices now provide a simple user management to create users and passwords on
the go. Users can be aperghedorores] webohr
the o6l webd r ol e ar862/8D3ivisualizagiah projects onk/ anal gaveLn&/E B
other device operation capabilities.

The Web Ul on the device allows creating, deleting and modifying users and assigning roles
As an example, an additional admin user can be created who is allowed to configure the
device without knowing the master admin password. This user account can easily be disabled
again.
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Username Password Role LastLogin Enabled [l
sefon e ra admin & — my
[Username E [Password E [Role  v] ®E

Figure6: User management on the device.

Network Port Authentication

To further increase security in a network installation, IT departments support the 802.1X port
authentication method. This standard requires a device to authenticate its port on the network
switch, before traffic into the network allowed.

LOYTEC devices can enable 802.1X port authentication in the port mode settings. The
authentication methods Protected EAP (PEAP), Tunneled TLS (TTLS) and EBRusing
certificates) are supported.

Port1| [Pon2| [ExT| [LioB| [USB| [IPHost| [Ethernet1 (LAN)| |Ethemet2 (WAN)| Wireless 1 | [Wireless 2| | Mobile
Port Mode
TCPIP Part Mode:
Fe LikSpecd & Duplox
Telnet Enable 802.1X:
SSH ;
Global Cennectiens (CEA-852) EAP Type:
[] CEAT09 over IP (CEA-852) Identity:
\I;\\'OEZT CA Certificate: Example Certificate Authority
el
HTTP User Certificate: user@example.org
HTTPS User Private Key: RSA key (2048 bits)
VNG for LCD Ul
[ KNXnetP

Figure7: Configure802.1X port authentication

4.7 NewinL-IP7.2.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Support for LTE

LOYTEC devices now support the LT#O0 mobile interface. This interface is coneektia

the USB port and offers LTE/JUMTS/GSM mobile network access. A SIM card from your
provider needs to be inserted and the LOYTEC device is ready on the mobile network. A
Mobile tab has been added to the port configuration interface for configuring &800.
Simply enable Mobile Network, enter your APN data and select which protocols shall be run
on LTE.

The VPN client is also ready to be used on the LTE mobile network.
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LOYTEC

Port1| |Port2| EXT |LIOB| USB| |IP Host

Successfully saved port settings

Part Mode

TCPIP Access Point Name
+ Mobile Network Username:

e Password:

Telnet
¥ SSH PIN Code:

Web Ul Network Type:

HTTP Roaming:

HTTPS

VNC for LCD Ul
Remote packet capture
IECE1131 online test

Search Results:

Ethernet 1 (LAN)

Auto Network Selection:

Ethernet 2 (WAN) | | Wireless 1 | | Wireless 2 | | Mobile

webaut

empty to disable)
LTE ¥/ UMTS ¥/ GSM ¥/
i

] Search

Scan required

¥ L-STUDIO
SHNMP
OPC XML-DA
OPC UA USB-Adapter: LTE-800 Restart Modem
IMEL 867698040017595
Save Settings Data Cennection: Connected Reconnect
Signal: LTE =obl (.77 uB)
Network: HoT (registered, available)
Data Usage 3.7 MB (1.2 MB received, 2 5 MB sent)
Sent SMS: 0 Reset Data Usage

Figure8: LTE-800 mobile configuration

Internet Connect ion Sharing

Combined with an LTEBOO mobile interface a LOYTEC device can act as a NAT router to
share the mobile Internet connection with other devices on the LAN. For doing so, the
Internet connection sharingfeature can be enabled on tifieHost tab, where the default

router interface is selected. Other devices on the LAN need to specify the IP address of the
LOYTEC device offering connection sharing as their default gateway. This way, local
devices can use NTP, VPN client or other Internet services.

Port1| |Port2 | EXT| LIOB| USB| IPHost | Ethernetd(LAN) | Ethernet2 (WAN) | Wireless 1| |Wireless2 | | Mobile | VPN
< IP Host
@ Dynamic DNS Hostname: LINX-215-MOBILE
Domainname:
Save Seftings Default Gateway on Mobile v
Internet connection m
sharing.
Use DNS servers from: | Mobile v
DNS Server 1: 10.0.0.138
DNS Server 2:
DNS Server 3:

Figure9: Internet connection sharing

Dynamic DNS

LOYTEC devices can now make use of a dynamic DNS service to register a public DNS
name. This makes the device reachable over a public IP address that can change over time.
for instarce an LTE800 mobile interface using a public IP address assigned by the mobile
carrier. A number of dynamic DNS providers are preconfigured and can be selected on the
IP Host tab of the port configuration as shownFigure10.

Port1 | Port2| EXT| |LIOB |USB| |IPHost| |Ethernet1(LAN)| |Ethernet2 (WAN) | Wireless1 | Wireless?2 | |Mobile | |VPM
IP Host
< Dynamic DNS Pravider Duck DNS v
URL: site1.duckdns.org
Save Settings Token 4f1df166-b978-496b-a885-a48
HTTPS: v

Figure10: Dynamic DNS Settings
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Secure Building Automation Protocols using VPN

This firmware version enhances flexibility and control over which building automation

protocols are directly available on the VPN. A sepavdt®l tab haseen added to the port

configuration that allows configuring #Pased control protocols to be running directly on the

VPN client. This effectively secures otherwise unsecured automation protocols such-as CEA

852. When running on the VPN interface, thetpmc ol s ar e assigned the VPN
and as a protocol node, the LOYTEC device is also reachable overNAiltiaccess

networks, such as LTE.

For example, simply set up the CEB52 configuration server on the VPN interface and add

all other CEA852 clients on the same VPN. Each node establishes a secure channel to the
OpenVPN server hub, which routes the traffic between the communicating peer nodes. No
unencrypted traffic will ever be transmitted.

Port1| |Port2 | |EXT| LIOB| |USB| |IPHost| |Ethernet1(LAN)| |Ethernet2 (WAN)  Wireless 1| Wireless2 | Mobile |VPN
Part Mode
TCPIP Config server address:  local
FTP Config server port: 1629
Telnet Config client port: 1628
# SSH )
Global Connections (CEA-852) Device name: local
# CEA-T09 over IP (CEA-852) Channel mode: Standard
LIOB-IP Pri. SNTP server: <unset>
¥ Web Ul Sec. SNTP
HTTP ec. server: <unset>
HTTPS Channel timeout: off
VNC for LCD Ul Escrow timeout: 64 ms (empty fo disable
#| Modbus TCP A fion ti : % _ p—
« KNXnetIP ggregation timecu ms (empty to disable:
Remote packet capturs MD5 authentication off
IEC61131 online test MD5 secret same as for config server
BACneuIP Location strin unknown
RNI 0 (CEA-708) g
< L-STUDIO NAT Address same as for config server
SNMP Multicast Address: empty to disable)
OPC XML-DA
OPC UA

Save Seftings

Figurell VPN tab on the porconfiguration interface.

4.8 NewinL-IP 7.0.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

VPN

LOYTEC devices support joining a virtual private network (VPN). This feature is based on
the widely-used and opeprotocol OpenVPN technology. An OpenVPN configuration file
(.ovpn) can be installed on the Web interface and makes the LOYTEC device a VPN client
and dial into the OpenVPN server defined by that file. Any standard OpenVPN configuration
file can be used, which is adtagin, i.e. does not require entering a password when
connecting. After having registered, the LOYTEC device can be reached via its VPN address.
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<_3 OpenVPN Mode

S Mode Client Connection v

fraw)

c Route local subnet v

o

(W] Save Settings

P

@ State
_g Connected «

IP Add 10.10.0.3

5 ress
_‘;’2 OpenVPN configuration

B Igate950-servert.conf Delete
-qu—)d Show Log

e

Figure12 VPN client configuration on the Web intade

Setting up a VPN client on the LOYTEC device may solve NAT router issues, because no
port forwarding rules need to be configured. The device dials out to the OpenVPN server
running on a public IP and establishes the VPN channel. This VPN channebsraddcure
connection for building automation protocols, such as BACnet/IP, Modbus TCP or CEA
852. Being part of a VPN the LOYTEC device is also reachable over-NAi access
networks, such as LTE.

An alternative method is to enable simple server modé® LOYTEC device. In this mode,

the device provides an OpenVPN server and allows downloading a client configuration file
from the Web interface. This file can be installed on any OpenVPN client and allows that
client connect to the LOYTEC device oveetlecure VPN channel. Only one client may
connect at a time.

49 NewinL-IP6.4.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

Localized Web Interface

The entire Web interface of the devicesteen localized to German, French, and Chinese
language. Simply change the language on the LCD display or directly on the Web interface

via the new flag symbol on the upper right corner. Changing language is instant and does not
require a reboot.

(General Info

Product LIP-3ECTC, Firmware 6.4.0 2018-08-02 17:47:00

Hostname

MeinLIP, 192.168.6.192

Serial Number

007630-000AB004E598

Free RAM, swap, flash

226160 KB, 262140 KB, 996208 KB

CPU, temp, supply

2%, 46°C, 25.3V

NTP status

out-of-sync

Uptime

2 min 56 sec

Figurel3 Language selection on the Web interface
Safe Reboot and Auto -Login

Changing IP settings and rebooting could end in a device unreachable, if something was
different than expected. The new safe reboot feature helps out byngtleetchanges made,
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if not logged in in on the Web interface within 5 minutes after the reboot. Locking oneself
out by entering a mistaken IP address is no longer possible.

DLOYTEC Reboot Device

LIP-3ECTC
Logged in as Safe Reboot - log in after reboot to commit changes
If not logged in within 5 minutes the device will revert the changes.

admin
2018-08-08 16:57:59

Future IP addresses to reach the device:

Ethemet 1 (LAN) 192 168 24 192
Device Info

W 2
Data Do you really want to reboot the device:

Safe Reboot

Config

Figure14: Safe reboot screen suggesting new IP addres

Another new feature that helps getting logged in again is the sessictogintoAfter a

device has rebooted the Web interface restores the session and automatically logs in again.
Even when changing a static IP address the device tries to conrteetievt IP or suggests

links for opening the device info page under the new IP address.

Backup before Upgrade

The firmware upgrade feature has been made safer by creating a backup before executing the
upgrade. This feature has been added to firmware anfigQator upgrade paths. It is,
however, optional and can be turned off by deselecting the check box.

Web Update  Local File

Select a firmware file {_zip, .dI) suitable for this device and click the "Start update’ button.
The device will verify the firmware file and start the update process

« Automatically download a backup of the current configuration before the firmware is updated.
Datei auswahlen | Keine ausgewahlt Start update

The device will reboot to finalize the update.

Figure15: Backup before Upgrade on the Web interface.
LCD Interface

The user interface on the LCD display has been localiaetheé Chinese simplified and

traditional language sets. The language can be selected from the main page and is switched
immediately without a device reboot.

The user interface on the LCD display has been extended by a firmware upgrade menu. This
menu allavs installing a new firmware image from an attached USB memory stick. This is
beneficial for WLANonly devices. When plugging in a USB memory stick, a menu pops up
(Figure 16) on the LCD interface that shows selected quick optionduding firmware
upgrade and backup.

He-nu [
Firrware Update
Restore

Figure16: LCD popup menu for USB storage
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4.10New inL-IP 6.1.0

This section describes the major changes and new features. For a full list of changes refer to
the Readme file.

New L-IP Models

The new LIP modelswi t h t hei r pr oduardnowsoppatedeEquippedg i
with dual Ethernet, a buiin firewall and LCD display, these new models serve as aiplug
replacement for the oldeseriesfi B @evices. Existing device backups canused without
modification. In addition, the new models also suppizetvirelessLAN technology.

Project Documentation

A new feature on the device is a Web Ul for creating and viewing project documentation on
the device. The documentation editor requaidmin rights and allows storing files on the
device or creating documentation links as URLs. Both items can be viewed by guest users.
Examples include storing cabling plans as PDF or adding links to a Web site containing
manuals, plans or other useful oj documentation. Read Sectitb.3to learn more about
project documentation on the device.

Dual-Ethernet with Separate Networks

S e r i eLslPnio@eés with two Ethernet interfaces can be configured to work with separate
andisolated IP networks. For example, one Ethernet interface can be accessed over HTTPS
from a WAN connected to Ethernet 2 while the building network services are running locally
on the LAN connected to Ethernet 1. For configuration the device providestgeptrernet

tabs in the port configuration, which allow selecting the offered services on each interface.
The example irFigure 17 shows a WAN interface with HTTPS and OPC UA only, while
CEA-709 over IP(CEA-852) are still boundo Ethernet 1 (LAN). For more information on

how to use multiple Ethernet ports please refer to Sectida

Port 1 Port2  IPHost| | Ethernet1(LAN)  Ethernet2 (WAN) Wireless 1 Wireless 2

Port Mode

TCPIP Port mode: Separate network M ﬁ

VNC for LCD UI

FTP

Telnet

SSH

CEA-709 over IP (CEA-852)
# Web Ul

HTTP
# HTTPS

SNMP

OPC XML-DA

OPC A

Save Seftings | Get Settings

Figure1l7: New Ethernet 2 (WAN) tab

WLAN Interface

In combination with the external LWLAIS00 interface, the device provides new interface
tabs for wireless IP networks. Similar to the second Ethernet interface, one can choose which
protocols are available on the wireless network. The wireless interface can be configured as
a WLAN client, acces point or mesh node. Using the latter, a wireless mesh network of
LOYTEC devices can be built. Please refer to Secti@rB8to learn more about the WLAN
interface.
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SNMP

For accessing vital operational data in standard ITpeeent, LI P s e rdievices offelC 0

an SNMP management base (MIB). All system registers are available in that MIB. The MIB
file can be downloaded from the device and imported in the SNMP management tool. For
more information on configuring and using SNMIiRh a LOYTEC device please refer to
Sectionll.1

OPC Server

ThelL-l P series ACO devi ORCsenarwlich eaq speag et wi t h an
known OPC XML:-DA and OPC UA protocols. The OPC server is used for perfegratten
with the LWEB-900 building management software for device maintenance.

Wireshark Packet Capture

Thelsl P series ACO models have the Wi reshark pack
local packet logs can be made and stored on e Lt is al® possible to connect a running

Wireshark protocol analyzer on the PC to thPLand run a life packet capture. For more

information on how to set up packet capture, please refer to Sédtien
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5 Quick -Start Guide

This Chaptershows stefby-step instructions on how to configure theP for a simple
network architecture in a LAN environment.

5.1 Hardware Installation

5.1.1 L-IP

Connect power 135 VDC or 1224 VAC, theCEA-709network, and the Ethernet calale
shown inthe installatio sheetMore detailed instructions are shownGhapter6.

5.1.2 L-IP Redundant

Connect power 1:35 VDC or 1224 VAC, the Ethernet cable and tG&A-709networkthe
installation sheet. Bpending on the desired redundancy modeoseone of the cabling
topologiesas shown inFigure 18 to Figure 20. More detailed instructions are shown in
Chapter6.

L-IP:csunon  EIA709/1P router

000 00o| 100BaseT LIP-33ECRE | G0 g

Figurel18 L-IP Redundant Standalone with Bus Loop Monitoring
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L-IP.csyr, EIA7O9/P router

SR 3
Sha|” = 5E

e e
060 ooo| '008xeT | LP3ZECRE | 504 000 000| 100BaseT | LIP-33ECRB |go g

EIA709/1P router

A A
060 ooo| '008xeT | LP3ZECRE | 504 000 000| 100BaseT | LIP-33ECRB |go g

Figure20: L-IP Redundanin Twin Router mode without Bus Loop Monitoring

5.2 IP Configuration of the Client Device

5.2.1 Configuration via the Web-Interface

LOYTEC devices are shipped WiDHCP and will acquire an IP address as soon as they are
connected to the network. Tsea static IP, you can uske Web interface to configure the
client device. In a Web browser enter the IP address of the dekich can be read on the
LCD display Note that your PGnust be attached to the same subnet as the device. For
devices with a default IP address choose the setup on the LCD display.

To Configure a Static IP

1. Open your Web browser and type in the IP addshssvn on the LCD display or type
in o6l oy Aea firdt stapal @ill be asked to enter theasswords forthe
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administratorand operator accounts bedoproceedingOnly strong passwords are
accepted.

DLOYTEC

LlP'333'3.ECT_C Enter the desired passwords for the administrator and operator accounts
Logged in as The administrator has full access to the device. The operator is able to read and manipulate

guest ° ibls i i i
o o 9 sensible infermation such as data points
)
g Account admin
R (T b Password ﬁ Password strength: Strong
Statistice 5 Retypepasswor: [ ]
Data _g Account operator
Confi 5 Pessword 1
: © Retypepassword. [ ]
Security =
; @]
Documentation s
Maintenance =
[«F]
Contact c

Figure21: Enterpasswords for admin and operator accounts.

2. Thenclick on theConfig menu Click onPort Config and change to the tdtthernet.
The TCP/IP settings are selected as showhigure 22. Enter the IP address, the IP
netmaskand IP gateway for this device.

DLOYTEC

LIP-3333ECTC

Logged inas. Port1

Port 2 Port 3 Port4 | |IP Host Ethernet 1 (LAN) | Efhernet 2 (WAN)  Wireless 1 Wireless 2 Mabile

admin (_3
2021-04-27 10:55:10 -It' Port Mode
— TCPIP Use DHCP: [
(@] ] VNC for LCD UI IP Address: * 192.168.23.118
Device Info - S ;TIP IP Netmask: * 255.255.192.0
S elnet
Statistics a SsH IP Gateway: * 192.168.1.1
Data _g CEA-709 over IP (CEA-852)
Config S ‘}:\'Tl*:FU‘ DNS Server 1: 192.168.1.64 (empty to disable)
Eamp— _&:2 HTTRS DNS Server 2: : (empty to disable)
[ ] onfig
stem — [ SNMP DNS Server 3 : (empty to disable)
g OPC XML-DA
[ OPC UA .
E D] Ramote packet captura NTP Server 1 192.168.1.64 (empty to disable)
c NTP Server 2 : (empty to disable)
Secu rity NTP Status: in-sync
Documentation
MAC Address: 00:0A:B0:05:27:10 Use Factory Default
Maintenance Configure static IPv6: [

Contact The entries marked with (%} are required for proper operatien

Logout

Figure22 Enter IP address and gateway

3. PressSave Settingsaind then reset the device by selectRegetin the highlighted text.
This changs the IP settings of the device.

5.2.2 Configuration via the LCD Display

Device models with an LCD display can also be configured to their basic settings through
jog dial navigation on the LCD UI. Turn the jog dial to navigate between menu items and
press to eter a menu or go into selection mode. When in selection mode turn the jog dial to
alter the value and press again to quit the selection. Some input fields provide acceleration.
This means turning faster changes the value in larger increments.
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To Set the IP Address on the LCD Display

1. Onthe LCD main screen set the desired language. Navigate to the flag symbol, press the
button and choose the desired language.

LOVTEC LIP-33ECTC

IP—Z2EC T PR BHEEBACE:
1921682432 Ethl

tt 7 FIE.10 K 380@
e B.0.5.0 x
Device Settingszs ==

2. Navigate to the IP address on the main screen and press the button.

LOWTEC LIF—32ECTE
P —SSECTC, BOREBADACTE:
91682455

Cs: H.8.8.8 ®
Dewvice Settings =+

3. There navigate to theeeded input fields, press and change the value. Press again to set
the value. Continue to the next field.

OHCF: OFF

Addr 192 168 824 ,158
Mask: 25E.255.192.888
Gtwy 132 .165 881 861
Save and reboot

4. Finally navigate t&Gave and rebootand press.
5. Acknowledge the reboot and the device reboots with the new IP address.
To Register with a Configur ation Server

1. Onthe LCD main screemavigate to the address field next to CS and click on it.

LOYTEC LIP-33ECTC
IF-32ECTC-BEEABRE4CFE
19z2.168.24.23  Ethl
£ 1e% 51470 8 3300 =

2. This leads to th€ EA-709 over IPmenu.Navigate to theConfig Server IP andenter
the IP address into the four field3ptionally adapConfig Server Port

CEA-7E3 owver IP
Mot configured
Config server

IF 1 O [ = s s )
Fort 1629
Config client
Fort 1628

3. If the channel requires MD5 authentication, set MD5 to ON and enter the secret key
below.

CEA-7E2 ower IP
FPort 1628
Hame  lip—new
MOE:
Kyt
HHE B8 BE A0 08 B3 B8 @4
HE B8 86 A0 B8 B3 B8 @6

4. Finally navigate to the bottom, clidaveand acknowledge witfES. The device now
tries to register with the configuration server. Observe the statusniation to see, if
the registration completes.
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Statet

Waiting...

Config seruver

IF 192 .165 .624 829
Fort 1629

Config client

5. Back in the home screen the configuration server is shown with a checkmark.

LOYTEC LIP-33ECTC

IP-22ECTC-AREABRE4CTE:
192.168.24.32  Ethi
£ 1o% £ 1B20 8 39eC =

car 192.168.24.2@
Device Settings -

5.3 Configuration Server Settings

If the L-IP should also act as the configuration server folfh852 channel open the Web
interface and go to the me@EA-852 Server In the dropdown boxConfig server status
selectenabled and click onSave Settingsto activate the configuration server. Then the
configuration server settings pagigows all settings

Then go to the menGEA-852 Ch. List and click on theAdd Devicebutton to add a new
client device. Enter name and IP address and cliclS#vwebuttonas shown irFigure23.
Client devices include all othek-IPs and all PCs, which should participate ire th
communication on thB>-852channel

CEA-852 config. server

Add Device || Reload || Recontact Action on Selected ¥ | Execute
[No Name IP Address Stat Flags u
) LIP 192.168.2.194:1628 - Edit

1 new E 192.168.2.150 :[1628 Save | Cancel

X unregistered ? notcontacted w registerad ! not responding no ext. NAT disabled

Figure23: Add new client devices to the channel.

Verify in the channel listhat the device(s) have been registered successfmtlyshow a
green checkmarkirhe CNIRLED on allL-IP devicesthat have onshould be green and the
SERVERLED on the configuration servérIP should be green as well:IP devices with

an LCD display will show the configuration server address (or LOCAL) and a checkmark if
registered corrdly at the configuratioserver as shown iRigure24.

LOYTEC LIP-S3ECTC
IIP-22ECTC-BBEABER4CTE:
192.168.2.194  Ethl
# 8% F1SBUEE 34t =

=] LOCAL C5
Dewvice Settings

Figure24: L-IP LCD display for a registered CNIP client.

Add theL-IP router to your network drawing and commissionlth®. Note that we provide
shapes for LonMakelyou should now be ablto communicate via an 4852 channel For
detailed instructions on how to configure the configuration server please refer to Section
7.3.14
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5.4 Configure as LON Router Drop -In Replacement

A multi-port L-IP (e.g, LIP-13ECTC or LIR33ECTC) can be configured as d+iop
replacement for thirgharty LON routers that route between-TP50/FTF10 or FF10/FT-10,
respectively. For doing so, go to the L@enuDevice Settings »and navigate t€CEA-
709 »» Router Mode »»

SelecttheModefi Smar t Swi t ¢ hTgpe@ EBdvi tt lceh 0d eevniGaveedmdé n c hoos e
reboot (seeFigure25). In this setting the device acts as a-tedining router between the

two CEA-709 ports, while IP852 is disabledUsingSmar t Swi tchE r-outer mode
commissioning is required in the LNS database. If it is required that the router is visible in

LNS, choose fAConf . Routero mode instead.

Router Mode
Mode: Smart Switch
Tupe: L-5Switch

Sawve and reboot
Figure25: Router Mode menu on the LCD display
The IP seihgs are not required in this operation mode. For firmware upgrade and other

device maintenance on the Web interface, however, it is recommended to setup the IP address
as well.

5.5 L-IP Redundant Configuration

The L-IP Redundantcan only be used as Configuré&buter and thus requires to be
commissioned with a network management tool (e.g. LonMal&mart Switch Mode,
Repeater Mode and Bridge Mode are not supported.

The L-IP Redundant comes preconfigured to support bus loop monitorind-igeee 18).
For operating the device in twin router mode (device redundancytigees 19) some
additional steps have to be performed:

1 Add one router shape for ealcHP Redundant. Connect tioto the same HZhannel on
one side and to the sarR&-10 Channel on the other side of the router.

1 AddoneL-IPRedundantbuit n mo ni t drlR Redundand RiagnostieT-100
device shape for eadh|P Redundant on thET-10 channel The corresporidg device
template will be installed with tHe-IP Redundant Plugn available from the LOYTEC
webpagéhttp://www.loytec.com

T Add a ATwin Rout er 0 LAPRedundanbmomitbringnbde.c k f or each

1 ConnectnvoRelRtr of one L-IP Redundant with thewiRedRtrof its pairedL-IP
Redundant and vice versa.

If using LonMaker for Windows the resulting drawing should look like showkigare 26.
Furthermore, the PRIM LED on one of the tivdP Redundant devices should be green and
should be off on the other one.
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L-IP Red Demo - Echelon LonMaker - L-IP Red Demo.vsd:5ubsystem 1. 2]

[] Fle Edt Vew Insert Fomat Tooks  Shape  LonMaker Window  Help Type aquestion forhelp  w) o @ X

Normal < arial - 1zpt ‘nlu‘f._‘A £ a.\s =R
D-2ESA(GRAY| I BAY o -o- [ B- R[] -A-0- /- G- \mw -l @,
Shapes ————— |
[E| LonPoint Shapes 3.0 F3
[F] LorMaker Basic Shapes 'g'
3
mmTwmslatun nvoTmelewu
Twin Router 1 FT-10 Segment F] TWIn Router 2
Monitor 1 Monitor 2
e
IP Backbane
x| [« % T\ Subsystem 1 {_Tite Blocks Kl _»,LI

Page 1j1

Figure26: A pair of L IP Redundant devices configured for twin router operation

For detailed instructions on how to configure th&P Redundat refer to Sectiod0.
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6 Hardware Installation

6.1 Enclosure

The enclosure of the product andtéeminal layoutare shown on the installation sheet found

in the productds box.

6.2 Product Label

The product label on theide of theL-IP cortains the following information:

91 L-IP order number with bacode (e.gLIP-3ECTC, LIP-33ECTC, or LIP-33ECRB)
9 serial number with bacode (Ser#),

9 unique node ID and virtual ID of each port (NIDx and VIDx}h barcode

1 Ethernet MAC IDwith barcode (MACL1).

Unl ess stated other wi se, al | Abadditioraldabetis ar e enco
also supplied with the-IP for documentation purposeBhe specific contents of the product
label are shown on the installation sheetfoundl t he product éds box.

A virtual ID (VID) is a Node ID on the IP channéhternally the 2Port LIP-xXxECTB,
LIP-xxECTC) and the 4Port LIP-xxxXECTB, LIP-xxxxECTC) version of the LIP use up

to 5 individual routers which are connected over a TPIZB0 bakbone (sedigure27and
Figure29). On the attached label, only the external NIDs (numb&rot 1-5) are printed.
Since the NIDs are organized in a continuous number block, the internal NIDs carved deri
by incrementing the numbers printed on the label (numi&p#6-10, seerigure 28 and
Figure30).

internal backbone (TP/XF-1250)

FT FT 1P852
- I

o [® T
L 5 -8

Figure27: Internalassignment of NIDs on LIRXECTB.
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NID1

NID2

VID1

SER#

LOYTEC electronics GmbH

I e 3E TR
0 AT ) C€ @
810000F12A08

(T
810000F12A08 = MADE IN EC
(T
O00ABOOFFAAT

006101810

® NID3 internal:810000F12A0A
(& NID4 internal:810000F12A0B
® VID2 internal: 810000F12A0C

iy W44/2004

000F12A07

Figure28;

Example of internal NID order on LI”XECTB.

internal backbone (TP/XF-1250)

Fifeiniy

IF852
o o - 1
- o ¢ o
e L -0
Figure29: Internal assignment of NIDs on LbxxxECTB.
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NID1:
NID2:
NID3:
NID4:
VID1:
MAC1:

===+ | RDLALL O
006101810000F12A07

810000F12A07
810000F12A08
810000F12A09
810000F12A0A
810000F12A0B
O0OABOOFFAA1

® NID1 internal: 810000F12A0C

LIP-3333ECTB @ NID2 internal: 810000F12A0D
(€S NID3 internal: 810000F12A0E
MADE IN EC (® NID4 internal: 810000F12A0F

W44/2005 VID internal: 810000F12A10

Figure30: Example of internal NID order on LixxxECTB.

6.3 Mounting

The device conmgeprepared for mounting on DIN rails following DIN EN 50 0Z2Be device
can be mounted in any positiddowever, an installation place with proper airflow must be

selected to ensure that thdP temperature does not exceed the specified range.

6.4 LED signal s

Available LEDs and their location on the respective device model can be found on the

productds in

6.4.1 Power LED

The power LED lights up green when power is supplietthégpowerterminals.

stallation sheet. The

nst al
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6.4.2 Status LED

TheL-IP is equipped with a red status LEBee installation sheefyhis LED is normally
off. If the fall-back image is executed the status LED flashes red once every second.

6.4.3 CEA-709 Activity LED

The CEA-709port on theL-IP has a threeator LED (green, red and orangeee installation

sheet) Table2 shows different LED patterns of the port and their meaning.

Behavior

Description

Comment

GREEN flashing fast

Traffic

GREEN flashing at 1Hz

Port unconfigured

Only if L-IP operated asonfigured
CEA-709router (see Sectiod.1.])

RED permanent

Port damaged

RED flashing fast

Traffic with high amount of errors
L-IP redundant: Loop open
(see Sectio%.4.10

RED flashing at 1 Hz
(all ports)

Firmware image corrupt
Please upload new firmware

ORANGE permanent

Port disabled

e.g. using LSD Tool

(seeChapterl5)
ORANGE flashing fast Traffic on port confgured as management e.g. using LSD Tool
port (seeChapterl5)

ORANGE flashing at 1 Hz

Bit-rate autedetection

RS-485 ports only

ORANGE permanent
(all ports)

Status button pressed for more than 20
seconds
L-IP forwarding tabls will be reset once

button is released

Table2: CEA-709Activity LED patterns

6.4.4 Twin Router Status LED ( L-IP Redundant only)

The L-IP Redundant has a three color LED (green, red and oraegeinstallation sheet)

showing the twimr out er status of the devVviabe8shows hi
different LED patterns and their meaning.
Behavior Description Comment
GREEN Device is active Standalone mode or primary device|
in twin router mode
OFF Device is inactive Secondary in twin router mode
ORANGE Device is active, but problem with twin route| Primary: Secondary not reachable
detected Secondary: Primary failed,
secondary has taken over and is
active
RED Device is inactive due to error detected Device is primary, but secondary
has taken over

Every time thelL-IP Redundant contacts its twin router the LED is switched off shortly to

Table3: Twin Router Status LED patterns

signal this activity.

6.4.5 Ethernet Link LED

The Ethernetink LED lights up green whenever an Ethernet cable is pluggeohd a

physical connection with a switch, hub, or PC can be established.
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6.4.6 Ethernet Activity LED
The Ethernet Activity LED lights up green for 6ms whenever a packet is transmitted or
received owhen a collision is detected on the network cable.

6.4.7 CEA-852 Status LED (CNIP LED)
The CNIP LED is a three color LED that indicates different operating states aflfhe

device.

Green: TheCEA-852device is fully functional and alEA-852 configurationdata (channel
routing info, channel membership list, send list) ar¢aigate.

Green flicker: If a validCEA-709 packet is received or transmitted over the IP channel the
CNIP LED turns off for 50ns. Only validCEA-709IP packets sent to the IP addre$she
L-IP can be seen. Stale packets or packets not addressedi&vitteare not seen.

Yellow: Device is functional but some configuration data is netodgate (device cannot
contact configuration server but has configuration data saved in Flasbryem

Red: Device is noffunctional because it was rejected from @©A-8521P channel or shut
down itself due to an internal error condition.

Off: Device is norfunctional because tHeEA-852 device has not starte@his can be the
case if thedeviceusesDHCP and it has not received a valid IP configuration (address) from
the DHCP server.

Flashingred at 1 Hz: Device is nefunctional because tHeEA-852device is started but has
not been configuredhlease add the device t€&A-852IP channel (registeén configuration
server).

Flashing green or orange at 1 Hz: Tdeviced €EA-709side of the gateway has not been
commissioned yet. The color indicates @EA-8521P channel status as described above.
6.4.8 Configuration Server LED
The Configuration Server LUE illuminates green whenever the configuration server is
activated on thé-IP device.
6.4.9 Wink Action

If the L-IP receives a wink command on any of its network ports, it shows a blink pattern on
the CNIP and th€EA-709 activity LEDs The CEA-709 activity ard the CNIP LED turn
green/orange/red (each 0.15Fhis pattern is repeated six timégdter that the CNIP LED
flashes orange six times if the wink command was received on the IP channel BAHT®9
activity LED flashes orange six times if the wink amand was received on ti&EA-709
channel After that theL-IP LEDs return to their normal behavior.

6.4.10 Network Diagnostics
ThelL-IP provides simple network diagnostics via@&A-709 activity LED:

1 If the LED does not light up at all this port is not connddteany network segment or
the connected network segment currently shows no traffic.

1 Ifthe LED is flashing green the network segment connected to this port is ok.

1 Ifthe LED is flashing red a potential problem exists on the network segment connected
to this port This state is referred to as overload condition.

A port overload condition occurs if
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1 the average bandwidth utilization of this port was higher than 70% or
1 the collision rate was higher than 5% or

1 more than 15% CRC errors have occurred on a pibht a/powetline transceiver or
more than 5% on a port with a transceiver other than pbmeor

1 thel-IP was not able to process all available messages.
1 thel-IP Redundant has detected an open lagfP(Redundant only, see Sectia).
For a deeper analysis of the reason of the overload condition it is recommended to use a

protocol analyzer (e. g. .Th®exdctteados of thdPofkerloadd r a s i mi
condition can also be determined with the LS»IMgeeChapterls).

6.5 Status Button

TheL-IP is equipped with a status butt¢see installation sheet)Vhen pressing the status

button shortly during normal operation ofthdPi t sends a fiSerallice Pin Me
network ports Note that everyL-IPp o r t has its own uni.dszse node | D
alternative to pressing the status button a service pin message can be sent via the web

interface (see Sectionl).

Pressing the status button longlgain 2 seconds will allow you to select the port to sends out

the AService Pin MessageO message: The port LEL
up orange. After 2 seconds the next available port will be selected. When the status button is
released he AService Pin MessageoO is sent out on the

Pressing the status button during normal operation for more than 20 seesetsthe
switchingtables (see Sectidh5.]).

6.5.1 Resetting Forwa rding Tables

In order to reset the forwarding tables, the status button needs to be pressed for at least 20
seconds during normal operation of théP. Resetting forwarding tables defaults means:

1 Clearing the group forwarding, the subnet/node forwardimjthe router domain table
when used in smart switch mode.

9 Setting all ports to unconfigured.

1 Clearing thd_-IP status and statistic data.

I Butdoes notclear the IP address a@EA-852 configuration settings.

All this is done when the button is releas&fterwards a reset is performed to let the changes
take effectOnce the button is held down for more than 20 secondsE#e709activity and

the CNIP LED are switched to orange and stay orange until the button is released and the

L-IP is resetThis indicates that the forwarding tables will be reset.

Alternatively to holding down the status button the forwarding tables can beineset
Device Managemenimenu on the LCD display (see Sect@6.]).

Important: If the L-IP is operated in smart switch modend ismoved from one location to another or
if major changes to the configuration of the network are made, it is recommended to reset
the L-IP forwarding tables.
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Important: Wait at least 30 seconds after powep of theL-IP before pressing the Status Button to
ensure that theL-IP has booted properly!

6.6 LCD Display and Jog Dial

6.6.1 Device Setup

The -l P s e rniodels with @@ CD display can also be configured to their basic settings
through jog dial navigation on the LCD UI. &Imain page of the LCD Ul is shownRigure

31 I't displays the devicebds | P address, h
vol tage. On devices that donodt have Ether
statusasEth1+2 or a respective combination thereof.

Below are menu items. Turn the jog dial to navigate between menu items and press to enter
a menu or go into selection mode. When in selection mode turn the jog dial to alter the value
and pess again to quibe selection

LOYTEC LIP-33ECTC
IIF-33ECTC-BEBHEBR4 CYE:

192.168.2.245  Ethl
4k FIBZUEE 32C=

CS: 192.168.26.65 *
Oewvice Settings

Figure31 Main Screen of the LCD UL.

The Device Settings »»menu allows configuring basic device settings. Navigate to the
Device Management »submenu, which is displayed irigure32.

TCF<IF Setup
S0 Card w»
USE Storage ==

Send L-DISCO message
Feload config

Feboot swstem

Figure32 Device Management Menu on the LCD UL.
This menu gives you the following options for basic device configuration:
1 TCP/IP Setup: This menu all ows configuring the

I HTTP Server: This menu allows to enaldtksable the HTTP server and to configure its
TCP port.

1 HTTPS Server. This menu allows to enable/disable the HTTP server, to configure its
TCP port and to remove an installed certificate.

1 CEA-709 over IP. This menu allows editing the CNIP client settinigattare needed to
register with a configuration server. See Secidh3for details.

1 Date/Time: This menu allows setting the system time. A time synchronization
mechanism can be chosen, and the UTC offset and daylight sasim@ye defined.

1 Send ID messagedVhen selecting this menu, the device sends out service pin, BACnet
I-Am, and identification broadcasts for finding the device in th€anfig tool on all
applicable ports.

1 Reload config By choosing this menu, the devigerforms a quick restart by reloading
its configuration only.
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1 Reboot systemBy choosing this menu, the device performs a full reboot.

1 Factory Defaults By choosing this menu, the user can reset the entire device to its
factory default. Also IP addressea® &leared.

1 Remote Config When enabling this option, the LWER2/900 master device manager
restores the last saved configuration to the discovered device, if it has no configuration
yet. This feature is beneficial when replacing a device.

1 PIN: Alter thedefault PIN to any 4ligit number to protect certain operations on the
LCD Ul. The user will be prompted to enter the PIN on protected areas.

T Contrastt This menu all ows adjusting the displayos:s

1 Language By choosing this menu, the user can swhelween languages on the LCD
display.

1 Reset switch tablesChoose this item to reset the forwarding tables in the switch.

6.6.2 Sending a Node Pin Message

The Device Settings »»menu also allows configuring bas@EA-709 routersettings.
Navigate to theCEA-709 »» submenuand choose one of the router menudich is
displayed inFigure32.

Fouter Poct 1
Send Hodepin
MIDOR: S@ERiEn:24:bfice
MIOE: S@ERiER:24:bfidl
State! Online

Figure33: CEA-709 routermenu on the LCD UL.
This menu gives you the following options the CEA709 router port
1 SendNodepin: This menu allows sending@de pinmessage to theEA-709network.
1 NIDA, NIDB : These items show the Node IDs of the two ports on the selected router.
i State This item shows, if the selected router is online or offline.

6.6.3 CEA-852 Device Settings

To change theCEA-852 client settings and register with a configuration server navigate to
the IP address item on the main menu neXx@%o and press the button as showrFigure
34.

LOYTEC LIF-33ECTC
IF=-22ECTC-BREAEREICTE:
192.168.2.244  Ethl
£ 9% £15.8U E 3390 =

Figure34: Setting tle CS address ahe LCD UlI.
This opesthe CEA-709 over IPmenu with the following settings:

1 Config Server IP: Enter the IP address of the configuration server into the four separate
input fields.
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1 Config Server Port Enter the configuration server poftbhe default 1629 can be left
unchanged in most cases.

1 Config Client Port: Enter the configuration client pofthe default 1628 can be left
unchanged in most cases.

1 MDS5: The default is off. Turn this on, if MD5 authentication shall be used on the channel
for security purposes.

1 Key: If MD5 is turned on enter the MD5 secret kato the 16 input fields.
The title page also shows tB&EA-852client stateas a symbohext to the CS address. It can

be normal +), waiting for the configuration serve#)( or not rgistered ). If MD5 is
enabled on this device a lock icais shown.

6.6.4 Router Mode Settings

TheRouter Mode menu is a sumenu of the CEA709 device settings. It allows configuring
thebasicroutermodes

1 Mode: This setting configures the routegperatingmodeas described in Secti@l:

0 Config. Router This is the default moder a configuredCEA-709router that
needs commissioning in the LNS database.

0 SmartSwitchl n Smar t S wke decide &cts asoagplagdplay self
learning router thad 0 e eed UNS setup.

0 Repeater: In this mode the device is a storéforward repeater.

o Switch (SN learn): This mode is si mi
subnet learning is on and subnet broadcasts are not flooded (aéds ide
Section8.1).

1 Type: This settings defines the basic device tyhelP6 i s t typeand thefdavicd t
acts as a router or smawitch between the CEA09 portg TP-1250 or FF10) and the
IP-852 chann®&Wi.t Alsd6 atny pd, t he devi ce70fdct s
ports only and has H852 disabled.

If configuredasaniSwi t ch type device i nlP&mzeusedaSwi t c
plug-andplay dropin replacement for common thigharty LON routers.

6.7 Wiring

6.7.1 L-IP
Every network segment connected to thEPlneeds to be terminated according to the rules
found in the specification of the transceiver (see Chd@ier

Important: All used and unused ports must be properly teriaiad. LOYTEC recommends the use of
the LOYTEC L-Term series network terminators (I3 or LT-33 respectively). For
unused ports, it is recommended to use a 100 Ohm 0.25 W resistor between terminals A
and B as termination.

Important: When using shielded rtevork cables, only one side of the cable should be connected to

earth ground. Thus, the shield must be connected to earth ground either at the L
terminals or somewhere else in the netwdqdeeFigure 35)!
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EIA709/IP router

-
100Base-T LIP-33ECTB | g @

@
(=]
w
i
=
..,
il
a
=

Ethernet Power Supply Ethernet Power Supply

Figure35: Connecting the Earth GroundtothéRs er i es fi B0

6.7.2 L-IP Redundant

Every network segment connected to thEPlneeds to be terminated according to the rules
found in the specification ohe transceiver (see Chapfes).

Important: All used and unused ports must be properly terminated. LOYTEC recommends the use of
the LOYTEC L-Term series network terminators (L-I3 or LT-33 respectively). For
unused ports, it isgecommended to use a 100 Ohm 0.25 W resistor between terminals A
and B as termination.

e L-IP EIA709/IP router
redundant o
L-Term n
o3, 2 :
i . . - A nd
N o 000 000 ST B leond oee ooo| 1008aeT LIP-33ECRB | ' o
=

Bus loop monitoring enabled Bus loop monitoring disabled
Figure36: L-IP Redundant with and without Bus loop Monitoring

Important: When usihg shielded network cables, only one side of the cable should be connected to
earth ground. Thus, the shield must be connected to earth ground either at thie L
terminal (loop port 1)or somewhere else in the networut never at more than one place
(seeFigure 36)!

Important: If operated with bus loop monitoring enabled (loop port 1 and loop port 2 connected), both
sides of the loop must be terminated at théP terminals (sed-igure 36). In this casetwo
terminators for bus topology must be used.
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Important: If operated with bus loop monitoring enabled, the loop must not contain any repeaters!
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7 Web Interface

TheL-IP comes with a buittn Web server and a Web interface to configuredinaceand
extract statistics information. The Web interface allows configuring the IP settings,
CEA-709, CEA-852and other configuration settings.

7.1 Device Information and Account Management

7.1.1 Device Setup

In a Web browser, enter the default IP address 192.168.1.254dz#tice Note that if your
PC has an IP address in a subnet other than 192.168.1.xxx, you must open a command tool
and enter the following route command to add a route tddhiee

To Add a Route to the Device
1. WindowsSTART A Run
2. Enter o6cm®W. and <cl i ck

3. Inthe command window enter the command line
route add 192.168.1.254 %COMPUTERNAME%

In Windows7 replace %COMPUTERNAME% with the PC's actual IP address.
4. Then open your Web browser and type in the

The login screen of theedice is shown and prompts for initial administrator and operator
passwords to be sethe password strength indicator will inform you about the security
quality of your passworl Enter the passwords in the screen as showigure37 and then
click on Set passwords

DLOYTEC

LIP-3333ECTC
Logged in as.

Enter the desired passwords for the administrator and operator accounts.
The administrator has full access to the device. The operator is able to read and manipulate

2021’"3;?1‘"_5"_1(' sensible infermation such as data poinis
Account admin
Device Info Password: [R— Password strength: Strong
Statistics Reypepassword: [ ]
Data Account operator

Config
Security
Documentation

Maintenance

networks under control

Contact

Figure37: Configure admin and operator passwords.
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The Web Ul cannot be used without configuring the passwords. Note that strong passwords
should be chosen ( avThe devicé mfdrmationfageilr appedroy t e
The passwords can be changed later as described in S&dtidn

7.1.2 Device Information

The device information pag&igure38) shows some general information abthé device

in the General Info section. This includes the product model and the current firmware
version. Below, it shows important operational parameters, such as free memory, CPU load,
system temperature and supply voltage, time synchronization statggstam uptime.

DLOYTEC

LIP-3ECTC

i e General Info

Product LIP-3ECTC, Firmware 7.4.2 2021-04-13 11:45:00

Security
Documentation

Internet  Connected
Port1 + CEA-709
# Connected

Ethernet 1 (LAN) .~ SSH ./ CEA-T09 over IP (CEA-852)
ZHTTP  HTTPS ./ OPC XML-DA

Ethernet 2 (WAN) 3 No link Switched
Wireless 1 Disabled
Wireless 2 Disabled
Mobile Disabled
VPN Disabled

Firmware L-IP/NIC-IP Firmware Image
Version 742
Build date  2021-04-13 11:45:00

192.168.23.111

(ETNGEHENS / Web Ul

guest 6
2021-04-27 10:38:18 et Hostname LIP-3ECTC-000AB004E58F, 192.168.23.111
E Serial Number 007630-000AB004E58F
o Free RAM, swap, flash 218832 KB, 262140 KB, 994360 KB
Device Info W) CPU, temp, supply 40%, 43°C, 25.4V
e j - NTP status in-sync
Statistics ‘GCJ} Uptime 18.34.18
pata c
Confi -
9 " v OK
-
S
S
—
(]
c

Contact

Logout

Router Info
CEA-709 unique node ID 30 00 00 28 0E 2C
IP unique node ID 80 00 00 28 OE 2D
Status Configured Router: Online

Send Service Pin

Figure38: Device Information Page.

The Device Statussection summarizes the status of the various ports and protocols on the
device. The summary status is displayed as a green OK checkmark. If any of tlagasterf
protocols or operational parameters are-normal, a warning or error sign is shown instead.
Shown below are further a summary on the active protocols on the respective ports. All items
are links that lead directly to their configuration page.

Belowthe general status information more specific sections are displayed depending on the
model. TheFirmware Info provides version and build times of the primary and fallback
firmware images installed on the device.

The page alsé ncl udes the unique nodEA709Metwoikfi Ne u
interfacesThe multiport L-IP displays the external node IDs as well as the node IDs for the
internal backbone in separaféhis page can also be used to sendGB&-709 service pin
messiges. This is a useful feature when commissioningléwice since it is not necessary

to be onsite to press the status button

7.1.3 Device Login

Click through the menus on the left hand side to become familiar with the different screens.
If you click onConfig in the left menu, you will be asked to enter the administrator password
in order to make changes to the settings as showigire 39. Enter the administrator
password and selecbgin.
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If logging in using a local user havinge éadmi ndé r ol e, Adatoumt t he wuser

field.

Enter your username and password

Account stefan hl

Password: ||

[ Login |

Figure39: Entertheuser name angassword.

7.2 Device Statistics

The device statistics pages provide advanced statistics information theo@EA852
device,the systemlog and the Ethernet interface.

7.2.1 System Log

The System Logpage prints all messages stored in the system log dEtliee An example

is shown inFigure40. This log data is important for troub#ooting. It contains log entries

for reboots and abnormal operating conditidasors and warnings are colooded in red

and yellow. The default log direction is newest entries on top. The direction can be edited by
clicking on the arrovt in the column header

To save the log click on theave Systeniog button When contacting LOYTEC support,
have a copy of this log ready.

System Log 0S Log Detailed OS Log

Clear System log Update System log | | Save System log Go te bottom

1 Timestamp Priority Source Message

2015-12-28 16:20:45.778 NOTE Application Boot process finished

2015-10-08 16:20:41.825 NOTE Application Device IP addresses: 192.168.24.33 | sSwitched
2015-19-08 16:20:41.8@3 NOTE Application Hostname 'LIP-33ECTC-2@0AB@@4CTES’

2015-18-08 16:20:41.414 NOTE Application Firmware versicn 6.1.@

2215-12-08 16:28:41.391 NOTE Application L-IP/NIC-IP Firmware Image loading...
2015-10-08 16:20:41.372 NOTE Application Bootloader version 1.8

2015-10-08 16:20:41.277 NOTE Application System boots due to a general reset
2015-19-08 16:20:41.246 NOTE Application Serial# @06831-220AB2R4CTED

2015-18-98 16:20:41.286 NOTE Application Log initialized - LIP-33ECTC V6.1.2 Build Thu Oct 1 17:23:8@ 2015
2015-10-28 16:20:31.586 NOTE Application Reset

2015-10-08 16:20:27.558 NOTE Application Shutdown due teo Web UI fast reboot

2015-10-08 15:45:02.890 NOTE Application Boot process finished

2015-12-08 15:44:58.92% NOTE Application Device IP addresses: 192.168.2.234 | Switched
2015-18-08 15:44:58.888 NOTE Application Hostname 'LIP-33ECTC-2@0ABBR4CTE3’

2015-12-08 15:44:58.86@ NOTE Application DHCP gateway is 192.168.1.1

2015-18-08 15:44:58.843 NOTE Application ntp_ch: Adjusting time by 1444319957219 ms
2215-12-08 15:44:58.814 NOTE Application DHCP bound address 192.168.2.234 to ethg

Figure40: System Log Page.

7.2.2 |P Statistics

Figure41 shows the IP statistics pagehe Ethernet tab allows findingpossible problems

related to the IP communication. Specifically, any detected IP address conflicts are displayed

(if the deviceds | P reatdhabstror thesnetwaskip disb showsshe wi t h  a di
routing table, the ARP table (including IPv6 giehours), DNS configuration, and detailed

connection statistics. Th@/ireless tab contains statistics specific to the LWLA00

interface.
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DLOYTEC

LIP-3333ECTC
Logged in as
admin
2021-04-27 11:00:55

Device Info
Statistics

| Mobile Network
ulP
W Packet capture
Data
Config

networks under control

Security
Documentation
Maintenance

Contact

Logout

Ethernet  Wireless  NTFP | PHY

1o Link encap:local Loopback
inet addr:127.6.8.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:l
RX packets:245 errors:@ dropped:@ overruns:@ frame:0
TX packets:245 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:166@
RX bytes:16183 (15.7 KiB) TX bytes:16183 (15.7 Ki8)

usb@ Link encap:Ethernet HWaddr 16:6E:19:C2:3D:1B
inet addr:169.254.0.1 Bcast:169.254.255.255 Mask:255.255.0.8@
UP BROADCAST MULTICAST MTU:158@ Hetric:1
RX packets:® errors:@ dropped:@ overruns:@ frame:@
TX packets:® errors:@ dropped:® overruns:® carrier:@
collisions:@ txqueuelen:166@
RX bytes:@ (8.0 B) TX bytes:@ (0.9 B)

Interface statistics

etha Link encap:Ethernet HWaddr 0@:0A:B8:05:27:1@
inet addr:192.168.23.118 Bcast:1%2.168.63.255 Mask:255.255.192.@
inet6 addr: fe88::20a:b@ff:fed5:2710/64 Scope:link
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:l
RX packets:413993 errors:@ dropped:2108 overruns:@ frame:®
TX packets:6544 errors:@ dropped:@ overruns:® carrier:@
collisions:@ txqueuelen:lee@
RX bytes:27853551 (26.5 MiB) TX bytes:3631521 (3.4 Mi8)
Interrupt:42 Base address:0xceee

Figure4l: IP Statistics Page.

The NTP tab provides information on the contacted NTP saread their synchronization

status. Thé’HY tab shown information on the Ethernet link state, link speed and seen MAC

addresses on either Ethernet port.

7.2.3 CEA-852 Statistics

The CEA-852statistics page displays the statistics data o€tA-852device ontiedevice

The upper part of theEA-852statistics page is depictedrigure42. To update the statistics
datg press the buttoblpdate all CEA-852 statistics To reset all statistics counters to zero

click on the buttorClear all CEA-852 statistics The fieldDate/Time of clearwill reflect
the time of the last counter reset.

DLOYTEC

2000-01-01 0

Device Info
Config

Statistics

B Enh. Comm. Test
Reset

Contact

Logout

[ Clear all CEA-852 statistics l

[ Update all cEA-852

]

Seconds since cleared

CEA-852 Device Statistics

4337

Date/Time of clear (GMT)

Sat Jan 1 00:00:18 2000

No. of registered members

1

LT Packets received

0

LT Bytes received

unknown

LT Packets sent

0

LT Bytes sent

unknown

IP Packets sent

IP Bytes sent

IP Packets received

IP Bytes received

networks under control

IP Packets data sent

IP Packets data received

LT Stale packets

RFC Packets sent

RFC Packets received

Avg. aggregation to IP

Avg. aggregation from IP

UDP Packets sent

TCP Packets sent

Multi-cast Packets sent

ol || aa|w|e|locelela|ee

Figure42 Part of theaCEA-852 Statistics Page
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7.2.4 Enhanced Communications Test

The Enhanced Communications Test allows testirgg GEA-852 communication path

between theCEA-852 device on thelL-IP and otherCEA-852 devices as well as the
configuration server. The test thoroughly diagnoses the paths between individual members

of the IP channel and the configuration server in eaattiim. Porforwarding problems

are recognized. For older devices or devices by other manufacturers, which do not support
the enhanced test features, the test passes as soon as a device is reachable, but adds a
comment, that the return path could notémsed. A typical output is shown kigure43.

CEA-852 Enh. Comm. Test

DLOYTEC

Restart Enh. Com. Test | Enhanced Communication Test finished

Device Info

Config CEA-852 Device Address Result Round Trip  Comment
192.168.24.101:1623 (CS) - 3ims oK

Statistics 192.168.24.33:-1628 , na Peer not reachable

wr QK ! FRILED ? testing communication

Enhanced Communication Test Summary

w QK 1 Device(s)
w 0K freturn path not tested) 0 Device(s)
! FAILED 1 Device(s)

Figure43 Enhanced Communication Test Output

The Round Trip Time (RTT) is measured as the time a packet sent to the peer device needs
to be routed backotthedevice It is a measure for general network delay. If the test to a
specific member fails, a text is displayed to describe the possible source of the pidtdem.
reasons for failure are summarizedriable4.

Text displayed(Web icon) Meaning

OK, Return path not tested (green Displayed for a device which is reachable but which does not support the
checkmark) feature to test the return path (device sending tadRis-852device).
Therefore a potential NAT router configuratierror cannot be detected. If
the tested device is anlP, it is recommended to upgrade thigR.to 3.0 or

higher.
Not reachable/not supported This is displayed for the CS if it is not reachable or the CS does not suppd
(red exclamation) this test_.To remove this uncertainty it is recommended to upgrade-tRet
3.0 or higher.
Local NAT config. Error This is displayed if th€EA-852device is located behind a NAT router or

firewall, and the porforwarding in the NATRouter (usally 1628) or the

red exclamation . . o
( ) filter table of the firewall is incorrect.

Peer not reachable Displayed for a device, if it is not reachable. No RTT is displayed. The de
is either not online, not connected to the network, has no IP addresspbr ig
reachable behind its NAT router. Execute this test on the suspicious deviq
determine any NAT configuration problem.

(red exclamation)

Table4: Possible Communication Problems

7.2.5 Packet Capture

The packet capture feature allows configuring amghing a local packet capture for the
Ethernet ports. Please refer to Sectigh9 for more information on how to set upcal
capture and configure remote packet capture with Wireshark.
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7.2.6 Mobile Network

The Mobile Network statstics page shows traffic statistics over the LS mobile
interface as shown iRigure44. The first tableMobile Network Data Usageaccounts for
an aggregated data and SMS transfer volume since the last data usage resetunterse ¢
are persistent over device reboots. By clickindReset Data Usagéhose counters are reset
to 0.

MLOYTEC

LINX-215
Logged in as

Reset Data Usage Live update ¥

admin -
2020-05-18 10:23:17 Mobile Network Data Usage
Data Usage (Tx Bytes) 1.6 MB
Data Usage (Rx Bytes) 687.7 KB
Device Info i S i5
Data Connection: Connectad Reconnect | Restart Modem

Data

Commission Clear Statistics

Mobile Network Statistics

Failed SMS

Retried SMS

Queued SMS

Data Reconnection Count
Reboot Count
Reconfiguration Count
Tx Packet Ok

Rx Packet Ok

Tx Packet Error

Rx Packet Error

Tx Overflows

Config

Statistics

m System Log
W BACnet

networks under control

Rx Overflows
Bytes Ok (Tx)
Bytes Ok (Rx)
Tx Packet Drops
Rx Packet Drops

w|m

olo|lalo|o|la|lo|ala|la|a|la|la|ale|a

B Mobile Network

Figure44: Mobile NetworkStatistics Page.

Under the first table, th®ata Connection status is displayed. For testingrpases, the
button Reconnectallows clearing and reonnecting the LTE data connection. The button
Restart Modem allows restarting the LTE modem. During normal operation, these actions
are not necessary.The second tabbdile Network Statistics provides nformation on data

and SMS transfer volume per data connecfidre Clear Statisticsbutton clears the data of
this table but leaves the aggregated data volume unchanged.

7.3 Device Configuration

The device configuration pages allow viewing and changing thiealsettings. Here are
some general rules for setting IP addresses, port numbers, and time values:

1 Anempty IP address field disables the entry.

1 An empty port number field sets the default port number.

1 An empty time value field disables the time setting.

7.3.1 System Configuration

The system configuration page is shownFigure 45. This page allows configuring the
devi ce6s andothersyatentsettmg@heTCP/IP Configuration link is a shortcut
to the Ethernet port configuiah. Follow that link to change the IP settings of the device.
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LIP-3333ECTC
Logged in as — Go to TCP/IP Configuration to configure the IP settings.
admin o]
2021-04-27 11:05:18 Pl Date/Time
rar)
c Time sync source | NTP v
o 021-04-
Device Info V] Local Date 2021-04-27 yyyy-mm-dd
Statisti — Local Time 11:05:47 hh:mm:ss
allslics
% UTC DatefTime 2021-04-27 09:05:17
Data c
Conﬁg =) Time zone offset™ |U1 00 | hh:mm
an Daylight saving time (DST) | Central Europe (CET, Vienna) V|
— . = X
e} DST start 02:00 | hhemm
rver ; DSTend” 03:00 | hhrmm
m CEA-852 Ch. List =
= Shp ]
u VPN —
Securi
1 Earth Position
Documentation Latitude * |

II
=1
ii
@ =
m||=
<]«

Longitude *
Altitude

Save Earth Position

Maintenance

ra
=1

0

Contact "

Logout

System Parameters

Unit system | sl V|
CSV delimiter [ ~|
Save System Parameters
Remote Configuration
Request remote config | Enabled A
Save Remote Config.

Figure45: System Configuration Page, e.g., for Vienna, Austria.

The time sync source can be setatdo, manual or NTP. In theauto mode, the device
switches to théirst external time source that is discovered. The optianual allows setting
the time manually in the fieldsocal Time andLocal Date. In manual mode, the device
does not switch to an external time source. Note, tHdT R is selected, the NTP servers
have to be configured on the IP Configuration page (see S&c@dih

The time zone offset must be defined independently of the time source. It is specified as the
offset to GMT in hours and minutes (e.g., Vienna/Austriat@:00, New York/USA

is -06:00). For setting the daylight saving time (DST) predefined choices are offered for
Europe and USA/Canada. DST can be switched off completely by chowsitegor set
manually for other regions. In that case, start and end ddd&ofmust be entered in the
fields below.

In Remote Configuration it can be configured, whether a replaced device shall
automatically request its configuration from an LWE&0 server

The Languagesetting allows changing the language of the Web interfaten changing
the language setting it becomes effective immediately. Changing this setting is the same as
changing language on the LCD display.

7.3.2 Port Configuration

This menu allows configuring the deviceos
port, which is available on the device and shown on the label (e.g., Port 1, Port 2 Ethernet),
a corresponding configuration tab is provided by the Web Ul. An example is sh&iguie

46. Each port tab contains a selection of avd@atmmmunication protocols. By selecting a
checkbox or radio button the various protocols can be enabled or disabled on the
communication port. Some ports allow exclusive protocol activation only, other ports (e.g.,
the Ethernet port) allow multiple protols bound to that port.
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LIP-3333ECTC

Logged in as Wireless 2

Port 3 Wireless 1

Port 1 Port4 | |IP Host

Port 2 Ethernet 1 (LAN) Ethernet 2 (WAN)

admin T‘_‘)
20210427 110652 A ) Disable
= @ CEA-T09 Transceiver. FT
. (@] Bitrate: 78.1 kBit
Device Info g Status: Active
Statistics @
.
Data c
Config S
vy
X
=
Figure46: Port Configuration Page.
Wh e n selecting a protocol on a communi c

parameters are displayed in a box on the +igiitd side. To save the settings of theentty
opened protocol, click thBave Settingdutton. PressingGet Settingsretrieves the current
settings from the device.

7.3.3 IP Configuration

The TCP/IP configuration is done under the Ethernet port tab as shdviguire 47. The
mandatory IP settings, which are needed to operate the device, are marked with a red asterisk
(IP address, netmask, gateway). THEmable DHCP checkbox switches between manual
entry of the IP address, netmask, and gateway address, and automatic cootidumatia

DHCP server.

DLOYTEC

LIP-3ECTC

Logged in as Wireless 2

Port 1 Wireless 1

IP Host | | Ethernet 1 (LAN)  Ethernet 2 (WAN)

admin _O
2019-09-23 08:50:08 — Port Mode
+—
c + TCPIP Use DHCP:
. (@) VNC for LCD Ul IP Address: ™ 192.168.23.111 B]
Device Info v e IP Notmask- " 255 255 1920
B Telnet .
Q @ SSH IP Gateway: 192.168.1.1
-8 « CEA-T09 over IP (CEA-852)
= Web Ul DNS Server 1: 8.8.8.8 (empty to disable)
) AP DNS Si 2 8.8.4.4 ty to disabl
erver 2. E (empty to disable)
A~ HTTPS
— SNMP DNS Server 3: (empty to disable)
g OPC XML-DA
OPC UA
= Remote packet capture NTP Server 1 time1.loytec.com (emply lo disable)
GCJ NTP Server 2 (empty to disable)
m Firmware 5 .
m Documentation [ save settings | [ Get Settings | NTP Status: in-syne
Statistics
MAC Address: 00:0A:B0:04:E5:8F ¥ Use Factory Default

Documentation
The entries marked with (*) are required for proper operation

Reset
Contact

Logout

Figure47: IP Configuration Page.

The devicecomes configured with a unique MAC address. This address can be changed in
order to clone the MAC address of another devtease contact your system admiraitir
to avoid MAC address conflicts.

The settings for DNS and NTP servers should be made in the IP host settings (see Section
7.3.9. In case an IP interface runs DHCP, the DNS and NTP addresses supplied by DHCP
can be seen herModels with one Ethernet port only do not have these settings here.

Other standard protocols that are bound to the Ethernet interfaSSH(&TP, Telnet, and
HTTP (Web server). By deselecting the checkbox, those protocols can be individually
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disabled.The standard UDP/TCP ports can be changed in the respective protocol settings.
An example for th&SHserver is shown foBSHin Figure48. Note thatHTTP forthe Web
servercan only be disabled on the&D displayor when openinghe Web interface using
HTTPS

Port 1 Port 2 Fort 3 Port 4 IF Host | Ethernet 1 (LAN) Ethernet 2 (WAN) |  Wireless 1 Wireless 2 Mobile VPN

Paort Mode

Terp Sstipart
[[J VNC for LCD UI
= RSAkey si 1,024 bi G
0 Telnet ey size: \ | it V| enerate
SSH RSA Fingerprint shalll 1b:5c:65:6F:a6:99:ad: 1d:d4: 3F: 15:a4:23:b3

CEA-709 over IP (CEA-852)
Web Ul
HTTP

HTTPS

[ sNmP

Figure48: SSHserver configuration on the Ethernet port.

7.3.4 Using Multiple IP Ports

On models with multiple IP interfaces, the port configuration provides a separate port tab for
each IP port, e.gEthernet 1 (LAN) andEthernet 2 (WAN). In the port mode setting these
interfaces can be enabled to operate as a separate IP network. As a def&themigt 1

(LAN) is enabled and configured to be switched with the Ethernet 2 port. To Etlabtaet

2 (WAN) as a separate, isolated IP network, chd®sparate networkin the port mode
setting as shown ifigure 49 and save settings. A reboot is required to make this change
effective.

For each IP interface configured as a separetwork, the various standard protocols can be
enabled separately. As a default, the secure protocols HTTPS, SSH and OPC UA are enabled
on a new separate IP interface. Some protocols can be enabled on multiple interfaces at the
same time, others on ondenface only. If one of the latter is enabled on a new separate IP
interface, a warning will be displayed, stating on which other interface the protocol will now
be disabled (e.g., CER09 oer IP).

The separate network mode can be used, if you want tatep isolated building network
on the LAN and expose some aspects outside the building network (denoted as WAN).
Physically, the two Ethernet ports will be plugged into different Ethernet switches.

DLOYTEC Port Configuration

LIP-33ECTC
Logged in as

admin
2015-10-08 16:26:38 < Port Mode

Port mode: Separate network A
Device Info Save Seftings | Get Seftings
Data

Figure49: Enable the Etheet 2 (WAN) interface.

Paort 1 Port2| |IPHost | Ethernet1(LAN Ethernet 2 (WAN) Wireless 1 Wireless 2

To disable a separate IP interface, chddsable in the port mode setting. This change is
effective immediately without a reboot. To configure switch mode again, ct®weieh
Ethernet 1+2in the port mode setting.

7.3.5 802.1X Port Authe ntication

To further increase security in a network installation, IT departments support the 802.1X port
authentication method. This standard requires a device to authenticate its port on the network
switch, before traffic into the network is allowed.
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LOYTEC devices can enable 802.1X port authentication irPthvé Mode settings on the
Ethernet tabs of the port configuration (s€&gure50). Set the checkboEnable 802.1X
Then choose an authenticatiBAP Type required by your IT dpartment. The following
EAP types are supported:

1 Protected EAP (PEAP) For this type define an innéuthentication method (e.qg.
MSCHAPvV2) andJsernameandPassword Anonymous identity and CA certificate of
the Radius server are optional. The latter iedeel if the Radius server shall be
authorized.

1 Tunneled TLS (TTLS): For this type define an innéuthentication method (e.g.
PAP) andUsername and Password Anonymous identity and CA certificate of the
Radius server are optional. The latter is needdtiRadius server shall be authorized.

1 EAP-TLS: This type is fully certificatdased. It is required to define thaentity
(cleartext name of the client) and a matcHirsgr certificate needs to be installed. This
certificate is typically issued by the Rasd server and is passwepdotected. To upload
the user certificate click on th@hoose Filebutton next tdJser Certificate and select
the certificate fileBoth certificate formats, PEM and PFX are supported. The name is
then printed out and th€ey Pasword is prompted. Enter the password and cekve
Settingsto store the certificate on the device.

Port1 Port2 | |EXT| LIOB USB IPHost | Ethernet1(LAN) | Ethernet2 (WAN)  Wireless 1| Wireless 2 Mobile

Port Mode

Temip Port Mode:
TP Link Speed & Duplex
Telnet Enable 802.1X w
SSH

Global Connections (CEA-852) EF T
() CEA-709 over IP (CEA-852) Identity:
\I;LOSJT Ca Certificate: Example Certificate Authority | Delete |

Ve

HTTP User Certificate: user@example.org | Delete |

HTTPS User Private Key: RSA key (2048 bits)

VNC for LCD Ul
[ KNXnet/IP

Figure50: Configure 802.1X port authentication.

To delete any of the installed certificates, click onBedetebutton nextd it. Then another
certificate may be installed by clicking tidoose filebutton. The selected file is noted next
to the button. ClickSave Settinggo store the selected certificates.

7.3.6 IP Host Configuration

The L-IP models, which provide a builbh Ethenet switch/hub possess a sepatBtéiost

tab for editing all common host settings as showRigure51. These settings affect all IP
interfaces on the entire device. On models with a single Ethernet port, the IP Host settings
appear directly on the Ethernet tab.

Hostname and Domainname are optional entries and can be left empty. For some DHCP
configurations it may be necessary to enter a hostname. Please contact your system
administrator on how to configure DHCP to acquire andBress.

If the device possesses more than one IP interfacBdfault Gateway setting defines the
gateway of a given IP interface, which is going to route altinoal network traffic. One of
the existing IP interfaces with a separate network mustlbeted here.

Up to threeDNS Serverscan be defined on this page. These DNS servers will be contacted
by all services on any of the IP interfaces for name resolution. In case the DNS servers are
supplied by DHCP running one of the IP interfaces, changeetimmgUse DNS servers

from to point to that interface.
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Port1| |Port2| |IPHost |Ethernet1(LAN Ethernet2 (WAN) | | Wireless 1 Wireless 2
IP Host

Hostname: LIP-0G3

Save Settings | Get Settings Berznrzuz
Default Gateway on: Ethernet 1 (LAN v
Use DNS servers from: | this page v
DNS Server 1: 8.8.8.8
DNS Server 2. 8844
DNS Server 3: (empty to disable)
Use NTP servers from: | this page v
NTP Server 1 0.pool.ntp.org
NTP Server 2 1.pool.ntp.corg
NTP Status: in-sync
Connection Keep Alive:  Disable v

Ping Interval [sec]: 60

IP Address:

Figure51: Setting on the IP Host tab.

The device can be configured to synchronize its clock with NTP time. Enter the IP address
of a primary and, optionally, a second&yP server. The device will use NTP as a time
source if the time sync source in the system configuration page is N&Ptgsee Section

7.3.0). The field NTP status below the NTP server settings displays the current NTP
synchonization statusat-of-syng or in-sync). The settings made here apply to all IP
interfaces. In case the NTP servers are supplied by DHCP running one of the IP interfaces,
change the settingse NTP servers fronto point to that interface.

The Connection Keep Alive feature allows the device to automatically ping other devices
on the IP network in order to maintain an IP connection that might be automatically
disconnected after a specific period of time (e.g. DSL routers automatically disconnect if no
activity is detected). When enabled choose one of the options Auto IP or Custom IP.

If auto IP mode is selected and the device has a-8FAconfiguration server, a ping
message is sent to all CEB52 devices in the channel list of the configuration servénelf
configuration server is disabled on this device a ping message is sent to the configuration
server for the IBB52 channel, if one is known. If custom IP is selected, one specific IP address
can be configured as the ping destination.

7.3.7 Dynamic DNS Config uration

LOYTEC devices can be configured to register for a dynamic DNS service. The settings are
made in thddynamic DNSprotocol details field on th# Host tab of the port configuration

as shown irFigure10. Select thdrovider your domain name has been registered with and

fill in the providerspecific details in the fields below. Typically, this will include the
registeredomainnameor URL and a password or security token.

Port1| Port2 |Port3| Port4 | IPHost |Ethernet 1 (LAN Ethernet 2 (WAN) | | Wireless 1| | Wireless 2 | Mobile | | VPN
IP Host
+ Dynamic DNS Provider Duck DNS v
Domainname: site 1. duckdns.org
Save Settings Token 4fd48a5c-946e-4330-beee-Dec
HTTPS: v
Last IP update 2020-04-30 18:43:34

Figure52 Dynamic DNS Settigs

7.3.8 WLAN Configuration

Devices supporting the LWLAMOO wireless adapter can be connected to IEEE 802.11
wireless networks. The basic functions available in WLAN operation are described in Section
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12.5 Dependig on the required wireless modss|ect the WLAN Client or WLAN Access
Point tab. Thdirst configuration step is tenablethe Wirelessprotocol on the respectitab
of the port configuration, as shownhigure53.

Port 1

Wireless

Port2 | |Port3| |Portd4| |Port5| Port6 LIOB| |USB | IPHost| Ethemet1(LAN) | Ethemnet2 (WAN)| |WLAN Client| |WLAN Access Point

S3ID. [ [ Scan
Search Results Scan required

Figure53: Wireless Port Mode

WLAN Client tab: This tab allows configuring the WLAN interface in client mode. In this
mode the WLAN client connects to an existing access pAintireless interface in client
mode has the s@tgs shown irFigure54.

Port2| Port3 | Portd |Port5| Pori6| LIOB USB | |IPHost| |Ethernet1 (LAN) |Ethemet2 (WAN) |WLAN Client | WLAN Access Point

Wireless

TcPIP SSID: [TEST [ Scan
] FTP Search Results ® -62dBm/11
[ Telnet ® -62dBm/11
SSH

Global Connections {CEA-852)
] CEA-T09 over IP (CEA-852)
[C] LIOB-IP
Web Ul
[ HTTP =
HTTPS Key Management: | WPA2PSK ~ |
[] VNC for LCD UI Pre-Shared Key: |I:I Show
[ KniXnet/IP MAC Address 00-0A'BO-06:921A Use Factory Default
(] Modbus TCP -
[[] Remate packst capture Rer=aianing LJ
[l BACnetIP
] BACnel/SC Wireless Adapter: LWLAN-300
[C] RNI O (CEA-T09) WLAN Client Connected to TEST
LJ SNMP WLAN Client Channel: 11
L-STUDIO

OPC XML-DA WLAN Client Signal: =oll] 61dBm
] OPC UA WLAN MAC Address: 00:0A:B0:06:92:1A
[T IECE1131 online test

Import Export
[ save Settings | To import a WLAN configuration select the WLAN To save and download the current WLAN configuration
configuration file and press the "Import’ button and store it as a file one your computer press the
"Export’ button.

Figure54: WLAN Client Settings

The following settings are used to configure the wireless client mode:

il

SSID: This is the service set ID identifying the wireless network to cointae It

can be entered manually, e.g. if the network is hidden, or scanned ussaathe
button. Note that scanning interrupts an active wireless connection, so use this
button only when setting up the wireless connection.

Search Results The search redts list contains the discovered SSIDs and signal
strenghts. Selecting one of the items copies it into the SSID field.

Key Management This list selects between NONE (no encryption), WEP, WPA
and WPAZ2 encryption. The recommended setting is WPA2, as WBAVEP are
not considered secure anymore and are provided for backwards compatibility.

Pre-Shared Key. The preshared key is the encryption key for the wireless network.
Theshowcheckbox shows the PSK in clear text.

Verbose Logging In case of connectioproblems, this checkbox can be activated
to store wireless connection information in the OS log. It is not recommended to
leave this option activated during normal operation.
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The page displays the following information:
1 WirelessAdapter: The type of the amected wireless adapter.
1 WLAN Client : Displays whether the interface is connected to a wireless network.
1 WLAN Client Channel: Displays the wireless channel
1 WLAN Client Signal: Displays the signaitrength
1 WLAN MAC -Address Displays the MAC address ofdlwireless adapter

WLAN Access Pointtab: This tab allows configuraing a WLAN access point or a mesh
point by choosing from th&/ireless Modedrop-down:

1 Access Point: The device provides a WLAN access point where a client can connect
to the wireless netw created by the device.

1 Mesh PointThis mode is used to create an IEEE 802.11s mesh netwoikgsten
7.3.9.

An access point has the settings showRigure55.

Port1| |Port2| |Port3| |Port4| Port5| |Port6| LIOB| |USE| |IPHost|  Ethemet1(LAN)| Ethemet2 (WAN WLAM Client | WLAN Access Point

Wireless

Wireless Mode: | Access Point

v

TCPIP
O FTP Bridge Mode: | Separate network v
] Telnet o
ssH SSID: [LOYTEC-STS | Hide S3ID
Global Connections (CEA-852) Channel: | Channel 11 ~|
] CEA-T09 over IP (CEA-852) 802 11 Protocal- [802 11n v
] LIOB-IP )
Web Ul Signal Strength ‘ 100% V‘
[] HTTP Key Management: | WPA2-PSK v
HTTPS Pre-Shared Key: | | CI'Show
[ VNC for LCD UI = Use Factory Defautt
) KNXnet/IP MAC Address 02:0A:B0:06:92.1A Ise Factory Defaul
] Modbus TCP DHCP Range: 10.254.255.110 ... 10.254.255.140
[ Remote packet caplure Verbose Logging: 0
[C] BACnet/IP
[J BACnetSC Wireless Adapter LWLAN-300
] RNI 0 (CEA-T09)
— Access Point Active with SSID ' LOYTEC-5TS"
] SNMP
L-STUDIO WLAN Clients connected: 0 (max 7 connected clients)
- OPCXMLDA WLAN MAC Address 02:0A:B0:06:92:1A
] OPCUA
[_] IECE1131 online test Rt Expet

To save and download the current WLAN configuration
and store it as a file one your computer press the
‘Export button.

To import a WLAN configuration select the WLAN
configuration file and press the "Import’ button

| save Settings

Datei auswahlen | Kei...wahit

Figure55: WLAN Access Point Settings

The following settings are used to configure the access point mode:

1 Bridge Mode: The access point can be operated ether as a separate network or
bridged to Ethernet After having configured the access point, the IP sgitimave
to be set, if the wireless port is configured as a separate network in a similar way as
for Ethernet interfaces described in Sectio®.4 For an access point in separate
network mode, the IP addressdametmask are used to define the network in which
client get an IP address from the biltDHCP server. DNS and NTP settings are
not needed in this mode

1 SSID: This is the service set ID identifying the wireless network provided by this
access point. Thieide SSIDcheckbox hides the SSID, so that it cannot be scanned.
Not that hiding an SSID has more security drawbacks than advantages, so that this
setting should be left deactivated.
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1 Channel: This field selects an available channel. The 2.4 GHz Bandgeswi3
channels. However these channels overlap and cannot be used without interference.
When possible, use channels 1, 6 or 11 to avoid overlapping networks.

1 802.11 Protocal This field selects the wireless protocol to use. The default and
recommended stitg is 802.11b/g/n, which provides all protocols. If there are
compatibility issues with some clients, the access point can be restricted to
802.11b/g or 802.11b.

1 Key Management This list selects between NONE (no encryption), WEP, WPA
and WPAZ2 encryptionThe recommended setting is WPA2, as WPA and WEP are
not considered secure anymore and are provided for backwards compatibility.

1 Encryption Type: This list selects between different encryption options, e.g. AES
or TKIP.

1 Pre-Shared Key. The preshared keg the encryption key for the wireless network.
The showcheckbox shows the PSK in clear text. For a secure network, please use
WPAZ2, AES encryption and a PSK with at least 16 characters.

1 Verbose Logging In case of connection problems, this checkbox eaadtivated
to store wireless connection information in the OS log. It is not recommended to
leave this option activated during normal operation.
The page displays the following information:
1 WirelessAdapter: The type of the connected wireless adapter.
T  WLA N AccessPoint: Displays status of the access point.
1 WLAN Clients connected Displays the number of connected WLAN Clients
1 WLAN MAC -Address Displays the MAC address of the wireless adapter.
The buttons in the bottom area allow to export and import thelegis configuration. This
allows to configure a device and to easily transfer the wireless settings to other devices. The
Export button allows to save a file containing the wireless settings.Ifipert button
imports a wireless configuration which hasebeselected by th8rowse button. After

changing the wireless settings, you need to cliciSane Settingsand reset the device for
applying the settings.

Important!

The LWLAN-800 supports a combined maximum of 7 connected clients.

7.3.9 Mesh Configuration

Devices that support the LWLAIS00 adapter over USB or have a builtWLAN interface

can be configured to build a Mesh network following the IEEE 802.11s standard. The basic
functions for operating a Mesh network are described in Set#dn2in more detail.The

mesh network can be configured on WW&AN Access Pointtab. The Bridge Mode and
TCP/IP settings in the port configuration for a Mesh network are configured the same way
as described for thaccess pointonfiguration in 8ction7.3.8 The configuration settings

for the Mesh Point or Mesh Portal mode are showFiguire56.
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Port1| |Port2| |Port3| |Port4

Wireless
TCP/IP

SSH
Global Connections (CEA-852)
CEA-T09 over IP (CEA-852)
LIOB-IP
Web Ul
] HTTP
HTTPS
VNC for LCD Ul
KNXnet/IP
Modbus TCP
Remote packet capture
BACnet/IP
BACnet/SC
RNI 0 (CEA-T09)
SNMP
4 L-STUDIO
QOPC XML-DA

[« Iy

Ooo0oo0ooOoan

[T IEC61131 online tast

| save Settings |

Port6 | |LIOB| |USB

Wireless Mode:
Bridge Mode

MeshlD:
Search Results:

Channel:

Signal Strength:
PIN:

Pre-Shared Key:
Mesh Member.
Whitelist:
Visualization Port

Verbose Logging:

Wireless Adapter.

Mesh Point

Mesh Point-Signal
Mesh Portal

Mesh MAC Address

Import

IP Host

Ethemet 1 (LAN)

Ethernet 2 (WAN)

WLAN Client . WLAN Access Point

[ Mesh Point

| Separate network

LMESH [T |

Scan required

| Channel 11

v

[100%

v

65274522

H Generate PSK |

| [ Show

[1

‘ | Mesh Graph Editor |

[23.4,11.18,19,20

H Generate Whitelist |

[7721

|

LWLAN-300

Connected to 'LMESH_T"
-36 dBm

Not Active
00:0A:B0:FE:07:01

Export

To import a WLAN configuration select the WLAN
configuration file and press the ‘Import’ button.

Datei auswahlen |Kei.. wahlt

To save and download the current WLAN configuration
and store it as a file one your computer press the
‘Export button

Figure56: WLAN Mesh Network Settings

The following settings are reqed to configure a Mesh Point:

f
f

Wireless Mode SelectMesh pointto configure the interface as a Mesh point.

Bridge Mode: The Mesh point can be operated ether as a separate network or
bridged to Ethernet JAfter having configured th&leshpoint, the IP se¢ings have

to be set, if the wireless port is configured as a separate network in a similar way as
for Ethernet interfaces described in SecfioB.4

MeshID: The Mesh ID identifies the wireless network, whitte tdevice shall
connect to. It can be entered manually or scanned by clicking the Scan button, which
searches for available Mesh networks. Please note that a scan interferes with the
normal operation of an existing connection. Therefore a scan shouldestarted

in the setup phase of the network. Valid IDs are in the range between 1 and 255.

Search Results This list shows the scanned Mesh networks, the radio channels in
use and their signal strength. By selecting an entry in this list, the respettiivgss
are accepted.

Channel: This field selects a radio channel. The 2.4 GHz band has 11 channels.
These channels, however, may overlap. Therefore not all of tem can be used without
interference. When possible, choose the channels 1, 6, and 11 in ®maeid
overlaps. All Mesh nodes in the network must use the same channel.

Signal Strength This field allows setting the transmission signal strength between
5 and 100%. It can be used to reduce the signal strengh, if interference with nodes
farther awayshall be minimized. Ususally, it will be left at the default 100%.

PIN: This field is used to choose ardjit PIN code. The&Senerate PSKbutton
generates a 6digit preshard key from this PIN code. The PIN code also makes
Mesh setup easier on the LCspliay.
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1 Pre-Shared Key. This field defines the password for the Mesh network. By
selecting the check behowthe password is shown as clear text.

1 Mesh Member: This field configures the Mesh Point ID. This ID must be unique
for each Mesh ID domain. The botGenerate Whitelist can be used to generate
a default whitelist. Valid Mesh Point IDs are in the range between 1 and 20.

1 Whitelist: This field allows configuration of up to 7 mesh point IDs, which are
allowed to communicate with this Mesh Point. The duttlesh Graph Editor
opens a graphical editor for a simplified configuration of whitelists in the Mesh

network.
Important! The LWLAN-800 supports a combined maximum of 7 conneckéesh points
1 Visualization Port: This field configures the UDP port used tbhe Mesh network
vi sualization. Entering 6006 in this fi
1 Verbose Logging In case of connection problems, this checkbox can be activated
to store wireless connection information in the OS log. It is not recommeéaded
leave this option activated during normal operation
Following the settings the following information is displayed:
1 WirelessAdapter: The type of the connected wireless adapter.
1 MeshPoint: Displays whether the interface is connected to a mesh network.
1 MeshPoint Signal Displays the signal strength.
1 MeshPortal: Indicates whether this is a mesh point or portal.
1 MeshMAC -Address Displays the MAC address of the wireless adapter.
The buttons in the bottom area allow to export and import the wirelefiguation. This
allows to configure a device and to easily transfer the wireless settings to other devices. The
Export button allows to save a file containing the wireless settings.lfpert button
imports a wireless configuration which has been salebte the Browse button. After
changing the wireless settings, you need to cliciSane Settingsand reset the device for
applying the settings.
Mesh Graph Editor. This is a visual editor to assist a simple configuration of whitelists in
the Mesh networksshown inFigure57 andFigure58. Depending on the configuration of
Mesh points and connections between them in the Mesh graph, the resulting whitelist for this
Mesh netwerk graph is displayed. When aiging the Mesh graph this list is updated. The
following operations are available:
1 Add a MeshPoint: Clicking on the unused space of the graph editor creates a new
Mesh Point. A new Mesh Point ID is assigned using the lowest available ID. Up to
20 Mesh Paits can be added to the graph editor.
1 Add a connection: A new connection is created by dragging a Mesh Point and
dropping it onto another Mesh Point. This connection is represented by the Mesh
Point ID in the respective whitelists of the affected Mesh tBoifhe limit of 7
connections of a Mesh Point is enforced by the editor.
1 Delete a Mesh Point/connection: Select a Mesh Point or a connection by clicking on
it. Then press the DEL key. By pressing the ESC key the selection is removed.
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Change a Mesh Poirbl Doubleclick on a Mesh Point and enter a new Mesh Point
ID.

Change the graph layout: By holding the CTRL key Mesh Point can be moved
around in the graph in order to adapt the graph to the actual layout on site.

Add a floorplan: By clicking the buttohoad Floorplan graphics can be loaded
from a .jpg or .png file as a floorplan. By holding the CTRL key and clicking on the
background the floorplan can be adapted to your needs.

Scaling the floorplan: The dregiown box beneath the floorplan allows selecting
scale factor.

Mesh Point Whitelists

Mesh Paint 1:  2,3,4,5,6,7,8
Mesh Point 2: 1,3,6

Mesh Paint 3-
Mesh Paint 4:
Mesh Paint &
Mesh Paint 6:
Mesh Point 7:
Mesh Paint 8:
Mesh Point 9:
Mesh Point 10:

-67dBm

~G0dBM e
N
-58dBm
i
i vz
Click in the open space to add a node, drag from one node to another to add an edge. 100%
Ctrl-drag a node to move the graph layout. Ctrl-drag the floorplan to move the floorplan.
Click a node or an edge to select it and press Delete to remove.
DoubleClick on a node to change the Mesh Point ID.
Clear ] [ Save ] [ Cancel ] Load Floorplan

1,2,4,9,10
1,3,7.8,10
1,6,7
1,25
1,4,5,8
1,4,7,10
3,10
3,489

Figure57: Meshfloorplan and online link monitor.

By using a floorplan in the Mesh graph the local layout of the building can be considered
when configuring the Mesh networkigure57 shows the Mesh network visualization using

a floorplan from the top view of the buildinp contrastFigure58 shows an overview plan

of a building with five floors from the side view. If Mesh network visualization over UDP

has feen activated, the current signal strength between the Mesh points is added to the view.
The connections are colored depending on the signal strength. Green stands for a good
connection over50 dBm, orange stands for a medium connection of als@udBm b -70

dBm and red stands for a weak connection uré@rdBm. By looking at the colezoded
connection it is fairly easy to identify weak connections and go forward to troubleshoot weak
spots in the configuration.
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Mesh Point Whitelists

Mesh Point 1 2,3,4,5,9,13,17
Mesh Point 2:  1,3,4,5,6,17,18
Mesh Point 3-  1,2,4,7,18,19
x Mesh Point 4:  1,2,3,8,12,16,20
-65dBm 3 -45dBm Mesh Paint 5 1,2,6,7,8,9,10
=Sl Mesh Paint 6:  2,5,7,8,9,10,11
-35dBm‘ Mesh Point 7 3,5,6,8,10,11,12
61dBm Mesh Point 8:  4,5,6,7,12
-56di 68dBm 0 Mesh Point 9:  1,5,6,10,11,12
7 -49dBm Mesh Point 10: 5,6,7,9,11,12
3008 78dFm ASdbm Mesh Point 11: 6,7,9,10,12
= Mesh Point 12: 4,7,8,9,10,11
AZ20BIM | _37dBm Mesh Point 13: 1,14,15,16,17
. Mesh Point 14: 13,15,16,17,18
-30dBm == _57dBm Mesh Point 15° 13,14,16,18,19
— 58dBm— _58dBm Mesh Point 16: 4,13,14,15,19,20
Mesh Paint 17: 1,2,13,14,18,19,20
L -53dBm == '33‘"3"' -59dBm Mesh Point 18: 2,3,14,15,17,19,20
Mesh Paint 19: 3,15,16,17,18,20

-36dBm -43dBm -42dBm

Mesh Point 20- 4,16,17,18,19
-53dBm 18 --40dBm -6?

-48dBm -54dBm -54dBm

S37¢ 5 4Bm /@\ -56dBm
~ -4 _40dBm -33dBm
-30dBm (16)

Click in the open space to add a node, drag from one node to another to add an edge. 100%
Ctrl-drag a node to move the graph layout. Ctrl-drag the floorplan to move the floorplan.

Click a node or an edge to select it and press Delete to remove .

DoubleClick on a node to change the Mesh Point 1D.

Clear I l Save ] I Cancel J

-52dBm

-57dBm

Figure58 Meshfloorplan from side view and online monitor

Mesh Point Statistics. Weak performance or bad reliability in a Mesh network can have
several reasons. One of them is a badly integrated Mesh point in the Mesh network. Such a
weak point is revealed by bad conotiens to other Mesh pointBigure59 shows Mesh point
statistics of directly connected Mesh points. The statistics data provides information on Mesh
point ID, MAC address, received and transmitted data, the signal strengtbntaation

status and time of inactivity.

wlan0 statistics

Stat ID  MAC Address rx packets  tx packets signal auth  inactive
CK 2 00:0a:pb0:fe: 10435681 5091712 —-41 dEBm yes 50 m=s
CK 3 00:0a:b0:fe: 13803907 4988993 -34 dBm yes 0 ms

OK 4 00:0a:b0:fe: 8985008 1168027 -35 dBm yes 52 ms
oK 5 00:0a:b0:fe: 17542885 3253223 -46 dBm  yes 115 ms
oK 5 00:0a:b0: fe: 13153658 3565334 —66 dBm  yes 58 ms
CK i3 00:0a:b0:fe: 13119289 2769844 —68 dBm yes 46 ms
CK i7 00:0a:b0:fe: 16381305 4039893 —-65 dBm yes 57 ms

Figure59: MeshPoint Statistics

One of the most important values are the signal strength and the authentication status. The
authentication status should always indicate successful aigtteon under normal
operation and the signal strength should be no lessTfadBm for a reasonable connection.

Mesh Path Statistics.The Mesh path statistics shownkigure 60 provide informaéion on

the Mesh paths to all Mepoints in the Mesh network. Each line shows a Mesh path with
the receiver Mesh point ID. Additionally, the Mesh point ID of the neighboring node is given
for the respective path, to which packets are forwarded in order to reach the addressed
receiver Meh point. More statistics information are the Mesh path metric, the sequence
number, the expiration period, the buffered packets and the state of the Mesh path.
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OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK

Wm W W

10

1z
13
14
15
16
17

19
20

Next Met
2 127
3 114
2 241
5 152
5 288
5 304
5 266
a 114
9 228
5 456
5 4586
a3 114
13 228
i3 380
a3 2866
17 114
i3 342
3 2866
13 456

ric
121732
138187
134656
208313
194005
194300
158739
212555
171918
205989
181552
201133
186150
202138
183393
200086
179770
195589
178536

Seq-Nr.

EXPT
61239
6140
6129
6130
6130
6091
6116
1224
1127
61086
8099
6138
6098
6128
6112
6142
6118
6140
6138

IME QLEN
0

D000 OO00O00000 0000

State

active sn_valid resolved
active sn_valid resolved
active sn_valid resolved
active sn_valid resolved
active sn_valid resolved
active sn_valid resolved
active sn_valid resolved
active sn_valid resolved
active sn_valid resolved
active sn_walid resolved
active sn_valid resclved
active sn_valid resolved
active sn_walid resolved
active sn_valid resclved
active sn_valid resolved
active sn_walid resolved
active sn_valid resclved
active sn_valid resolved
active sn_walid resolved

Mesh Path wlan0

Stat Dest

Figure60: MeshPath Statistics.

The most important figures are theebh path metric and the state of the Mesh path. The

Mesh path metric reflects the path quality from the Mesh point to the receiver Mesh point.
The smaller the path metric the better the connection quality to the receiver Mesh point. A

value larger than 50towever, should not be reached. In this case the Mesh point whitelist

should be optimized for this Mesh path. For normal operation the Mesh path state should
6sn_validbo

al ways

7.3.10 VNC Configuration

LOYTEC devices equipped with an LCD display also provide remote access over Ethernet
to the LCD display. The VNC protocol is used for this purpose and the device implements a

read
pathwith a valid sequence number.

6acti i

veoda

or

6resol

VNC server for exposing the digy. The VNC server is by default disabled on the device.

On the PC a VNC client needs to be installed. Using the default settings, the VNC client
5900

connects

to

port

of t he

devi

ce.

The

The VNC server can be configured on Eteernet tab of the port configuration. To turn on
the VNC server, enable théNC for LCD Ul checkbox. The VNC protocol settings are
displayed in the settings box on the rigfaind side as shown Figure61. TheVNC port
andVNC passvord can be changed. As a default, only one VNC client may connect. This
limit may be increased iMax VNC clients. In order to protect changes made on the LCD
Ul over VNC with a PIN code, thAdmin PIN code can be configured. To disable PIN

protection, eh e

Port 1

Port Mode

TCPNIP

FTP
Telnet
SSH

SRS VL NN

Web Ul
HTTP

HTTPS
SNMP

Y

r

Port2

6000060.

IP Host| | Ethernet1 (LAN)

VNC for LCD UI

CEA-709 over IP (CEA-852)

OPC XML-DA
OPC UA

Save Seftings | Get Seftings

7.3.11 CEA-709 Configuration

The CEA709p r ot oc o |

Ethernet 2 (WAN

WNC port:
Max VNC clients
WNC password:
Admin pin code:

5900

loytec du
0000

Figure61: VNC Configuration.

can

be

enabl ed

on

t he

devi

enable it, click th€EA-709radio button ashown inFigure62. Note, that depending on the

device model, other protocols on the same port will be disabled in this case. The protocol

settings box on the rigtitand side displays thmirrent transceiver settings.
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Port1 PortZ | | Ethemet

~ Di
Disable Transceiver: FT-10
& CEA-709 .
Bitrate: 781 kBit
Save Settings Get Settings sidig aiy

Figure62 CEA-709 Configuration Page.

7.3.12 CEA-852 Device Configuration

The CEA-852 protocol is only available on tHethernetport. To enable CE/A52 on the
device, select th€EEA-709 over IP (CEA-852) checkbox on th&thernet tab of the port
corfiguration page.

The CEA852 protocol settings are displayed in the settings box on the-hayid side as
shownin Figure63. Typically, thedeviceis added to an IP channel by entering the relevant
information on a configuration server. The configuratserver then contacts ti¥&EA-852
device of theL-IP and sends its configuration.

Port1' (PotZ | Ethernet

Changes will take effect after reset

¥ TCRIR
= Config server address: |192 1658.24.23
2 FTP
Config server port: |1G29
¥ Telnet
Config client port: I1GEE
F HTTP
Device name: It\evlce-23
¥ CEA852 (CEAT09 over IP)

Channel mode: Standard

Pri. SNTP server:

Save Settings I Get Settings | Sec. SNTP server.

Channel timeout [ms]: off
Escrow timeout [ms]: 54
{leave empty to disable)

Aggregation timeout [ms]: 16

{leave empty to disable)

MD5 authentication® off =

VWarning: This internet connection is insecure. All data will be transmitted in clear text. Use the
console interface to change the MDS secret in a secure way

MD5 secret (16 bytes. hex) |

Location string Iumknn';-fn

NAT Address: ¥ Automatic NAT
{leave empty to disable)
Multicast Address: |255 0.0.39

{leave empty to disable)

Figure63: CEA-852Device Configuration Page.

The field Config server addressandConfig server port display the IP address and port of
the confguration server, which manages théP and the IP channel. The fie@bnfig client
port represents the IP port of tdevicéd €EA-852device. This setting should be left at its
default (1628) unless there are more than GB&-852 devices operaing behird a single
NAT router. Please refer 8ection8.3to learn more about NAT configuration.

In the fieldDevice namehe user can enter a descriptive name for thié, lhich will appear
in the IP channel to identify this deviééou can enter a device name with up to 15 characters.
It is recommended to use unique device names throughout the IP channel.

The Channel modefield reflects the current channel mode of BEA-852 device. It is
configured by the configuration serverthiere are any two devices in the channel which use
the same IP address but different poegy(, multiple devicebehind one NAT router) the
channel switches tBxtended NAT mode Please refer t&ection8.3to learn more abdu
configuring the Extended NAT mode in the configuration server.

The configuration server sets t8&ITP serveraddresseand theChannel timeout
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The filedEscrow timeout defines how long th€EA-852 device on theé_-IP waits for out
of-sequenc&€EA-852dat packets before they are discardel@ase enter the time in ms or
d@oto disable escrowing-he maximum time is 2581s.

The fieldAggregation timeoutdefines the time interval in which multipetEA-709packets
are combined into a singleEA-852data packt. Please enter the time in ms®tddisable
aggregationThe maximum time is 2581s. Note that disabling aggregation will negatively
affect the performance of tieEA-852device of the LIP.

The fieldMD5 authentication enables or disables MD5 autlieation.In the following field

MD5 secretenter the 16yte MD5 secretNote that for security purposes the active MD5
secret is not displayetou may enter the 16 bytes as one string or with spaces between each
byte e.g.,00 11 22 33 44 55 66 77 88 94 BB CC DD EE FF.

Note: MD5 authentication cannot be used together with Ehe h e |i.bQONA&B00 since the
i.LON 1000 is not fully compliant with theEA-852 authentication method. MD5 can be
used with thé.LON 600.

Also note that entering the MD5 setom the Web interface may pose a security risk. Since
the information is transmitted over the network it can be subject for eavesdroppers on the
line. It is recommended to use a cros®r cable

In the fieldLocation string the user can enter a descnptiest which identifies the physical
location of thedevice.A location string can have a maximum length of 255 characters. This
is optional and for informational purposes only.

If the CEA-852device on thé.-IP is used behind a NAT router, the publicd@dress of the
NAT router or firewall must be known. To automatically detect the NAT address leave the
Auto-NAT checkmark enabled.

The Multicast Address field allows the user to add tl&EA-852 device of theL-IP into a

multi-cast group for th€EA-852IPc hannel . Ent er <tdstaddessaearenel 6s | P
Please contact your system administratarhow to obtain a valid muktast address. To

learn when it is beneficial to use muttist addresses in your chahplease refer t&ection

8.4

7.3.13 CEA-709 Router Configuration

The CEA-709 router configuration page allows configuring the birltrouter mode.
Available modes ar€onfigured Router and Smart Switch. Thedevicemust be rebooted
to let the changes on this page takeetf

Choose Configured Router modfeyou want to use thé-IP as a standard configured
CEA-709 router that can beommissioned andonfigured in a network management tool
such as NE200 or LonMaker.

The Smart Switch mode lets the device act as desstfing router like the ESwitch. In this

configuration thedevicdd s r out er doesndét need to be configur
tool but is completely transparent in the network. Use this operating mode in a plug&play

networking environment. The switch @ should only be used in LAN networks. In Smart

Switch mode, this page has two more configuration fi@dénet/node learningandGroup

learning.

Per default the router mode is set according to the DIP switches. See 8etfmmmore
information on the different router modes.
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DLOYTEC

Router mode: According to DIP Switch = (Configured Router)
Subnet/node leaming subnetfnode
Group leaming enabled

[ Save Settings ] [ Get Settings ]

Device Info

Config

under control

Figure64: CEA-709Router Configuration Page.

7.3.14 CEA-852 Server Configuration

On this configuration page the configuration server omléhwicecan be enabled or disabled.

In the drop-down boxConfig server statusselectenabledand click onSave Settinggo

activate the configuration server. Then the configuration server settings page appears as
shown inFigure65. If the configuration server is enabldge green configuration server LED
labeledServer will be on, otherwise it will be off.

The configuration server port can be changed in Gomfig server port field. It is
recommended to keep the default port setting of 1629. The Gélanhnel name is
informational only and can consist of up to 15 characters.

The fieldChannel memberddisplays the current number of members on th@3Pchannel.
The field Channel modereflects the current channel mode. ThéP configuration server
automatically determinehis mode Depending orfithere are any two devices in the channel
which use the same IP address but different perts,multiple CEA-852 devicesbehind
one NAT router). If all IP addresses are unighe mode iStandard, if some are not unique
the node isExtended NAT mode Please refer to Sectidh3.2to learn more about the
implications of this mode.

DLOYTEC

6 Config server status: enabled ~
: Config server port: 1629
c NAT address:
o Channel name: default
v :
- Channel members: 2
% Channel mode: Standard
c Pri.SNTP server: -123
S (leave empty to disable)
W Sec SNTP server: 123
o~ (leave empty to disable)
S
Channel timeout [ms]:
L‘iE:t g (leave empty to disable)
-Ia Auto members: off -
c Roaming members: on ¥
MDE authentication: off -

Contact Warning: This internet connection is insecure. All data will be transmitted in clear text. Use the

console interface to change the MD5 secret in a secure way.

Logout
MDE& secret (16 bytes, hex)

[ Save Setings ] [ Get Settings ]

Figure65: Configuration server settings.

Enter NTP timer server address and ports in théddimary SNTP andSecondary SNTP
TheL-IP will synchronize to NTP time if primary or primary and secondary NTP servers are
specified. A list of available timeservers can be foungvaiv.ntp.org
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The Channel timeoutis an IR852 channel property and indicates how old a packet can be
before it is discarded-he channel timeout is set in % disable the channel timeout enter
a value of 0To select the proper value please consult Se@iarSetting a channel timeout
other than O requires a valid SNTP server entry on the configuration server.

The Auto members option allows members to be automatically added to the chalfinel.
turned on,CEA-852 devices can register on the-82 channel withat the device being
explicitly added on the configuration servéhis special feature is useful in combination
with the LPAIP since it can add itself to the configuration server during the debug session.
Non-responding auto members are automatically resddrom the channeThis feature is
turned off by default and must be explicitly turned dee this option with care because new
CEA-852 devices can add themselves to the channel without knowledge of the system
operator. This could cause a potentialsiyg hole.

The Roaming membersoption allows trackingCEA-852 devices when their IP address

changes. This feature must be turned on if DHCP is used and the DHCP server can assign
different IP addresses to the same device (same NéDjom combination vith Auto-NAT

thedevicds router can also be operated behind NAT
between connection setups. For more information on this topic refer to S8@i@anThe

roaming member feature is turned loy defaultlt is recommended to turn off this feature if

DHCP is not used or if the DHCP server always assigns the same IP address to a given MAC
address.

Use the drodown boxMD5 authentication to enable and disable MD5 authenticatitin.

MD5 authenttation is enabled, all devices on the852 channel must have MD5 enabled

and must use the same MD5 secret. The MD5 secret can be entered over the Web interface.
You may enter the 16 bytes as one string or with spaces between eaehdyte 00 11

22 3344 55 66 77 88 99 AA BB CC DD EE FF.

Note:

MD5 authentication cannot be used together withBhe h e li.ldON @090 since theLON
1000 is not fully compliant with theEA-852 authentication method. MD5 can be used with
thei.LON 600.

It is recommended,dwever, to enter the sectetally and not over an Internet connection.
It is best to use a croswer Ethernet cable connected to the PC.

7.3.15 CEA-852 Channel List

If the configuration server is enabled on tevice the CEA-852 device list can be seen in
the CEA-852 Channellist menu. An example is given Figure66.

The Add Devicebutton is used to add anotheEA-852 device to the IBB52 channel. The
Reloadbutton updates the Web page andRleeontactbutton contacts all devisdo update
their status. Th&xecutebutton executes the option selected in the adjacentabram box

on the checked members. Each member caeleetedor that action in an individual check
box in theSelcolumn. Actions available aréisable, enable delete assign to NAT, and
remove from NAT. For more information on the actions on NAT routers refer to Section
8.3.2
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2} L-1P Config Channel List - Microsoft Internet Explorer -|O] x|

Datei Bearbeiten  Ansicht  Favoren  Exbras 7 | r

@Zuruck - J - \ﬂ \g ;\J /.-jsuchen \:':\? Favorlten _‘3‘ = - _I ﬁ

Adresse [{€] hitp:j/192.168.1.253 configjeisB52chist | £ wechseinzu | Links * | Horton Antivirus ] < | @ -

DLOYTEC

o
S
E Add Dewice | Feload | Recontact | Action on Selected «| Execute
o
L) No Name IP Address Stat Flags m
-
0 local 182.168.1.263:1625 - Edit
_g NAT Router 192.168.1 250 Ecit
=] 1 thp-m 10.0.2.2:1628 - Edit| Stats e
32 2 lip-n2 10.0.2.3:1631 - Edit| Stats e
—
o] 3 pod? 182,168,137 1628 - Edit| Stats r
Statistics "qj X unregistered ? not contacted « registered ! notresponding noest MAT @ disakled
Reset c
Contact
Logout
|
[ &7 Fertia [ [ [ [ [N3tokales intranet 7

Figure66: IP-852 channeimembership list.

The device status information is indied with descriptive icons of different colors. The
description for the different status indicators is showhahle5. TheFlagscolumn indicates
with anA that the device is an auto member.

Click on theEdit button to changé¢he device name, IP addressid port number for this
device. ClickEdit on a NAT router to change the NAT router address. Stas button
retrieves the statistics summary page from the client device.

Icon Status Description

- registered The CEA-852device has been successfully registerg
with the IR852channel and is fully functional.

b 4 unregistered The CEA-852device has never been registered with
the IR852channel.

? not contacted The CEA-852device has not been contacted since
the configuration seer has started.

1 not The CEA-852device has been registered but is not

responding responding at the moment.
@ disabled The CEA-852device has been disabled on the

channel (or rejected).

No extended The CEA-852device does not support the extedd
NAT NAT mode. This device is disabled.

Table5: Possible Communication Problems in the Configuration Server.

7.3.16 SSH Server Configuration

Some device models provide an SSH server. SSH allows encryption and authentication. The
SSH servesettings can be configured in the Ethernet port configuration gagaown in
Figure67.

It is possible to enable or disable the SSH server and to change the TCP port of the SSH
server. The default SSH server port is 22. Theimge will be active after rebooting.
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7.3.17 SNMP

The SSH configuration page displays the fingerprint of the RSA host key. A random RSA
key (1024 bits) is generated per default. New keys can be created by selecting the required
RSA key size(1024 or 2048 bits), andicking the Generatebutton In addition, EC keys

can be generated. Select the EC key size in thedbiom box and click on th&enerate
button.The SSH server will load the new keys after rebooting.

Note that recreating the SSH host keys can take @prtonute to complete. SSH clients

which have already accepted the previous host key will refuse to connect to the SSH server

until the host key change is confirmed in the client.

Port 1 Port2| EXT| LIOB USB | IPHost  Ethernet1 (LAN) | Ethemet2 (WAN)| WLAN Client WLAN Access Point| | Mobile | VPN
Port Settings
TCPIP 3l [22 |

] FTP

[ Telnet . -

SSH RSAkey size: [ 1,024 bit v | Generate | Remove

Global Connections (CEA-852)

- RSA Fingerprint: shal!! c2:46:18:2b:@9:5d:69:5b:4c:@0:13:d8:d1:55:c9:19:3f:c5:1e:6d
] CEA-709 over IP (CEA-852)

LIOB-IP RSAkey size 1,024 bit

Web Ul

HTTP

HTTPS EC key size | 258 bit ~ | Generate I Ramova

VNC for LCD UI

] KNXnetIP EC Fingerprint: shal!! 70:3a:c@:bd:a2:45:49:98:34:5b:64:21:29:71:52:01:ed:5a:6b:48
L) Meodbus TCP EC key size 256 bit

[J Remote packet capture

Figure67: SSH Configuration.

The device haa builtin SNMP server. All system registers and G&posed data points

are available as variables in the SNMP management information base (MIB). The MIB
definition can be downloaded from the Web interface as showigime68. One can choose
between a text and an XML format, depending on the SNMP tool in use. For more
information on SNMP on the device please refer to Sedtioh

DLOYTEC SNMP Configuration

LIP-33ECTC
Logged in as Download MIB file

admin
2015-10-08 16:58:25 To download the data point MIB file in text format, press the download button below
Download MIB file
Device Info
Download MIB file as XML

To download the data point MIB file in XML format, press the download button below

Download XML file

n
W Passwords

Figure68 Get the SNMP MIB from the Webtierface

7.3.18 VPN Configuration

To enable the virtual private network (VPN) interface on the LOYTEC device go 6PtRe

tab of the port configurationThe VPN is based on the OpenVPN technology and can be
configured in one of two modes: 1) VPN client mode cats& a VPN server to join the
VPN, 2) VPN simple server mode sets up its own VPN server on the LOYTEC device and
offers an OpenVPN configuratidor downloadthat can be used to connect a VPN client to
the LOYTEC device. Thibasicsetting is made in th@penVPN modeas showrin Figure

69.

ChooseClient connecion and click onSave Settingsto activate VPN client mode.
Optionally select the checkb&oute local subneto enable the LOYTEC device route VPN
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traffic to and from the lcal IP subnet. This effectively makes devices on the local IP network
available over the VPN, if the IP subnet address is unique on the entire VPN (i.e. each site
has its own unique IP subnet that can be routed).

Port1| |Port2| |LIOB| USB| |IPHost |Ethernet1(LAN)| | Ethernet2 (WAN) |Wireless 1| |Wireless2 | Mobile |VPN
Port Mode
TCPI/IP OpenVPN Mode
 OpenveN Mods:
CJFTP -
[ Telnet Route local subnet [ ]
SSH
Global Connections (CEA-852) State
:f: (LZIE)#QTEQ over IP (CEA-852) Comnected X
Web UI IP Address
[JHTTP 5
HTTPS SIver
[ ¥NC for LCD UI Configuration file
) KNXnetIP
[J Medbus TCP [ Show Log |
|_| Remote packet capture —
] BACnetIP
[JRNI 0 (CEA-T09)
L-STUDIO Upload OpenVPN configuration
[ sNMP —
OPC XML-DA | Datei auswahlen | Keine ausgewahit

[ orc ua
[CJIEC61131 online test

| Save Setiings |

Figure69: Open\PN client configuration.

UnderUpload OpenVPN configurationclick Choose Filebutton and choose an OpenVPN
(.ovpn) configuration file provided by your OpenVPN server. Then tlipload to transfer
the ovpn file onto the LOYTEC device. Typical OpenVPN segeich as OpenVPN Access
Server or Synology OpenVPN server are supported.

Note:

OpenVPN config files must use embedded certificates and bdogirtpi.e., have no
password protection to be entered before connecting to the OpenVPN server.

When connectig to the OpenVPN server ti&tate information is updated. Eventually, it
should display connected state and the assigned IP address in the VPN as dkigurein
70. To get more detailed information or troubleshoot the connectioceps, click on the
buttonShow Logto read out and display the VPN connection log.

On the VPN tab of the port configuration Web Ul, certain protocols can be configured to run
on the VPN instead of the local Ethernet. This secures otherwissecone praicols such

as CEA852, BACnet/IP or Modbus TCP. For doing so, enable the VPN port in separate
network mode. Note, that for CE®52 all clients and the configuration server must be
configured to run on the VPN interface. When running BACnet/IP on the MRKall be
noted that a BBMD needs to be configued on the OpenVPN server with all BACnet VPN
client addresses. The LWEB0 VPN server integrates a setinfigured BBMD and thus
provides a plugandplay solution for BACnet/IP on VPN.

OpenVPN Mode

Mode
Route local subnet

State

Connected v

IP Address 10.10.0.3

Server 185.206.144.112
Configuration file Igate950-server!.conf

| Show Log | | Delete configuration file |

Figure70: VPN clientconnection state.

Select LWEB-900 Registration to register with an LWEBO00O VPN and clickSave
Settings Instead of uploading a configuration file, enter the LWEHR VPN Project PIN
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Code and optionally the Device PIN Code. ThekcStart to discover the LWEE00 VPN
and register the device in it.

SelectSimple Servermode to enable the OpenVPN server on the LOYTEC device. Enter
the IP addregBostnameand port over which the LOYTEC device is externally reachable
(seeFigure71). The port is shared with thecal HTTPS port of the devic®ptionally, edit

t he s ¥RNwadress svhich is useful when a client wants to connect to multifié
servers at the same timehen clickSave Settingsand reboot thelevice to start the VPN
server.Note, that it may be required to configure a port forwarding of HTTPS on the NAT
router to reach the LOYTEC device.

OpenVPN Mode

Mode: Simple Server hd

Route local subnet (]

Public server name 10.0.0.55
Public server port

Local port 443

| Show Log | | Get Client Conig |

Connected clients
client, 10.0.0.97:50470: 2021-12-15 09:00:47

Figure71: Configure OpenVPN simple server mode.

After the reboot has finishethe OpenVPN server on the device is active. Download the
client configuration by clicking the buttdget Client Config. Import this configuration file
into an OpenVPN client (e.g. OpenVPN app on the mobile devi€penVPN GUI on the
PQO). The VPN simple erver Web interface displays information @onnected clients
Currently, only one client is allowed to connect at a time.

7.3.19 LTE Configuration

LOYTEC devices supporting theTE-800 adapter can hesed to logging into a mobile LTE
network.To enable the LTEB0O adapter on the LOYTEC devidhe first configuration step
is to select the port modeS e p ar at en tmeMdbile tab d&f the port configuration, as
shown inFigure72 and clickSave Settings

Port 1 Port 2 EXT | |LIOB UsB IP Host | | Ethernet 1 (LAN) Ethernet 2 (WAN) | | Wireless 1 Wireless 2 Mobile VPN

Port Mode
Port Mode: Disable A

Disable

Save Sefings

Figure72 Enable LTE via port mode

This enables the LTE interface and jumps toNtabile network settings section as shown

in Figure73. Depending on the information provided by your mobile carrier, enter the APN
information undeAccess Point Namand additionalljJJsernameandPasswordif required

by your carrier. Then enter tidN Code of the SIM card. If the PIN function is disabled on
the SIM card leave this field blank. Activa®oaming if your carrier requires roaming on
the hane network. Then cliclSave SettingsWhether the SIM lock has been successfully
removed is indicated by the status text next to the PIN Code field.
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Port 1 Port2 | |EXT| |LIOB| |USB| IPHost |Ethernet1 (LAN Ethernet 2 (WAN) | | Wireless 1 Wireless 2 | Mobile
Port Mode
TCPAP APN: |wehaut |
Mobile Network Username: | |
I:‘ FP Password | |
[ Telnet
SSH PIN Code unlocked
Global Connactions (CEA-852) Network Type: LTE UMTS GSM

| CEA-709 over IP (CEA-852) Roaming:

[ LIOB-IP :
) Web UI Auto Network Selection
O HTTP Search Results: 0
[ HTTPS
[] VNC for LCD UI
[] Modbus TCP
[ KNXnet/IP
[C] Remote packet capture USB-Adapter: LTE-300
() BACnetIP IMEI 867698040017595
[CJ RNIO {CEA-T09
I:\ L-STUIiJIO ) Serial Number. 042002769804001759
E\ SNMP Data Connection Connected
OPC XML-DA Connected since 27 min 32 sec
[J OPCUA .
Signal LTE =0 (107 dB)
Network: HoT (registered. available)

| Save Settings |

Figure73: Mobile network settings for LTE

The LTE interface now attempts totaslish a data connectido its home networkThe

status information of the LTE interface is displayed in the bottom part oMiblale
Network section. The fieldData Connectionwi | | eventually displ a
information on signal quality anchrrier information is also displayed. For information on
consumed data volume refer to the mobile network statistics (S&cHdh

For test purposes, tHeeconnectbuttoncan be used to reset and reconnbetLTE data
conrection. With theRestart modembutton you can completely restart the LTE modem.
These actions are not required during normal operation.

If a different carrier than the home network shall be used, deactivate the cheakioox
Network Selectionand click onthe Search button to find other mobile network3.he
Search Resultdist is filled with the found networks as shownFigure74.

Auto Network Selection: []

o Chunghwa (UMTS/LTE) ~
@ APT (LTE}

Search

Search Results:

Figure74: Scan result of mobile networks
The icons in the result list havhe following meaning:
b Home network
S Not allowed (foreign network)
Roaming: To use this network also select the Roaming checkbox.

Select the desired network and save settifigs.modem will connect using the new mobile
network.

7.4 Security

7.4.1 Change Passwords

The admin and operator passwords have been configured when contacting the device for the
first time. Passwords for locally created users have been set when creating the user. To
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change the password of the loggediser, clickon Passwordsin the Security menu, which
opens the password configuration page as shoWwigire75.

DLOYTEC Config Passwords

LIP-3333ECTC

Logged in as Enter the desired passwords for the administrator, operator and guest accounts

The administrator has full access to the device. The operator is able to read and manipulate
sensible information such as data points. A guest can only view the status information but not
change the configuration

In order to clear a password leave the password field empty.

Account admin hd

admin
2021-04-27 11:26:28

Device Info
Statistics
Data
Config

Password strength: Strong

New password

Security ‘ Change Password H Clear all passwords |

u Passwords
m Ceriificates
W User Management

Figure75: Password Configuration Screen.

I f Il ogged in as the 6éadmind uségyestdipaas vowe s .
To change the admin passwoiklect theadmin account in the drogown box Enter the

new password. The password strength indicator will inform you about the security quality of

your password. If the password is left empty, passwortégtion is turned off and everyone

can access the device without entering a passv@ick on Change passwordo activate

the change.

I f |1 ogged i n Claasall paasivondsto élear alt ddmimiskrative passwords on
the device. After clearing éhpasswords, new admin and operator passwords have to be set
before proceeding on the Web Blasswords of locally created users are not cleared.

7.4.2 Certificate Management

SomeL-IP models provide the secure HTTPS and OPC UA in addition to HTTP and OPC
XML -DA. It allows for encrypted and authenticated communication.

The HTTPS server settings can be configured in the Ethernet Port Configuration page. It is
possible to enable or disable the HTTPS server and to change the TCP port of the HTTPS
server. The defaul TTPS server port is 443. These settings will be active after rebooting.

When connecting with a web browser to tH@YTEC deviceyou will be warned that the
server uses a sedigned certificate. You need to accept the certificate in order to continue.
Insome browsers this is also called fAadding an e

Note that in default configuration, communication is encrypted, bugafetyauthenticated,
as the default certificate issalfgnedand uses a default cloyppmon name i
operatdn a safe environmernd your client accepts thiso further action has to be taken.

Some OPC UA clients, however, will not validate the LOYTEC server with the default
certificate. In this case the common name of thesglied certificate needs to glicitly
state the |P address or host name used for the client connection.

To create such a personalized sffned certificate for the LOYTEC device:

1. Go to theCertificates configuration page and select tGeeate Certificate tab. The
radio buttonSelf-Signed is selected and all necessary data isfilesl as shown in
Figure76. Note, thaCommon Namecontains the IP address over which the device has
been contactedCheckEC Key if the certificate shall use EC instead of RSA.
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Installed Certificate | | Create Certificate | | Import Certificate | OPC UA

Create Certificate

@® Self-signed O Certificate Request [ EC-Key

RSA key size [2048 ~ | (RSA Key Bit Length)
Commeon Name ‘ 192.166 24 225 (!
(
(i

Hostname/IP Address of the device)

Organization Name ‘ i.e: Company name)

Organization Unit i.e: Company department name)

\
City [
\

State

Country ‘AT - Austria V‘

Validity Start Date [2023-03-26 |(Certificate validity start date)

Validity End Date ‘2033-03-27 ‘(Cerliﬁcate validity end date)
Subject Alt Names ‘ 192.166.3.28 UNX-WSW-EUUODMEH&(‘U & Others Hostnames. IP Addresses)

| Create Centificate |
Figure76: Create a personalized sslfined certificate

2. Optionally modify any of the fields to your choice amen clickCreate Certificate.
Certificate creation may take up to a few minutes. When finished, the nesigsefl
cetificate is shown (seEigure77 below). Reboot the device to activate the change.

Installed Certificate  Creafe Certificate Import Cerfificate | OPC UA

Installed Server certificate (Self-signed

RSA key size 2048

Validity Start Date 2023-03-26 e
Validity End Date 2033-03-27 e
Commaon Name 192 166 24 225

Organization Name
Qrganization Unit

City

State

Country AT

Subject Alt Names 192.166.24.225 192,166 3.26.LINX-151-8000001B478C
MDS5 Fingerprint S3140IERIBEI6AIC4IE5ITCII5ISCIAD 188:59

SHA1 Fingerprint 79:FCIDR:57:6C:14:61:52:03:50: 3, 1BAI2BIAGIBFICT
| Resetcertificate | | Export certificate |

Figure77: New created sefigned certificate

To widen acceptance of the LOYTEC serveaihostile environment (e.g.h&n using over

the Internet), consider installing a server certificate signed by a certification authority to
prevent marin-themiddle attacks. HTTPS and OPC UA servers use X.509 certificates to
authenticate themselves to clients. In order to establisimemication, the client has to trust
the server certificate. There are two options to accept a server certificate:

1 The user manually accepts the certificate.
1 The server certificate is provided by a public certification authority (CA).

LOYTEC devices are atfigured with a selsigned certificate, but custom server certificates
can be imported in the configuration page. Please follow these steps to install a custom
certificatesigned by a CA

1. Go to theCertificates configuration page and select feeate Cettificate tab. Choose
the radio buttoiCA Requestas shown irFigure78. In Common Nameprovide a valid
DNS host name (e.g., ling0l.acme.com) or the IP address for the device. SSL
certificates use host names. Enter organizationenarganization unit, city, and state.
CheckEC Key if the certificate shall use EC instead of RSAen choose the country
and clickCreate Certificate Request
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Installed Certificate | | Create Certificate |  Import Certificate | OPC UA

Create Certificate

) Self-signed ® Cartificate Request [ EC-Key

RSA key size [2048 ~ | (RSA Key Bit Length)

Commeon Name | 192.168.24.225 |(H05tname."IPAddress of the device)
Organization Name |A C.M.E. |(i e: Company name)

Organization Unit |Manua| |(i e: Company department name)
City |Vienna |

State |Vienna |

Country [AT - Austria ~|

Validity Start Date (Certificate validity start date)

Validity End Date (Certificate validity end date)
Subject Alt Names |192 166.3.28 UNX—WSW—EUUODMBH&(l(i e: Others Hostnames, IP Addresses)

| Create Cerificate Request ‘
Figure78 Create a CA certificate request.

2. Copy the X.509 cefficate request from the Web page as showkignire79 and follow
up with the instructions provided by the certification auitigor

Installed Certificate | | Create Certificate | Import Certificate | | OPC UA

CA Request Pending

Certificate Request - Send to CA

----- BEGIN CERTIFICATE REQUEST-—
MIIDEzCCAfsCAQIwazEPMAIGATUEBwwGVmilbmShMRYwFAYDVQQDDAOXOTIUMTY4
Ljl0Ljg3MQswCQYDVQQGEwWIBVDERMABGATUECgwIQS5DLk0uRS4xDzANBgNVBAsM
Bk1hbnVhbDEPMAOGATUECAwWGVmilbm5hMIIBIANBgkghkiGOwIBAQEFAAQCAQEA
MIIBCgKCAQEA354c00QVnbaflM4zqZz9HSBHC]LRKSMz06VAHIFssiTX8TfSImQS
VfaAzcrmgDnS7A01EgDwHBnNRLImd16w+cSjbha2hiDde/6alKoGgSel1/DmiEz8
myLsuiidpjBiSXU2tVIurrY m+XKCJ+s7ulgNKr7gFZyyUUBC3vXtmoOvrdScwztP
CgdmaRpf+RhiwHGWBXTOcjtgk5imugHSBoD329LTSMAJz 1jUQEfTEHFI7PTILS3
+TKYjxNb61g0755AJ990QZrwoNKOUZRdbfoN5G+Y rvSrgbwMjz2XP 18q8f7kDpDf
m/2M4v8dQTJ3Axx5XkQ02hzQChZEoXRz5wIDAQABo GMwY QY JKoZIhveNAQKOMVQw
UjAdBgNVHSUEFJAUBggrBgEFBQcDAQYIKWYBBQUHAwWMQYDVROIRBCowKIYRdXJu
QjE5MidxNjguMjQuODeCDTESMidxMjguMjQuODeHBMCoGFewDQY JKoZ IhveNAQEL
BQADggEBABpqO+57M1cGEYiQebgfpUxKBw2VTbpwavu9YXuaJ4JOMmrsbgrwgLFx
Tpy/nZ40KEHRDSK179n0QirFVrbAbp Tiv3HpNASKzMbEYpYujQnz\WWSmR/U313
K7DIrLg+eaJEC/mFGeXrWK+MgUAGowR3gpobAeGiL3T/m3Gs+8nNINQNzITEAlo
gTMFps72AiyFNn1FIVX7/dbZXB.JddZg1du3EY45W 0 kdxQcTZ5XXHn+rapgrbjqd
ErQnzoc6gfSOEwFEQcRNMyvbEUMQaljv0y8jzc8xDujg2X TqGIncfrT 3otNSHWLNG
1/3WSM8d0iGBgMI3nMNYpodam7+Kj0= T
----- END CERTIFICATE REQUEST----- P

Certificate Request Reply - Paste reply from CA here:

Verify & Install Cancel Request
Figure79: Copy and paste for the X.509 certificate request.

3. Order the ertificate. TheeOYTEC devicerequires the certificate to be encoded in PEM
format in order to be pasted easily.

4. After receiving the certificate, copy it to the clipboard or a text file. It should look like
this:

————— BEGIN CERTIFICATE -----

MIICYjCCAjOgAw | QEBBQUAMH4x CzAJBgNVé
é more data foll ows ¢é

----- END CERTIFICATE--—-

5. On the talCreate Certificate paste the information to theertificate Request Reply
text area as shown Figure79 and clickVerify & Install .

6. After next rebog the server uses the imported certificate, so that the web browsers will
indicate the page as trustworthy.

7. Note that certificates have a lifelime, typically 1 or 2 years. You need to repeat these
steps to renew your certificates before they expire.

Optionally, a certificate can also be installed from a file. Go td thygort Certificate tab as
shown inFigure80 Select the certificate in tigerver certificatefield and its private key in
the Server private keyfield. Both can bén PEM or DER (*.der/*.cer) format.
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Important! You cannot install a Server certificate without its private key!

If your certification authority uses intermediate certificates, import tidseertificates in

the CA certificate text field (same format). Bs8aveto import and store the certificates and
the server certificate private key. If you want to remove your custom certificate, click on
Reset certificate On thelnstalled Certificate tab.

Installed Certificate | | Create Cerlificate | Import Certificate |  OPC UA

Install certificates (*.pem/.der/.cer):

Server private key: Datei auswahlen |Keine ausgewshlt
Server certificate: Datei auswahlen |Keine ausgewshlt

Intermediate CA certificate: Datei auswahlen |Keine ausgewshlt

Save
Figure80: Install a certificate othe Web interface.

7.4.3 User Management

The device has thregre-defineduser accounts: (1guestallows the user to view certain
information only, e.g., the device info page. By default the guest user has no password. (2)
operator is able to read more senghbhformation such as calendar data.g@min has full

access to the device and can make changes to its configuration. Note that the user accounts
are also used to log on to t8&H,FTP and Telnet server.

It is also possible to create other users locatiythe device. These users can be assigned to

di fferent roles. The 6admind and O6operat ol
pre-defined counterparts, except of creating/deleting local users. It is good practice to create
separate userstvih  t he o6admin6é role in order to ke

secret. Locally created users can be disabled or deleted at any time, therefore removing the
administrative rights for any of them when needed.

The 061l webd r ol e dhatarb solelameant phogirdover the LWER r
802/803 clients and operate within theAlEB visualization project. These users have no
other administrative rigths on the device.

To manage local users go to thieer Managementpage of theSecurity menu. Thé page
displays the list of local users (sEgure81). Managing local users is only allowed when
l ogged in using the édadmind user account.

Click on Add User to add a new user and edit the username, password and role from the
drop-down box. Then click the save icon. To edit the password or role of a local user, click
the respective edit icon, update the content and click on the save icon.

DLOYTEC

LIP-3333ECTC
Logged in as.

admin
2021-04-27 11:29:38 Username Password Role Last Login Enabled W

stefan admin 82 minutes ago

anyone operator —

‘Uss\ name | ‘F‘a&s«‘.‘o’d | Role v d

Device Info

Statistics
Data

Config

Security

B Passwords
m Certificates
m User Management

tworks under control

Figure81 User management page.

Version8.4.0 LOYTEC electronics GmbH



L-IP User Manual 82 LOYTEC

Other actions on local users indkienable, disable, and delete. Select the checkbox on the
right-hand side for one or more users and choose an action fr@xatiba on selectedirop-

down. Then click orExecute Disabled users cannot log in anymore but their credentials
remain on the déve and can be enabled again.

7.5 Documentation

The documentation page allows to access documentation related to the device. See Section
7.6.30n how to configure documentation links and upload documentation files accessible via
this page.

DLOYTEC Documentation

L:_F;—::Séi E]C;'C Documentation links
admin
2021-04-27 11:34:09 Name Type Size  Last modified
LICENSES.7z@ File 149 KB 2021-04-13 16:25:51
README-LICENSES txt@ File 2KB  2021-04-13 16:25:51
Device Info L-IP Benutzerhandbuch (German) @ Link — —
Statistics L-IP User Manual (English) @ Link — —

[BEIE]

Config
Security
Documentation

Figure82: Documentation Page.

Note:

The Documentation page and all files available on it are accessible for all users (incl. Guest).

7.6 Maintenance

7.6.1 Backup and Restore

A configuration backup of the device can be downloadadhe Web interface. Press the
backup link as shown iRigure83to start the download. The device assembles a single file
including all required files. A file requestor dialog allows specifying the location where the
backup fle shall be stored.

Some contents of the backup archive can be controlled by the option check boxes. By default
passwords and IP settings are included. When clearing the check box from passwords or IP
settings, the respective items are excluded from tkupaarchiveTo restore the device
settings, simply select a previously generated backup file irRéstore Configuration

section of the page by clicking the button next toRienamefield. Then press thRestore
button.By leaving the restore checkxes unset, the respective information is excluded from
restore operation.

The backed up configuration data consists of:

1 IP settings if this option is enabled,

1 Users and passwords, if this option is enabled
91 Device settings (time zone, etc.),

1 CEA-709comnissioning information
)l

CEA-852 device and configuration server information (if enabled),
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1 L-IP redundant configuration data (node list, parameters, etc)

1 Uploaded documentation and documentaliioks.

DLOYTEC

LIP-3333ECTC

Logged in as Backup configuration

admin
2021-04-27 11:36:00 Press the 'Backup' buton to download the current configuration and store it as a file on your computer

Include users and passwords in backup

Include IP settings in backup
[ Include trend and alarm logs in backup

Device Info
Statistics
Data
Config

Restore configuration

To restore a configuration and reboot the device select the backup file (e.a. backup.zip) and press the
‘Restore’ button.

File name | Datei auswahlen | Keine ausgewahit

Restore IP configuration

Security
Documentation

Maintenance

networks under control

m Backup / Restore
m Firmware

B Documentation

Figure83: Backup/Restore .

Note:

Backups created with firmware versions prior to version 6.0 cannot be restored on firmware

versions 6.0 and up! Please make sure yocreate backups when upgrading the firmware!

7.6.2 Firmware

The firmware page all ows ouepthe Vieth intertacaging e
genuine LOYTEC firmwarémages ensured by a signature chethtegrity of the image is

ensured by a firmware signatuiighe Web interfaceffers two options:

1 Web Update With Web update the device searches for the latestade firmware on

de

the LOYTEC server. Click on the refresh symbol, if no latest version is displayed. Please
note, that the device must have a DNS server configured to find the LOYTEC server.

Click on thelnstall button to upgrade your device.

1 Local file: Update the device from a local disk file. For doing so, choose a .dI file on

you hard drive and then click on tB¢art Update button.

DLOYTEC

LIP-3333ECTC
Logged in as

Web Update  Local File

Press the button below to check if a new firmware version is available online.
Please note, that the device has to be able to connect to the internet to download updates.

Currently installed on this device: 7.0.0

admin
2021-04-27 11:40:06

q Latest available version: 7.2.0
Device Info ! . : )
Automatically download a backup of the current configuration before the firmware is updated

Statistics

Data

Config
Security
Documentation

Maintenance

networks under control

m Backup / R
ware

]
B Documentation

Figure84: Firmware upgrade over the Web interface.

In both cases a device backup will beatesl and stored in the local download folder of the

Web browser before the firmware upgrade starts. If no backup shall be created, deselect the

checkboxAutomatically download a backup
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7.6.3 Documentation

The Documentation page in theMaintenance menu allows ulpading documentation files
or configuring links to external documentation (e.g. Wiring plans, etc.). The documentation
configured on this page is accessible vialoeumentationmenu (see Sectionb).

DLOYTEC

LIP-3333ECTC
Logged in as ave

admin
2021-04-27 11:42:47 Select a file and press the upload button.
Keine ausgewahlt
Device Info
Documentation files: [ 739 KB of 20 MB used
Statistics Enabled New window Show in browser File name Link text

Data flicense/LICENSES.7z LICENSES.7z

Gonﬁg fsrvi icense/README-LICENSES txt README-LICENSES txt

Security
Documentation

O O Installation_Plan_OG3.PDF ‘ Installation Plan OG3 | X

Documentation links:

Maintenance Enabled MNew window Show in browser URL Link text s

vlo

networks under control

https:/ly

ytec.com/di/manual/LIP_Benutze L-IP Benutzerhandbuch (German)

hitps:/fwww .loytec.com/dimanual/LIP_User_M: L-IP User Manual {English)

Figure85: Upload and configure documentation.

To upload a documentation file click on tBdoose Filebutton. This opens a file dialog.
Chose the file to upload. Click on thipload button to start the upload of the selected file.
After the upload ixompleted the file appears in tB®cumentation filessection. Enter a
link text used to display the uploaded file on Becumentationpage.

To add a documentation link, click on £&symbol in the header row of tl®cumentation
links section. Enter th&JRL and the text used to display the link on Becumentation

page.

Links and files can be set active and inactive onltbeumentation page by checking the
Enabled check box. Inactive entries are not displayed onDbeumentation page. The
check boxNew window determines if the link or file is opened in a new browser tefhdiwv

in browser is checked the browser will try to render the file in the browser, otherwise it will
try to download the file. To remove a link or file click on ¥ eymbol on theight side of

the row. To commit your changes click on a&vebutton.

7.6.4 Rebooting and Clearing Data
The menu itenMaintenanceallows the following essential operatiottsreboot the device

or clear data

1 Rebooting the device from a remote locatioeeCold Rebootto reboot the device like
after a power loss, while the reguReboot Devicds faster and restarts the application
only.

7.6.5 Safe Reboot

Whenever a setting has been changed that affect
(e.g. IP address) ¢hnext reboot is executed as a safe reboot. This is indicated as shown in
Figure86.
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MDLOYTEC

LIP-3ECTC
Logged in as

Safe Reboot - log in after reboot to commit changes
admin If not logged in within 5 minutes the device will revert the changes.

2018-08-08 16:57:59

Future IP addresses to reach the device:

Ethernet 1 (LAN): 192.168.24 192

Device Info

Data

Do you really want to reboot the device?

Safe Reboot

nder control

Config

Figure86: Safe reboot notice.

When resetting into safe reboot mode, the user needs to log in within the next 5 maitarte

the reboot. A list of possible new IP addresses to this device is displayed to help navigating
to the device. If no login is detected (e.g., because the new IP setting breaks connectivity) the
device will revert to the last working settings.

7.7 Contact, Logout

The Contact item provides contact information and a link to the latest user manual and the
latest firmware version. THeogout item closes the current session.
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8 Operating Modes

TheL-IP routesCEA-709packets over IP (Internet/Intranet) netwoilRepending on the use
case thel-IP supports different operating modes how packets are routed between the
CEA-709side and the IP sid&heL-IP can be used as a client device on the IP channel, as
a configuration server on the IP channel, or as a dfievite and configuration server at the
same time.

8.1 CEA-709 Router - Operating Modes

Depending on the DIP switch settings of DIP switch 1 and 2.tHe supports 4 different
methods to route packets between@A-709and the IP channeThe 4 operating mabs
are listed below and described in more detail in the subsequent sections.

1 OFFROFF: TheL-IP acts like a standar@EA-709 configured router (i.LON 1000/600
alike)

7 ON-ON:TheL-IPactsasaselff ear ni ng plug&pl ay router (Asmar
1 ON-OFF: ThelL-IP acts as a storendforward repeater

1 OFFRON: TheL-IPI earns t he network topology but doesn

Important: The L-IP Redundant supports only Configured Router Mode!

8.1.1 Configured Router Mode

In this operating mode th&-IP acts likea standard configured router, which can be
configured with standard network management tools like LonMaker o22dL This
operating mode is compatible with theON 1000 and thé& LON 600.

Figure 87 shows the prper DIRswitch settings for configured router mode, assuming all
other DIRswitches remain in the factory default position. This Bifttch setting is the
factory default settinglT h e s e r -IPem®deld dbdnot have DIP switches.

of @am seem
on .

1234567

Figure87: OFFOFF: DIRswitch settings for configured router mode (factory default).

This operating mode uses the fichanimehs routingo
mode thedeviceis fully compatible withi.LON 1000/600 devicesThis operating mode

should also be used in networks with more thatPl@evices on one IP channel and heavy

network traffic on the IP channel (more than 500 packets/s) since channel routing sends the
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IP packet only to théP-852device(s) lhat connect to thEEA-709node(s) addressed in this
IP packet and not to diP-852devices on the IP channg&his is the standard operating mode.

8.1.2 Smart Switch Mode

Theroutercan be configured to act as a learning switchGfEA-709network.This operéing
mode is called smart switch modae.this operating modehe routerdecides if the message
has to be forwarded or not, based on the destination address of a m&hsagé.isolates
local network traffic €.g.,in case of heavily loaded networks).

Figure88 shows the proper DIBwitch setting to put the-IP into smart switch modé&he
s er i e dP nio@efs dolnot have DIP switches.

off asan
on (@0 E

1234567

Figure88 ON-ON: DIP-switch setting for smart switch mode.

Important:

This operating mode doesndt support net wol

Important:

Whenever a network is reconfigured, it is recommended to clear the forwarding tables in
the deviceby pressing the status button for at least @condgsee Sectior’.5.1).

The router supports learning of up to 4 Domains.

Note:

All messages, which are received on an unknown domain, are forwarded to all ports!

The subnet/node learning algorithm supports segmentaticdheohetwork traffic on a
subnet/node basighus, the user does NOT need to take care of any subnets spanning
multiple physical channel&ven when a node is moved from one channel to another, the
routerkeeps track and modifies its forwarding tables adiogly.

Note:

All messages with a destination subnet/node address not yet learned are forwarded!

The router supports group learnif@roups can span multiple router ports.

Note:

Group learning only works for messages using acknowledged or request/resgovise.

Note:

All messages with a destination group address not yet learned are forwarded!

The router has no learning strategy for broadcast addresses. As a result, all subnet or domain
wide broadcasts are always forwardddsubnet wide broadcastsahnot be forwarded

please use the smart switch operating mode without subnet broadcast forwarding (see Section
8.1.9.

The router has no learning strategy for unique node ID addrddsde. ID addressed
messages are alwaysfvarded.

This operating mode uses the fAchannel rou
packets.lt uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that iflysflug&play and no router
configuration is requiredT he di sadvantage is that this
well with larger networks. We do not recommend this operating mode for IP channels with
more than 10 IB52 devices and packet rates obra than 500 packets/Blease use the
configured router mode from Secti8ril.1for larger IP channel configurations.
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Further, it is recommended to configure a ma#tst group for routers in the smart switch
mode to reduce theaffic burden and improve scalability. Refer to Sect@hon how to
configure thedeviceto use multicast.

8.1.3 Store -and-Forward Repeater Mode

TheL-IP can be configured to operate in a repeater mode, where all messagewaeitr
regardless of the address format. To pultHiE into repeater mode the following steps need
to be performed:

1 DIP-switch number 1 must be arefer to the installation sheet of the product
1 DIP-switch number 2 must be ofgfer to the installatiosheet of the product

1 The forwarding tables must be reset by pressing the status button for at least 20 seconds
(see Sectio.5.1).

Figure 89 shows the proper DIBwitch settings for repeater mode, assuming all other DIP
switches remain in the factory default positidnh e s e r -IPanedeld dddot have DIP

switches.
off a ssas
on | @
1234567
Figure89: ON-OFF: DIRswitch settings for repéar mode
This operating mode uses the fichannel routingo

packets It uses flooding to send all packets on the IP channel to all IP devices on this IP

channel The advantage of this operating mode is that it iy fulug&play and no router
configuration is requiredT he di sadvantage is that this operat
well with larger networks. We do not recommend this operating mode for IP channels with

more than 1@ -IP devices and packet rates of mahan 500 packets/s.

Further, it is recommended to configure a moétst group for routsrin repeater mode to
reduce the traffic burden and improve scalability. Refer to Se8tiban how to configure
thedevice to use multicast.

8.1.4 Smart Switch Mode with No Subnet Broadcast Flooding

This operating is the same as the smart switch mode from Seéxfichwith the only
difference that subnet wide broadcasts are not flooded in this. iflid operating mode can

be used in large network installations where the network management tool uses group
overloading to replace group addresses with subnet wide broadidhts operating mode

the network installer must ensure that one subnekeaddnay only exist behind one and no
more than one network pofithis condition is met if nodes are installed, using an LNS based
tool, on different channels that are separated either with a router shape or wittPan
LonMaker shape provided by LOYTE@lease download the-IP LonMaker shapes from

our website atvww.loytec.com

Figure 90 shows the proper DIP switch settings for smart switch mode without subnet
broadcast flooding, assuming all other DIP switchesaierim the factory default position.
The s er-iIPer@deld ddot have DIP switches.
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of | @ aeEs
on a8

1234567

Figure90: OFFON: DIP-switch settings for smart switch mode without subnet broadcast flooding.

Thisoperatingmoel uses the Achannel routingo stra
packets It uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that it is fully plug&play and no router
configuration is requiredT he di sadvantage is that this
well with larger networks. We do not recommend this operating mode for IP channels with
more than 1Q-IP devices and packet rates of more than 500 packets/s.

Further, it is recommended to configure a mugltist group for the router in the smart switch
mode to reduce the traffic burden and improve scalability. Refer to Sé&tiam how to
configure thedeviceto use multicast.

8.2 CEA-852 Operating Modes

Every logical IR852 channel requires one configuration server that manag&Ea852
devices [-INX, L-IP, LOYTEC NIC852,i.LON 1000,i.LON 600, LonMaker, etc.) on this
channel. Asimple network fronFigure91 uses twoL-IP devices to connect twGEA-709
channelsOne L-IP acts as router and as configuration server for this IP channel. The second
L-IP acts as a norm&@EA-709to IP router.

A configuration server keeps a list of all devices on acllgiP-852 channel and distributes

the routing information between those devidés. device wants to join an 1852 channel

it needs to register itself at the configuration server. Traditionally, a dedicated Windows PC
is used to act as the configuratigerver. Thé&-IP contains an embedded configuration server
andcan therefore replace the PC.

Configuration Server Configuration Client
135.23.2.51 135.23.2.52

IP Channel
767—0
Ning

A _%

i \\‘ O

I el

() ~
) a _/ 1\\
v = / \
= -

Figure91: IP channel that consists Vo IP devicesThe leftL-IP with IP address 135.23.2.51 acts
as router and as a configuratiserver for this IP channdt manages both IP devices 135.23.2.51 and
135.23.2.52.
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8.2.1 CEA-852 Device

EveryL-IP acts as a device on the IP chanhadither needs to contact a configuration server
or a configuration server needs to contact the devicedardop set up the proper routing
tables Before a device can become a member of the lote8b2 channeit needs to have
the following parameters:

1 IP address/netmask/gateway (either via DHCP or manual estg/Sectioir.3.3

1 Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
7.3.12

1 MDS5 secret if authentication is required, see Secti@nl2

Please consult Sectiois3.3and7.3.12on how to setup &EA-852device.

8.2.2 CEA-852 Configuration Server

Any CEA-709device that is directly connected to an IP channel (Intranet, Internet) must be
managed by a scalled configuration servéseeFigure92). A configuration server keeps a

list of all devices on a logical B52channel and distributes the routing information between
those devices. If a device wants to join arBB2 channel it needs to register itselfthe
configuration server.

The L-IP can be used together with the PC badedN Configuration Server utility or with
the builtin configuration serverThe built-in configuratbn server can be enabled in the
CEA-852server configuration menu in Sectiérd.14 This configuration server can manage
one IR852 channel and up to 256 devices on this8B2 channel. In order to setup the
configuration serverone must specify the following parameters:

1 IP address/netmask/gateway (eitiia DHCP or manual entry), see Sectibf.1
NAT address if used behind a firewall/NAT router, see Segti8ri2

MD?5 secret if authentication is required, see Secli@nl2

Enable the configuration server, see Sectichl4(server LED lights up green)

l
Al
)l
1 Alist of IP-852channel members, see Sectib8.15

Note:

If theL-IP is alsoused as a configuration semni¢ needs a fixed IP address.

There argwo different scenarios how a device can jamlR852 channel Either the device

has a valid IP address of a configuration server stored and contacts the configuration server
direct or the configuration server haslist of the IP addresses of the devices and the
configuration server contacts the device
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IP-852 Channel

IP: 192.168.1.100 Configuration

] Server for
IP-852 Channel

Ethernet
IP: 192.168.1.1xx

IP: 192.168.1.102

| s

CEA-852 CEA-852 CEA-852
Device Device Device

Figure92: The configuration server manages the devices on-8s2hannel.

8.2.2.1 Configuration Server Contacts IP-852 Device

In this scenao, the IR852 device needs the following parameters set in order for the
configuration server to contact the devitbe remaining parameters are retrieved from the
configuration server.

1 IP address/netmask/gateway (either via DHCP or manual entry), ctenSe3.3

T Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
7.3.12

1 MDS5 secret if authentication is required, see SectiGnl2

If multiple CEA-852devices behind one NAT router are added, the NAJ setting in the
L-IP is recommended to be used with GEA-852 configuration server.

8.2.2.2 IP-852 Device Contacts Configuration Server
In this scenaripthe IR852device needs the following paraters set in order to contact the
configuration serverThe remaining parameters are retrieved from the configuration server.
1 IP address/netmask/gateway (either via DHCP or manual entry), see Segt®n

M Auto-NAT or manual NA address if used behind a firewall/NAT router, see Section
7.3.12

1 MDS5 secret if authentication is required, see SectiGnl2

1 Configuration server IP address and port number, see S&cBdr2
I f the AAuto membero featur e CBEA8Fdemidecamad i r
add itself to the 152 channel without explicitly adding the device at the configuration

server. Note, that enabling auto member istemtial security hole sina@nydevice can add
itself to the IR852 channel.

8.2.2.3 Using the Built-In Configuration Server

For security purposethe configuration server contacts e&fhA-852device on the 1852
channel. Thereforeone must enter a list ofllachannel members in th€EA-852
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Configuration Server menu (see SectibB.15. This ensures that no unwanted device can
join the IR852 channel.

Note that alsd.LON 1000/600, VNI and LOYTEC NIC852 based network nodesg.(
LonMaker or NL-220 applications) can join the-852channel managed by the configuration
server.Note that the builin configuration server should be used ®YTEC CEA-852
devices are communicating across firewalls/NAT routers.

For adding multiple deees behind a NAT routethe configuration server supports the
extended NAT mode (see Sect®3.2. The configuration server automatically switches the
channel mode to extended NAT if needed. Note thaittliN 600 must be atfigured with
thei.LON CS to extended NAT mode before adding ith&®N 600 to the configuration
server, because thi¢ ON 600 does not switch to that mode automatically.

8.2.2.4 Using the i.LON Configuration Server

The L-IP can be used with the i.LON ConfiguraticGerver utility. If the LIPs are

communicating across firewalls/NAT routers or if MD5 authentication is enabled on the

L-IP, the i.LON Configuration Server utility version 2.00.24 and up must be used. The

configuration server channel mode mustbe sét®t and a852ad . CRNAt e t hat this m
does not support i.LON 1000 and LNS 3.0 VNI. However, LNS 3.0 applications (e.g.

LonMaker) can use MD5 authentication and the NAT feature in standard mode when using

the LOYTEC NIC852 legacy driver.

The i.LON configuation server utility version 2.00.24 and up also supports the extended

NAT mode (see SectioB.3.2 to add more than one device behind a NAT router. ThHe L

can be used with the i.LON configuration server iis tmode. Note, that the i.LON
configuration server channel mode needs to be m:

Note: If the L-IP is used behind a NAT router with the i.LON configuration server, the- QA0
feature must be disabled and the corregfNaddress must be entered manually.

8.3 Firewall and NAT Router Configuration

ThelL-IP can be used behind a firewall and/or NAT (Network Address Translation) router as

shown inFigure93. Note, that in generabnly ore CEA-852device can be used behind the

NAT router. This mode of operation is referred
compliant withCEA-852

LOYTECOGs newer de-WiamdehsL-INKUdaonhy s@pport imdreethah one

CEA-852 channel meter behind a NAT router. This mode of operation is referred to as
AExtended NATO channel mod e . This mode introdu
which need to be supported by all members. Other devices supporting the extended NAT

mode are the LON 600.See Sectio.2.2.3on compatibility with the.LON 600.

8.3.1 Automatic NAT Configuration

In order to use thé-IP behind a firewall the public NAT address and the local IP address
must be set in the IP configuration menu (seei®@&@t3.3. By default the NAT address is
determined automatically when adding théP to the channel in the configuration server.
Alternatively, the NAT address can be configured manué&lythermore the NAT router
must be onfigured to forward ports 1628 and 1629 for UDP and TCP packets to the private
IP address of the-IP (192.168.1.100 ifrigure93). In summary we can say the following
parameters must be set in order to operate-tthbehind a NAT router.

1 Specify the IP address (private IP address: 192.168.1.100),

1 Specify the gateway address (e.g. 192.168.1.1),
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8.3.2 Multiple

1 Specify the NAT address (public IP address: 135.23.2.1) or use automatic NAT router
discovery,

1 Enable port forwarding faports 1628 and 1629 in the NAT router for TCP and UDP,

1 Enable the SNTP port 123 in the firewall if SNTP is used.

Firewall +IP: 192.168.1.100
NAT: 135.23.2.1

. Firewall + NAT Router

IP Channel

e
~ 135.23.2.1

o
Forward UDP and TCP ports 1628 and E —— J’
Internet 1629to IP address 192.168.1.1 a ,
7\
[ ~o—)
3

Figure93: Operating ar.-IP behind a NAT router and firewall.

Note that arL-IP must be used as configuration\sarwhen the device is installed behind a
firewall or NAT router TheL-IP with the configuration server can also be located behind a
firewall.

L-IPs behind a NAT: Extended NAT Mode

When using more than one-8%2 device behind a single NAT routdhe recommended
method in thé_-IP configuration server is to use the extended NAT mode. This mode requires
that all devices support this feature. Currently these dfe, LLON 600, the NIC852 PC
softwareand other CEA852 capable deviceBom LOYTEC. If there are other devices in

the channel, this method does not work. Incompatible devices are disabled from the channel
in this case. Please refer to the classic method in S&:8ddto setup this network.

When using multife devices behind a NAT router, each device needs a separate port
forwarding rule in the NAT router. This implies that each device must use a unique client
port (e.9.,1628, 1630, 1631, etc). The pdorwarding rules must be setgpthat each port
pointsto one of the IB52devices. In thé -IP, change the client port in tigEA-852device
configuration menurigure94shows an example configuration for thte¢P devicedehind

the NAT router 135.23.2.1.

It is recommended that both ports 1628 and 1629 are forwarded to the same private address.
It is then also possible to turn on the configuration server behind a NAT router. In this case
activate the CS on tHe-IP which has porforwarding to 1628 and 1629. Inglexample in
Figure94, theL-IP with private address 192.168.1.100 also acts as a configuration server.

If the CS is activated cmL-IP behind a NAT router, the NAT router must have a fixed public
IP address. The-IP with the CS also cannot use automatic NAT discovery. In this case
enter the NAT address of the NAT router manually in the IP configuration menu-KBAIfo

can no longer be enabled a-INX with a CS). To diagnose possible problems in the NAT
configuration with port forwardinguse the enhanced communications test (see Section
7.2.9.
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IP: 192.168.1.100: 1628
NAT: 135.23.2.1

IP Channel

IP: 192.168.1.100: 1630

Auto-NAT (135.23.2.1)

e

Forward ports 1628 and 1629
to IP address 192.168.1.100,
forward 1630 to IP address
192.168.1.102, forward 1631 to
IP address 192.168.1.103 IP: 192.168.1.100: 1631

Auto-NAT (135.23.2.1)

Internet

M
q
L

FT-10 |

Figure94 Multiple L-IP devices behind a NAT: Extended NAT Mode.

After the NAT router has been configured witte thortforwardings and the CS has been
turned on, the channel members can be added. This can be done either on the console Ul or

through the Web interface of the CS.

In the Web U] add the members with their private IP addresses and the client portsad def
by the portforwarding. Then select the added member by checking the check box and select
the actionrAssign to NAT. Enter the public NAT address of the NAT router. An example to

add the two 1852 devices inFigure 94 throughthe Web Ul is depicted ifigure95. To
remove a device from a NAT router but not delete it, select it and cResseve from NAT

as the action.

4§ L-IP Config Channel List - Microsoft Internet Explorer

=101

Datei  Bearbeiten  Ansicht  Eaworiten  Extras 2

&

Zurlck ~ - " -ﬁ D suchen 57 Favoriten {6} ._'-\‘- _1 o -
nips pad | - =

Adresse [{&] hitp:/192. 168.1. 100/config/eiaBS2chlist

DLOYTEC

Administrator

d Wechseln zu | Links ** | Norton Antivirus () + | & -

©
Device Info b
E Add Device | Reload | Recontact I Actionon Selected =|  Execute
o}
(W) No Name IP Address Stat Flags I
—
] NAT Router 138.23.2.1 Edit
_g 0 Clocal 182168 11001628 -~ Edit
> NAT Router 135.23.2.1 Save | Cancel |
§ 1 thp-mZ 192,168.1.102.1630 x Edit| Stats r
—
o 2 lip-103 192,168.1.103:1631 X Edit | Stats r
Statistics "q_; X unregistered ? not contacted « registered ! notrespanding ho ext. NAT @ disablad
Reset c
Contact
Logout
El
[ &] Fertig [0 | || 8 Lokales Intranet Y

Figure95: Adding a member with extended NAT Mode on theBAUI.
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8.3.3 Multiple L-IPs behind a NAT: Classic Method

If more than ond.-IP must be used behind the NAT router and there are devices which do
not support the extended NAT mode, we propose the setupHigure 96.

IP: 192.168.1.100
NAT: 135.23.2.1

Firewall + NAT Router

IP Channel
192.168.1.1

IP:192.168.1.101 TP-1250
Forward ports 1628 and 1629

Internet to IP address 192.168.1.100,
forward 1630 to IP address
192.168.1.102, forward 1631 to
IP address 192.168.1.103

High speed
back-bone mode

Configuration Server for IP
Channel 2

IP Channel 2

Figure96: Application that uses multiple-1P devices behind a NAT router firewall.

The L-IP with IP address 192.168.1.100 is member of IP Channel 1 and can be accessed
through the InternefTheL-IP devices with IP addresses 1928181 to 192.168.1.110 form
another logical IP Channel 2 that communicates with the devices on the IP Channel 1 over
the TP-1250channel, which is used in higipeed backbone mode for optimum networking
performanceNote that devices on both IP Channelarnti 2 can of course connect to the
same physical network wiringrurthermore both IP Channels 1 and 2 must have a separate
configuration server that manages th& devices on the different channdis the example

in Figure 96 the L-IP with address 192.168.1.100 acts as the configuration server for IP
Channel 1 and thie-IP with IP address 192.168.1.101 acts as the configuration server for IP
Channel 2.

8.4 Multi -Cast Configuration

IP multi-casting is a feature of tH® protocol that allows one packet to be delivered to a
group of IP hosts. To receive such nuglist packets, each IP host must be member of a
multi-cast group. This group is identified by a maltist address (e.g. 225.0.0.37) and a UDP
port number.

The L-IP supports both unicast and muttist delivery of CNIP data packets. Using multi

cast is recommended when uslngPs in the Smart Switch Mode. For thdséPs configure

a multicast address in the IP configuration menu. Please contact your systanistdtar

to obtain a valid multcast address for your network. AlfIPs must be configured with the

same multicast address and use the same client port (1628 is recommended). Also note, that
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multi-cast addresses cannot be routed on the Internet. camegnly be used in a LAN or
VPN environment.

If you configure multicast there may be some devices, which do not support this feature. In
this case, th&-IP uses a hybrid scheme and sends unicast to those devices, which are not
configured for multicast.Note, that the_-IP determines automatically, when to switch to

the multicast mode depending what types of devices are in the channel and on the traffic
burden for those devices. As a rule of thumb mudst is used when there are only
switches/repeaterin the channel and it is not used when there are only configured routers.

To detect, if theL-IP utilizes the multicast feature to send to other devices, contact the
ExtendedCEA-852device statistics in the statistics menu (Secfiéh . The entry fAChann
Routing Moded reads SL (sendcastgreup.jtreadiCRpacket s a
(channel routing) i f the nor mal unicasa st met hod
packets sCGEA85Ddeiice statistics menu (Sectidn?) counts the number of

multicast packets transmitted to the group. If this item remains zero, necasiiis used by

theL-IP.

8.5 Internet Timing Aspects

If the L-IP is used wer the Internet or in a large Intranet with unpredictable network delays
the user should become familiar with the following advanced timing aspebtsinel
Timeout is set in the configuration server whereas escrowing and aggregation are set in the
CEA-852 client device The Channel Delay is a channel property of LNS and can be set in
NL220, LonMaker or other network management tools.

Table6 summarizes the timing values that must be set when operatidgwiceunder WAN
conditions.

Timing Parameter Value

Channel Timeout Average ping delay + Aggregation Timeout

Escrowing (Packet The smaller value oD.25*Channel Timeout or 64ms
Reorder Timer)

Aggregation Timeout | Typically 16 ms
(Packet Bunching)

Channel Delay in Average ping delay +10% + 2* Aggregation Timeout
LonMaker

Table6: Advanced IP852timing parameters.

Please use a PC to determine the average ping delay between the difieke8%2 devices
in the networklf multiple devicesare communicétg with each other always use the largest
measured average ping delay for the input value for the calculatidiadia6.

Escrowing should be disabled in a LAN&). The Channel Delay in LonMaker should be
set to 2*Aggregatioimeout in a LAN if MD5 is disabled.

In LANs, Channel Timeout is only required if MD5 authentication is enal8et Channel
Timeout to 200 ms and Channel Delay to 20 ms.

8.5.1 Channel Timeout

The Channel Timeout is a property of the8P2 channel .If a packettravels across this
IP-852 channel for longer than what is specified in Channel Timeout inthraspacket is
discardedThedevicealways needs to synchronize with&NTP timeserver when a Channel
Timeout is set other than 0 ms.
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Channel Timeout is highlyecommended if MD5 authentication is enabled in order to
prevent replaattacks Set Channel Timeout to 200 ms and Channel Delay to 20 msin a LAN
environmentPlease refer to Sectidh3.14on how to enable or disable the ChahTimeout.

If an LNS based network management tool like LonMaker or NL220 is used on a network
that has channel timeout enahlpttase install an NTP client prograend.,achron4.exe) on

this PC that synchronizes the PC clock to the NTP tidteerwisethe PC clock and the
clock inside theCEA-852devicewill drift apart and communication between the PC and the
devicewill terminate.

8.5.2 Channel Delay

Channel Delay is an LNS channel property that specifies the expectedtriputiche of a
message and itesponse. This value is used by LNS to adjust the protocol timers in the
CEA-709nodes. Please consult the documentation for your network management tool about
the Channel Delay details.

8.5.3 Escrowing Timer (Packet Reorder Timer)

The Escrowing Timer or PackBeorder Timer i@n IR852 channelproperty that specifies

the amount of time the device will wait for an @ftsequence IP packet to arrive. This
parameter is important in WANS like the Internet where packets pass many routers that can
change the orden which packets arrive at the destination node. The default value is 64 ms.

Do not use the Escrowing Timer in LANs since the packet order is always guaranteed in a
LAN. This will add unnecessary delays, which negatively impacts the performance of your
CEA-852devices if a packet is lost or destroyed.

If enabled or disabled, owff-sequence packets are never sent to the -CEAchannel.
Please refer to Sectiadh3.12on how to enable or disable escrowing.

8.5.4 SNTP time server

Smal IP networks like LANs have a small propagation delay for packets traveling in these
networks.In this case it is not necessary to specify an SNTP server.

In largerlP-852networks like the Internet with possibly long packet delage must specify
an SNTP server to synchronize the local clocks of @teA-852 devices.The local clocks
must be synchronized to a common notion of time in order to rad#-852 protocol
features likeEscrowingandChannel Timeout work properly.

The SNTP timeserver can be sgieci on thelP-852 channel level in the configuration
server, which distributes the timeserver address taCBW-852 devices on thdP-852
channel. A primary and a secondary SNTP server can be defined please refer to Section
7.3.12and Sectiorr.3.14on how to enable the SNTP server.

8.6 Advanced Topics

8.6.1 Aggregation

Aggregation (or packet bunching) is a technique that collects mutiphe 709 packets into

a single larger IP packeiggregation improvesverall system performance since onég2

packets now carries multipleCEA-709 packets und with the same number of8B2
transactionsmore CEA-709 packets can be exchanged betw&thA-852 devices thus
reducing protocol overheatihe Aggregation Timeduefines the time period in ms in which

the transmitting device collects tl&EA-709packets before it transmits th&A-852packet

over the IP852 channel Please refer to Sectiagh3.12on how to enable aggregatiddote,

that aggregation adds a delay to the transactions but dramatically improves the throughput of
your IP-852 channel. Use aggregation if you have a high channel load but can tolerate some
additional propagation delay given by the aggregation time value.
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8.6.2 MDS5 Authentication

MD5 authentication is a method of verifyinige authenticity of the sending devic@nly

devices that have MD5 enabled and use the same MD5 secret can share information with
each otheilf the configuration server has MD5 enahledly deviceghat have MD5 enabled

and use the same MD5 secret as the configuration server can join thelld@ibachannel.

Please refer to Sectiah3.12and7.3.14for detalils.

8.6.3 DHCP

When using DHCP the odiguration server must always get the same IP address assigned.

Client devices can get different I P addresses
function is activated on the configuration server. Do not use DHCP with dynamic IP

addresses in applidgahs with NAT routers.

8.6.4 Dynamic NAT Addresses

A common practice for Internet providers is to assign addresses orsags@n basis to a
client. Each time a connection is established).(an ADSL link is set up)the Internet
provider may choose an IP@@ss from a pool. Since this address will be the public address
of a NAT router, the NAT address configured in tlevicewould need to be updated. The
Auto-NAT feature in thadevicepermanently monitors the current NAT address. When the
devicedetects a&hange in the NAT address itiregisters with the configuration server using
this new adress. This feature requiret@YTEC configuration servere(g.,L-INX, L-IP)

and ARoaming Membersodo enabled on that CS.

A consequence of this monitoring process & thedevicecontacts the CS every 45 seconds

to probe for the NAT address. This causes a small amount of additional traffic on the Internet
link. The AuteNAT feature also causes any slggiwn connection to be +established. The

NAT monitoring functionsas a keefalive for the connection. If neither the additional traffic

nor the automatic initiation of a new connection is tolerable, the-Né{d feature must be
disabled and the NAT address configured manually. In this case, the Internet service provider
needs to assign a fixed public IP address to the NAT router.

8.7 Network Buffers

The L-IP can handle packets from the network with a maximum length of 256 bytes. There
is no explicit limit in the network buffer counts.
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O The L-IP in a Network

TheL-IPisbased n L OYTECOS s-Cqred and I-CGhipal technologylt is designed
to be very robust and reliable in rddé applications The L-IP either behaves completely
transparent in a network or can be configured to behave like a configird09router.

Before theL-IP can start routinCEA-709 packets over IP channels, thdP must be added
to an IR852 channel Please refer to Sectidhi2.2 on how to add thé-IP to an IR852
channel

9.1 L-IP Acts as a Standard CEA-709 Configured R outer

Installing and operating tHe-IP workslike for a standar€CEA-709router, when ugd in the
factory default state:

1 ConfiguredCEA-709router,

1 Bit-rate auto detection disabled and

1 Backbone mode foFP-1250ports disabled.

After adding the device tondP-852channela network management tool like LonMaker or
NL-220 must be used to add and commissionLttie as a configured router. We provide

LonMaker shapes for the different operating modes oi_the. You can download those
shapes from our websit http://www.loytec.com

The multiport L-IP contains multiple standail@EA-709routers, one foeach port, and an
internal TP-1250backbone. The interndlP-1250is neither visible nor accessible from the
outside ad its sole task is to connect timelividual routersFigure97 shows an exampler
the multiportL-IP (LIP-33ECTB).
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Internal TP-1250 Backbone
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Figure97: Internal structure of the muigiort L-IP in configured CEA709router mode.

Each router must be commissioned separately, reflettengttucture of the intern@P-1250
channel. The port LEDs of unconfigured routers are flashing green with a frequency of 1 Hz
(once per second).

Pressinghe status button longer than 2 seconds will allow you to cycle through the ports and

select the port, which shall sendoutth&er vi ce Pi n MbesporalEB of message:

the currently selected port will light up orange. After 2 seconds the nexalaleagort will

be selected. When the status button is released

currently selected port/router.

If an LNS-based installation tool (e.g. LonMaker) is used, the individual routers aftRe
must be commissionegép ar at el y. Refer to applL-iPwitht i on

LINSSbased I nstall ation Tool so for more det ai

9.2 L-IP Acts as a Smart Switch

Installation and operation is plug&play if used in the smart switch mode, which can be set
with the DIP switchesPlease refer to Sectid®i1.2to set the_-IP into smart switch mode

After connecting the network cables, théP can be powered up and it will start its switching
application Before thel-IP starts routing packets it must added to a IP-852channel

When using a standard binding tool (e.g. LonMaker), bindings between nodes connected to
different ports can be done without considering tthi°. Further, anL-IP can be added
anywhere to an already configured network with@gonfiguring the nodes in the network.

Due to the plug and play installation capability of th&P, it does not support arEA-709
Router network management commanidswever, it accepts all other standard network
management commands (e.g. to set thawblaparameters on every port).

9.3 L-IP Acts as an L -Switch

Existing installations using FB250 and/or F110 segments only can require routers between
the network segments. In this case ne8#2 channel is required, nor are any IP settings
required. The oldr LOYTEC LSwi t chE devices were used i

n

not e
| s.
such

manufacturers also provided LON routers (for ex
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The two-port L-IP can be configured as anrSwitch type device. In this mode, the-882
channelisdisabled nd t he i nternal router acts7’0%Bs a
router between its 2250 and/or FT10 ports.An example showing an LIB3ECTC
configured as an{Switch type device is shown igure98.

DLOYTEC  [NFEIT[d

24vac/DC PWR |W

I |

22O 22822y
o o
rl| —
m m

Figure98: Internal structure of thievo-port L-IP in configured as an{Switch

9.4 Using L-IP in LNS (LonMaker) Networks

We provide LonMaker shapes in order to addLalP to a LonMaker drawingPlease
download the shapesoin our homepage attp://www.loytec.com

Detailed instructions on how to use théP together with LNS based network management
tools can be found in Sectidrb.

9.5 Using the L-IP as the Network Interface for LNS Applications

TheL-IP can be used as a local or remote network interface for LNS based applications like
LonMaker to acces€EA-709 networks Therefore theaCEA-852 network interface must be

enabled on the PC where the LNS appligafioogram is installed and the IP address of the
PC must be atkd to the configuration server:

1. Add the | P address of the PC to the cor
7.315).

@ LonWorks Interfaces
(32-Bit)

Figure99: Icon for LonWorks Interfaces in Windows 7 Control Panel.

2. Select the LonWorké#nterfaceautility program from your Control Panahd select
thelP-852tah.
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@ LonWorks Interfaces
RN [ P52 ) use
Network Intefface Name ~ IP Address IF Port Networl Interface
SNTP Clent
Version: 3.40.016
SchlieBen

Figure100. Add a new LNS IP interface to your PC.

3. Click onAdd.

Network Interface Add

Mame:
—

' LAP Interface ’
1921882112 - 1628 @ LN

MD5 Authentication Key

Status Information

1P e IP Port Channel Timing

[ OK. ][ Cancel ][

Figure 101 Give the new interface a name.

4. And specify a name for the interface in themefield. The IP Address field shows

the IP address of your PCeave the IP port at 162Beave the MD5 authentication

key field empty. ClickOK.

SNTP Client Properties =

Configure the LMNS SMTP client application fior this PC, to
be launched during system startup. While necessary in
some cases, use of the SNTP client can result in
undesirable system overhead, and should be carefully
considered.

Press the Help button for more infarmation about SNTP
canfiguration issues befare enabling the SNTP clisnt

[ Enable SHTP Cliert

Piimary Server Address

Secondary Server Address

[ ok ][ cancel [ Hel

l

Figure102 Disable the SNTIlientif you have a local NTP client installed on your PC.

Click on Propertiesin the SNTP Client sectioibo not enable the SNTP Clieifit

the network interface is used in a local network likel@ranet. If the network
interface is also accessed over a large network like the Internet one should specify
an address for a Time Senamd enable the SNTP Cliettit.you already have an

NTP client installed on your PC, which synchronizes your PC ¢toak NTP timer
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server, you mustot enable the SNTP Clieatherwiset will compete with the NTP
client already installed on your PC.

6. You can now start the LINBIapetfaatdon
interface to theCEA-709 network.

viSwitchFbl nvoSwitch:

Func Block 1

Channel 1

IP Channel (Local)
LNS Network Interface

Figure103 Move the LNS Network Interface to the newly created IP Channel.

7. If the L-IP is used as &EA-709 configured router one should add théP in the
LonMaker drawingCreate a new Channel with chahtype IR-10L in an Intranet
or IP-10W in an Internet environmerntlove the LNS Network Interface to this
newly created IP channel as showrFigure 103 by selecting the LNS Network
I nterface andChhonomeal & gf AiCmamiye cont ext

[£] test_852 - Echelon LonMaker ) s oo |

lE_h] File Edit View Insert Format Tools Shape LonMaker Window Help Type a question for help - 8 X
NoEEHG S RIFE 8 e X A9 e @ALEL A S s - e o]l

 Arial . 12pt .\n;g|§§\g-4v&v|sv;-§v!

Shapes X k=

Search for Shapes:
Type your search here

[ LonMaker NV Shapes
[ Multi-Port Router Shapes 1.0

[ LonMaker Basic Shapes
[ LOYTEC Shapes 5.0

bl B

Jasoidhg yiom3an |

IJF;}E..‘ LIP;]E.H L]PLIE
el =) = l Channel 1

UPIE. UP3.  LUP:

= 9 -

=
P33, LIP3, 133..,

o o o x
555 | e

% l% l%' B IP Channel (Local)

15333, 1533 .

EEE
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l#
EXTIN T

~ |4 4 » M[' Subsystem 1 { Title | « [ D
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m
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Figure104 Drag thel-IP (Router) shape onto the drawing area and commission the device.

8. Nowdragthel P ( Router) shape from the fALoy
area. Choose the existimgh a n n e | AilP Channel o for t
existing channel AChannel 160 for the s
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new L-IP router. LonMaker can now use thelP. as a local or remote network
interface that connects directly to thén&tnet network as shown ligure104.

9.6 Remote LPA Operation

The L-IP supports remote LPA access. This means th&E#-709 protocol analyzer
connected to the Ethernet network can connect td_tHe and record alpackets on the
CEA-709channel FT-10). Our LPAIP supports this sophisticated feature. The functionality
is shown inFigure105,

The LPAIP runs on a Windows PC that is connected to the Ethernet network. In a device
selection windw, one care.g.select thd_-IP with IP address 192.168.1.210 and display all
packets on th€T-10 channel connected to thelP with IP address 192.168.1.210. For this
operationthe LPAIP does not need to be a member of th&%R channel. Note that th
functionality is onlyavailablewith LOYTEC CEA-852devices

IP: 192.168.1.208 IP: 192.168.1.10

Configuration
«—— Serverfor CN/IP
Channel

LPA-IP

Ethernet

IP: 192.168.1.209 IP: 192.168.1.210

Figure105 Remote LPA principle.
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10 L-IP Redundant

10.1Redundancy and Fault Detection in  CEA-709.1 Networks

10.1.1 Reasons for Communication Failures
Figure106 shows typical reasons for communication failure€BA-709 networks:

1. Broken connection on the backboneThe router is not connected to the backbone
anymore Therefore the nodes are unable to communicate with nodes in other g2gmen
or the building management system (A).

2. Router device failure: The router device fails due to power failure or device failure
Again the nodes are unable to communicate with nodes in other segments or the building
management system across the router YA,B

A
Broken connection to
backbone (1)

A
O Router device failure (2)

| O

Cc

Broken cable in segment (3)

A\ 4
Node device
failure (4)

Figure106 Typical reasons communication failuresG&A-709 networks

3. Broken cable in the segmentThe nodes cannot communicate across the point of
fracture Thus, nodes behind the point of fractaasmnot communicate with nodes before
the point of fracture (C) and with the router (B) and therefore with nodes in other
segments (A).

4. Node device failure:A node fails due to power failure or device failukes a result the
node cannot perform its functimnymore and cannot be reached by its communication
partners (A,B,C).
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10.1.2 Conventional Strategies for Redundancy

Although CEA-709.1 allows introducingedundancy by allowing for a pair of conventional

CEA-709.1 routers (twin routers) to be identically configd and connected between the

same two channels, this configuration increases the traffic between those two channels two

fold. The builtin duplicate detection mechanismGiA-709.1 discards the duplicate packets

at each receiving nodélowever, the extraraffic could tax available network bandwidth

significantly and create other problerfsirther, this addresses only some of the above faults:

i2. Router device failureo and to a Il2imited ext

Using CEA-7091P Rouers with a redunant IP infrastructure allowlsuilding a redundant

backbone (dA1l. Br ok en c Bunstiketletcanmeationamthetroniter b ac k b on e
(switch, cable) remains a single point of failure.

10.2L-IP Redundant Operating Modes

10.2.1 Bus Loop Monitori ng

To achieve redundancy against i 3.10.18rthek en <cabl e
L-IP allows building a ring structure by connecting both ends of the bus cable to-tRe
Redundant (sekigure107).

IP Backbone

L = I Predundant

LIP-33ECRB

FT Ring

Broken cable
Figure107: L-IP Redundant with Bus Loop Monitoring.

Now theL-IP Redundant is able to detect a cable fracture by permanently comparing the
traffic on both sides fothe bus:If the L-IP Redundant sees different traffic on its two
terminals, the cable is deemed to be brokerhis case it starts to duplicate the traffic from

2 Assuming a redundant backbone.
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loop port 1 to loop port 2 and vice versarther an alarm is issued (see Sectibhs.5and
10.6.3. Once messages are received on both sides again the ring is considered closed and the
cable fracture is deemed gone.

TheL-IP Redundant is shipped with $loop monitoring enabledf bus loop monitoring is

not desired it mu st be switched .Bfisfloopt o a
monitoring parameters can be configured usingltH® Redundant plugn (see Section
10.5.7) or the web interface (see Sectibh6.5.

The current bus loop monitoring state can be determined via network variables (see Section
10.7), in the L-IP Redundant plugn (see Sectiorl0.5.3, and in the web interface (see
Section10.6.]).

Important:

To guarantee proper function of the bus loop monitoring akigam it is required to keep
average bandwidth utilization on the monitored segment below 5B#idwidth utilization

can be monitored using the LOYTEC LPA or the built in diagnostic functions (see Sections
10.5.4and 10.6.7).

10.2.2 Router Redundancy

If IP network redundancy is available, full redundancy on th€hBnnel (Backbone) can be
achieved with two devices installed in parallel (d&gure 108). In this case router
redundancy is ensured as well by mutual monitoring of pairBtIRedundant router§ince

two L-IP Redundant routers are used in this scenario, this use case is sometimes also referred
to as fAtwin router modeod.

IP Backbone

Broken IP cable
IP Infrastructure Failure

Y

Secondary Router Primary Router

L- I Predundant
UNK

Device failure

Power failure

FT Ring

Broken cable
Figure108 Router Redundancy with two paired Redundant routers

During powerup the twolL-IP Redundant routers automatically negotiate, which one
becomes the active router (primary router) and which tweeinactive standby router
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(secondary routet) The active router forwards packets, performs bus loop monitoring, and
has node monitoring enabled, while the inactive devices has all these functions disabled
After this initial startupphase the devicesspodically monitor each other on tiZEA-709

and on theCEA-852 (IP) side If the secondary router no longer reaches the primary router

on either side it becomes active and issues an alarm, if the primary router no longer reaches
the secondary router juah alarm is issued.

Further, the secondary device, even though it is inactive and does not forward packets, it
counts the numbertouldforward based on the packets it receives and on its routing.tables
Now the two devices periodically compare thesmbers and if these numbers significantly
differ over multiple monitoring intervals an alarm is issu€his algorithmensureghat the

routing tables of both devices are consistent and the secondary router is correctly configured
and able to take over ihé primary device failsFurther, if the primary device does not
forward any packets in one direction, while the secondary would forward packets the
secondary devices takes over and the primary device becomes inactive.

Router redundancy can be used withwathout bus loop monitoring enabled (see Section
10.2.3.

To enable router redundancy both routers must be commissioned and added to the same
IP-852channelFurther, the two routers must be linked by bindiagain network variables,

which are used for communication between the two pdirdél Redundant routers. Please

see Sectiol0.4.3.2on how to configure the-IP Redundant for router redundancy.

Redundant routemonitoring parameters can be configured usingd_tihieé Redundant plug
in (see Sectiod0.5.7) or the web interface (see Sectibh6.5.

The current router state redoe determined via network variables (see Sedti), in the
L-IP Redundant plugn (see Sectio0.5.3, and in the web interface (see Sectl@n6.]).

10.2.3 Device and Network Monitoring

In addition to its redundancy functions thdP Redundant performs a couple of monitoring
tasks First a couple of channel quality parameters (e.g. bandwidth utilization, CRC error rate,
etc.) are permanently monitored and their current values are provided as network variable
(see Sectiorl0.7), in the L-IP Redundant plugn (see Sectiorl0.5.4, and inthe web
interface (see Sectidr0.6.)).

Secondly theL-IP Redundant can be used to monitor other nodes in the netiarkhis
purpose a list of nodes can be entered using #feRedundant plugn (see Sectin 10.5.9

or the web interface (see SectibB.6.4. If node monitoring is enabled, thelP Redundant
periodically pings the nodes in this list using a Query Stagtswork diagnostic requedf a
node is not reachable or (soft) offline an alarm is isskatther, the state of each node can
be determined via a network variable (see Sedid), in theL-IP Redundant pig-in (see
Section10.5.3, and in the web interface (see Sectldh6.). In addition the web interface
shows detailed statistic information for each node (e.g. euwbCRC errors).

If bus loop monitoring is enabled (see Sectldn?.]) theL-IP Redundant also determines
from which loop port each node is reachable (both ports, loop port 1 only, or loop port 2
only). Thus,if the nodes were entered in the order they are connected to the bus this allows
the L-IP Redundant to determine the exact location of a cable fracture by finding the last
node reachable from port 1 and the last one reaching from podhiinformationis also
provided to the user via network variables, in thE° Redundant plugn, and in the web
interface.

3 The primary router is the device with the higher VID1.
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10.3The L-IP Redundant in a Network

As shown inFigure109theL-IP Redundant internally consists of a staigdaEA-709router

and adiagnostic nodeThe router routes packets between @ieA-709 and thelP-852
channes, while the diagnostic node performs monitoring tasks (e.g. node monitoring) and
offers network variables to show the results of these diagnostics

power  status

12:35 VDC INPUT or
12:24 VAC, 40-70 Hz

s
LIP-33ECRB (G o @

N3]
2
172
o
>
8
&)

Ethernet

Figure109 Internal structure of the-lP Redundant

The router in thé.-IP Redundant can only be used as Configured Router and thus requires
to be commissioned with a network management tool (e.g. b&eNi like any other router
Smart Switch Mode, Repeater Mode and Bridge Mode are not supported.

Since the diagnostic node resides on @eA-709 side of the router, the router must be
commissioned before the diagnostic nofle configure the diagnostic de with an LNS
based network management L-tPRedundanttPiy m & C ( p & €
Sectionl10.5.

10.4 Installation

10.4.1 Installing the L-IP Redundant Plug -In

The L-IP Redundant Plugn is used to configure the-IP Redundahnode monitoring (see
Section10.2.3, configure the various parameters influencing the behavior ol the
Redundant, download thelP Redundant Alarm Log, and view the current state of tie
RedundantThis configuration utility is installed as a phirytool for all LNS based network
management tools.

System requirements:

1 LNS 3, Service Pack 7 or higher

1 Windows XP, Windows Vista dVindows 7

The L-IP Redundant Plugn can be downloaded from the LOYTEC ebsite

http://www.loytec.comTo install the configuration utility double click on Setup and follow
the installation steps.
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ii-;' LOY¥TEC L-IP Redundant Configuration Plugin - InstallShield W il

LIP redundant

Configuration Plugin

You must be logged in as Administrator
to install the LIP redundant Configuration
Plugin on Windows NT/2000/XP.

Installshield

= Back Cancel |

Figure11Q Be sure to be logged in as Administrator on Windows)2XP.

i’.‘% LOYTEC L-IP Redundant Configuration Plugin - InstallShield ¥ x|

Welcome to the InstallShield Wizard for
LIP redundant LOVTEC L-IP Redundant Configuration Plugin

Configuration Plugin

The InstallshieldiR) Wizard will install LOYTEC L-IP Redundant
Configuration Plugin on vour computer, To continue, click Mest,

WARMNING: This program is protected by copyright lave and
international treatiss,

< Back Cancel

Figure11l L-IP Redundant Plugn welcome screen

i'é‘- LOYTEC L-1IP Redundant Configuration Plugin - InstallShield W x|
License Agreement
Plzase read the Following license agreement carefully, ! L
LOYTEC Software License Agreement -

LOYTEC electronics GmbH ("Licensor) has developed this software ("Licensed Software™)
and licenzes its use. Using the Licensed software implies your acceptance of the terms and
conditions of this License Agresment. By bresking the seal andior using the Licensed
=oftware you, the Licensee, agrees to the fallowing:

Copyright: The Licenzed Software iz a proprietary product of the Licensor and the Licensor
s copyright therein, The Licensor retains title and ownership of the Licensed Software.

Right to use: In congideration of payment of the license fee which iz a part of the price you ;I

aird far this mradiet and vor anraamart 1o ahida b the tarms and condtione of this |icranea

Print |

T arcept the terms in the license agreement:

1 do not accept the kerms in the license agreement

= Back I Mext = I Cancel |

Installshield

Figure112 You have to agree to the Software License Agreement
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i'é" LOYTEC L-IP Redundant Configuration Plugin - InstallShield 5'

Destination Folder

Click. Mezxt o install ko this falder, or click Change ko install ko a different Folder, /D

G Install LOYTEC L-IP Redundant Configuration Plugin to:

C:iProgrammelLoytecil -IP Redundant Configuration’, Change... |

Tnstal|Shield
< Back, Cancel
Figure113 Choose the destination directory
{3 LOYTEC L-1IP Redundant Configuration Plugin - InstallShield x|

InstallShield Wizard Completed
LIP redundant

Configuration Plugin

The Installshield Wizard has successfully installed LOYTEC L-IP
Redundant Configuration Plugin, Click Finish to exit the wizard,

[ Launch the program

< Back T T p—— |

Figure 114: The Plugin has been successfully installed

10.4.2 Registering the L-IP Redundant Plug -In

After successfully installing thie-IP Redundant Plugn the program must be registered as a
plug-in in your LNS based network managemeial ttn the following section the process is
described for LonMaker for Windows 3.Refer to the documentation of your network
management tool on how to register a pilg
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MNetwork Wizard x|

—Plug-In Registration

Already Registered
Echelon Lontdaker Broveser (Wersion 3.00) il
L-IP Redundart Plugin (%ersion 011
LOYTEC XIF Builder (Yersion 1.3.00 LI
Mot Registersd
Echelon LMS Report Generator (Wersion 3.04) i’
Echelon LonPaint Configuration (Wersion 3100

|-IP Redundart Configuration Plugin

[

Add | Acdd Al | Eemoye | Remove Al |
To Be Registered

L-IP Redundart Configurstion Plugin (version 1.0)

[~ Skip this promgt when re-opening this dravwing

[ Redister all unregistered plug-ins when re-opening this drawing

= Back I Finish I Cancel | Help |

Figure115 Select the Pludn to be registered and dki@dd.

Open LonMaker and create a new netwdh e n  t hien fiRd guigst rati ono di al og
pops up select the-IP Redundant Configuration Plug-inf r om t he | i st of f#fANot R
Plugl ns 0 Figueed®). Click fAAddo and AFini s-imoDevicwm r egi ster

templates for thé-IP Redundant diagnostic node are added automatically and XIF files are
copied into the LNS import directory.

Note: If you are using multiple databases (projects) make sure you hgistered the plugn in
each project.
Under LonMaker => Network Properties => PligRegistration make sure that thelP
Redundant Configuration Plugsins hows up under AAlready Register
x|
Remote Lightweight Client Access Permission | Lightweight Client Options
Mzrming | Server Location I Metweark Interface | Resource File Languages | Liagon I Onnetioffnet
Plug-In Registration | Authertication | Domsin | Timing | Lonmaker Options
—Plug-In Registration

Already Registered

Echelon Lontdaker Browser (Version 3.00)

L-IP Redundart Plugin (version 1.0)

Mot Registered

Echelon LMS Report Generator (YWersion 3.04) il

Echelon LonPoint Configuration (Version 3100

L-IP Redundart Configurstion Plugin (Version 1.00 LI

Aded | Al Al | Remowe | Remowe Al |

To Be Registered

[+ Skip this prompt when re-opening this drawing

[ Register all unregistered plug-ins when re-opening this draswing

Lo04 I Cancel | Al | Help |
Figure116 Double check that thie-1P Redundant Configuration Pldg is properly registered
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10.4.3 Adding the L-IP Redundant

TheL-IP Redundant can be used standalone or with router redund2eyagnding on which
operation scenario is selected, different steps have to be taken to addlifoRedundant
router(s) to your network.

10.4.3.1 L-IP Redundant Standalone

For operating thé-IP Redundant in standalone mode (5&gure107), the followingsteps
have to be performed:

1 Add a single router shape. Connect it to IR-Channel on one side and toFa-10
Channel on the other side of the router.

1 Add oneL-IP Redundant buit n di a g n a-$PtRedandantoDiagnostieT-100
device shapes on tRd-10channel The corresponding device template will be installed
with the L-IP Redundant Plugn (seeSection10.4.]).

1 To get a service pin message for commissioning the diagnostic node, press the Status
button on the P Redundant (see Secti6rb) or use thesend frvice Pin Msgbutton
in the corresponding section of tBevice Information Pagm the Web interface (see
Section7.1).

If using LonMaker for Windows the resulting drawing should look like showigore117.

L-IP Red Demo - Echelon LonMaker - L-IP Red Demo.vsd:Subsystem 1 =] 1
B Fle Edt vew Insst Format Tools Shape  LonMaker Window  Help Type a question for help [+ o @ %
Net-Connector ~ arial izt - |B 7 W %E A-d-d=-=-2-,
D-2dan &Y &BERS ﬂv“-@-‘@mﬁ—"-Ava/-.w165%-@v
Shapes X L LI
[ LanPaint Shapes 3.0 F L Wommmmormmmso e mme e n ey
[F] LonMaker Basic Shapes g FT_‘I 0 Segment 1
=
= OF & g
O F o g |
e u E ___________________________________________________ T
Monitor 1 J
=
LNS Network Interface
IP Backbone
W { ¥ W[\ Subsystem1 f_TitleBlocks ;/ 4] 3
Width =4 in Height = 0,5 in Angle =0 deg Page 1/1 Y

Figurel117: A singleL-IP Redundant device configured for standalone operation

Be sure to commission the router and the diagnostic.nodee they were successfully
commissioned, the PRIM LED on the @ should be green.

10.4.3.2 L-IP Redundant with Router Redundancy

For operating thé&-IP Redundant in twin router mode (router redundancy Fégere 108),
the following steps have to be performed:

1 Add two router shape€onnect both to the same-Ghannel on one side and to the same
FT-10 Channel on the other side of the router.
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1 AddtwolL-IP Redundantbuit n di a g n a-#PtRedandantoDibgnostieT-100
device shapes on tR&-10channel The corresponding devicentplate will be installed
with theL-IP Redundant Plugn (seeSection10.4.]).

1 To get a service pin message for commissioning the diagnostic node, press the Status
button on the P Redundant (see Sectibrb) or use the&send Service Pin Msdputton
in the corresponding section of tBevice Information Pagm the Web interface (see
Section7.1).

T Add two ATwin Router 0 fLdPRedundanndadgntismbdde.c k s ,

1 Connect nvoRedRtr of onk-IP Redundant with the nviRedRtr of its pair&dIP
Redundant and vice versa.

If using LonMaker for Windows the resulting drawing should look like showignre118.

W L-IP Red Demo - Echelon LanMaker - L-IP Red Demo.vsd:5ubsystem 1 18|
File Edt YView Insert Format Tools Shape LonMaker Window  Help Type aquestion forhep =[-8 X
Normal < aral it - B 7 W %E A-Zd-B. =.=-8-_

D-BHE8(ERY|iBE o o |B-B|[h]L-A-0- /- &-|esw - 7).

=l
Twin Router 1 FT-10 Segment 4 Twin Router 2
L-IP 1 ’ L-IP 2
Monitor 1 Monitor 2
LNS Network Interface
IP Backbane
W[, Subsystem 1 {_Title Biocks Kl _>|L|

Page 11
Figure118 A pair ofL-IP Redundant devices configured for twin router operation
Be sure to commission both routers and both diagnostic nGiese both routers and both

diagnostic nodes were successfully commissiortesl PRIM LED on one of the twb-IP
Redundant devices should be green and should be off on the other one.

Important:

If bus loop monitoring (sed 0.2.]) is not used and thus the loop port 2 terminal of thdP
Redundant routers is not connected be sure to first commission the router and the
diagnostic node of oné&-IP Redundant and switch off bus loop monitoring on thisIP
Redundant before connecting the secohdP Redundant!

After the router and the diagnasthode have been configured, use thé® Redundant
PlugIn (see Sectiod0.5 or the web interface (see Sectitih6) to enter a node list for node
monitoring or tochange the parameters for bus loop monitoring and twin router monitoring.
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10.5L-IP Redundant Plug -In

10.5.1 Operation modes

ThelL-IP Redundant Configuration Pldg can be used in eline, off-line, and standlone
mode Ontline and off-line mode refers to the twoperating modes of your configuration
tool.

10.5.1.1 On-line mode

This is the preferred method to use the configuration utility and allowsy gise full
functionality of the plugin. The network management tool is attached to the network and all
network changes ardirectly propagated into the network. This mode must be used to
commission the device, download and upload the node list, download and clear the alarm
log, and get the current device state.

10.5.1.2 Off-line mode

The oftline mode can be used for all operationsuiggg LNS, that is, to add the device

using the device templates, change the device properties, and create a node list including the
automatic generation of a node list (LNS impoHpwever, no communication with the
device is possible (e.g. to downlothe node list).

10.5.1.3 Standalone mode

TheL-IP Redundant Plugn can also be executed as a standalone prodrhis operation
mode offers least functionalitit allows creatingand ediing a node list or loadg, alteing
and savinga configuration file.

10.5.2 Overvi ew

Figure 119 shows thelL-IP Redundant Configuration Pldg. The window is separated in
three main areas:

1 The view selection allowselecing different configuration and diagnostic pages.

9 Depending on the selected view the curkeéew area contains different information (e.g.
the node list).

1 The log window shows different all actions performed by the-piugnd any errors or
warnings messages that occurred.

At the top of thewindow the toolbar allowselecing different actionsdepending on the
currently selected viewlr he st andard commands @Al oado,
possiblet S a v e 0 staihghll@onfiguration data (node list, properties) and the alarm log

to a file, while fl oad oomuwiildThe infoenmtiomshavnial |
the status and in the channel statistics view are not stored.

The ATwin Router Sel ect i on difsesentinise sacdmdaryn a me
router The one currently selected is mark8g clicking on the ther one the selection can
be changed on the fly.
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Toolbar Twin Router Selection Plugin Mode

B New - LOYTEC L-IP R=dundant Configuration Plug-In =0 x|

File Edit Wiew Status\ Channel Statistics Alarmlog  Modelist  Paramete) Help

DSH | lBE e ¢ v o UA |2 £K || [J__ovwovinnie) ] socomwvimond (o Status | OWE COMROL

number | Node Address | Node Type | Node Description |
1 6f2 Subnet / Mode Mumber Hode 1
L 23 6i4 Subnet | Mode Number Wode 2
®: 6i5 Subnet | Mode Number Wode 3

L-PRed, ®4 e Subnet § Hode humber  hade 4

Status ®s 617 Subnet | Mods Number Hode 5

L 43 6i6 Subnet | Kode KNomber ode &
$7 6i9 Subnet | Kode KNomber Node 7
L & 610 Subnet | Kode KNomber ode &
L3 Create new nod. .

Channel

Statistics

Alarm Log

fer

HMode List
Config

Paramete:

MWessage 015 at 1\11:54; Uploading node list from dewice |
Message 016 at 11\11:59: Node List upload suceeded!

Message 017 at 11:\5:40: Uploading node list from dewice

Message 013 at 11:1§:40: Hode List upload suceeded! j

DLOYTEC LOVTEC LIP Redundant Configuration Plug-In ready. Wetwark: LipRedTest | NUM
View Selectior Log Window Current View

Figure119 TheL-IP Redundant Configuration Plg.

The @AM uModed shows t he oip@aeldb.0) and whetbedtke of t he p|
device is accessible over the network.

10.5.3 Device Status

The device status view is used to view the current state dflRd&RedundantTo access the
device statusL-WPReww. cS5i akusa it thelnlRRedundahte | ef t S (
Plug-In window (sedrigure120).

Note: Most of the diagnostic information is only available if the pilugs runningin online mode
and the device is accessible over the network.
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E@New - LOYTEC L-1P Redundant Configuration Plug-In 13l x|
File Edit Wiew Status Channel Statistics Alarmlog  Modelist  Parameters  Help
D # B¢ & v o S o &N || [ primarvimonzp) | of secondaryimond (ser)  Status: [ ONNET, COMMOK
oo\
O primary:  (selscted) ok - Subsystem 1 § mon 2 (pri) [B0000001DFED] L""I
LIP Red. secondary: ok - Subsystem 1 mon 1 (sec) [G0000001DF37] tfink.

~Status
Plug-In Operating Made: Twin mode
Loop Maritor: ok

Twin Monitor Channel EI4-70
channel ’71wm Router:  installed ‘ ([nmmumcatmn: ok

Statistics

Channel EIA-B52 |
’7 Communication: ok

Status: primary Forwarding: ok Forwarding: ok

[~ Mode Monitor
Status: online

Mode Monitor Details:

Node Alarm

[ automatic refresh

Wink selected node(s) | refresh

Parameters

Wessags 023 at 11:08:13: Diagnostic dats leaded successtully. 0|
Messags 024 at 11:08:17: Refrashing diagnostics data...
WMessags 025 at 11:08:19: Diagnostic dats leaded successtully.
Messags 026 at 11:08:22: Retrashing dizgnostics data...

LILOYTEC Diagnostic data Inaded successfuly.

Metwork: LipRedTest UM

Figure120 The Device Status View

The device status view has the following elements:

Devices

Shows the name and the subsystem of the primary #ngresenti the secondary device

By clicking on ¢ ¢toeespondingniR Bedundant tam be winked (see
6.4.9. Further the device currently selected by theplug i s shown (fAsel e
plugi n can communi cat e wiRinally thdusiquednede ilDco the( fi o k
monitoring node on the routers is given.

Loop Monitor

Shows whether the loop is open, closed or bus loop monitoring disabled.

Twin Monitor

Shows the twin router status of the devithis includes:

T Twin Router: Shows whether the dewilbas a twin router installed.

1 Status: Shows whether the device is primary, secondary, still negotiating or the
secondary has temporary taken over since the primary failed.

1 CEA-709CEA-852 Communication: Shows whether its twin router is reachable via the
CEA-709andCEA-852segment respectively.

1 CEA-709CEA-852Forwarding: Shows whether the device forwards significantly lower
amount of packets to iIGEA-709andCEA-852side respectively (warning) or does not
forward any packets anymore at all (error).

NodeMonitoring Status List

This list shows all the nodes in the node list of the device with the current Htatasde is
not reachable/offline or the ring is open and the node is only reachable via one loop port the
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corresponding alarm is shown in thd co mn

nodes in the |[|ist and clicki

fi No d By sddctimg omed or multiple
t he

ng on

can be winked using tHeEA-709wink network management command.

I f the checkbox
refreshed every 15 secondsh e
button.

can be

page

10.5.4 Channel Statistics

The channel statistics view is used to view statistic data accumulatedlbyRiRedundant

refreshed

i Wi

n k

s el

fi a ut oeokadtdata ia thé gevice stdtus gievhis dat a o

manual |

for thetwo channels connected to thdP RedundantTo access the channel statistics view

click on the fiChannel

(seeFigure121).

St b-iP Redindaat £lad¢n wirkdawn

Note:

Most of thediagnostic information is only available if the phigruns in online mode and

the device is accessible over the network.

New - LOYTEC L-IP Redundant Configuration Plug-Tn (=] 1}
Fle Edit Wiew Status Channel Statistics  Alarmlog  Node List  Parameters  Help
J DSHE| % |¢ & > ~ F=H| o 4 J f  primaryimonz(pri) | of secondary:mont (sec)  Status: | ONNET, COMM OK
ﬁ) Device up-time: 0 days, L:11:19
L-IP Red. CEIATO3Chamnel | [EIA®S2Chammel |
Status
Elapsed time: 0days, 0:10:43 Elapsed tims: 0 days, 0:10:43
Bandwidth utilization: Eandwidth utilization:
— m
Current: 17,0 % Mazimum: 37,0 % Current: 2,5 % Maximum: 6,5 %
Channel {Current / Mazimum) (Current / Maximum)
Statistics, CRC errars: 0,0% | 2,0% CRC errars: 0,0% [ 0,0%
Total CRC errors: 4 Total CRC errors: 0
Missed packets: 0,0% [ 0,0% Missed packsts: 0,0% [ 0,0%
Total missed packsts: 0 Total missed packets: 0
Packets/s: 47179 Parkatsjs: 27 | 54
Alarm Log Total packets: 21502 Total packets: 4285
Missed preamblesis; /0 Missed preamblesfs: 070
Total missed preambles; 0 Total missed preambles; 0
ry Overload: ok Overload: ok
Owerload ratio: 0,0% Orverload ratio: 0,0%
Node List
iy ¥ atkomatic refresh clear statistics refresh
-
=
Parameters
Message 038 at 14:47:40. Refieshing diagnostics data ;I

Message 039 at 14:47:40; Diagnostic data loaded suceessfully.
Message 040 at 14:47:99; Uploading node list fram device..
Message 041 at 14:47:45; Uploading Channel Monitoring data from device...

LILOYTEC Mode List upload suceeded!

Network: LipRedTest MMz

Figure121 The Channel Statistics View
The channel statistics view has the daling elements:
Device uptime

Shows the time elapsed since thé&P was (re)booted.

The following data is shown for each channel thdP Redundant is attached to

(CEA-709CEA-852):

Elapsed time

Shows the time since-IP Redundant powered up or since #tatistics for this port where

reset.
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Bandwidth utilization

Shows the current and the maximum value of the bandwidth utilization of the corresponding
channel. The bar shows the current bandwidth utilization.

CRC errors

Shows the current and the maximunmgamtage as well as the total number of packets with
CRC errors observed on the corresponding channel.

Missed Packets

Shows the current and the maximum percentage as well as the total number of phaktets
could not be processed or received on the spmeding channel.

Packets

Shows the current and the maximum number of packets per second as well as the total numbet
of packets on the corresponding channel.

Missed Preambles

Shows the current and the maximum number of missed preambles per second asheell a
total number of missed preambles observed on the corresponding chanmessed
preamble is detected, whenever the link layer recaiy@®amble, which is shorter théhe
defined preamble lengttA large number in this counter is usually due tasacon the
channel.

Overload

Signals a overload condition of the channel during the last statistic intefvehannel can
be overloaded due to one of the following conditions:

1 The bandwidth utilization during the last statistic interval exceeded thiedéfined by
the parameter fABandwidth Utilization Lir

1 The CRC Error Rate during the last statistic interval exceeded the limit defined by the
parameter ACRC Error Limito (default 5%)

1 The Missed Packets Rate during the last stafisrval was not zero OR

1 The Missed Preamble Rate during the last statistic interval exceeded the limit defined by
the parameter fAMi ssed Preamble Limito (c

Overload Ratio

Ratio between statistic intervals during which the channel wasvérload condition and
intervals during which the channel was not in overload condition.

I f the checkbox fAautomatically refresh dat
refreshed every 15 second$e page can be refreshed manually bypriesn g t he Ar ¢
buttonFi nal ly all statistic data can be cl eal

10.5.5 Alarm Log

Whenever an alarm occuilL4P Rédandant it isfiidgged igp the p e n
internal alarm logThe alarm log can hold up 256 alarms.
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The alarm log view is used to access the alarms logged inffR&edundantTo access the
alarm log click on the #fAl arlfMRedundgndPlugnc on on t he

window (seerigure122).
[ ~ew - LOYTEC L-IP Redundant Configuration Plug-In =10 x|
Flle Edt View Stabus  Channel Statistics  Alarmlog  ModeList  Parameters  Help
J DSHE| & Ble ¢~ aF Eﬂﬂ‘ a2 H [ primarvimonz (pri) | of  secondarymoni{sec)  Statusi|  ONNET, COMM GK
humber | Alarm Deseription [ Start Time | End Time [ alarmeode |
I, clck to upload alarm log

L-IP Red.
Status

g

Channel
Statistics

N
1]

Tk

Figure122 The Alarm Log View

If the plugin is running in online mode you can download the alarm log fromi_the
Redundant either by doubtel i cki ng on the #dAclicklsgteiaupl oad al
AUpl oad Alarm Logod6 in the AAlarm Logd menu, or
the tool bar (se€igure12?). Similar the alarm log can be cleared.

Figure123shows a typical alarm logor each alarm an description, a start time an end time
and an alarm code is loggedlll alarm times refer to the time set on thdP Redundant.
Currently the following alarms are possible:

1 "Ring open": Bus loop monitorinhas detected an open loop (see Sedtba.]).

1 "Twin error CEA-709": Twin router is not reachable any more via GEA-709 side
(see Sectiod0.2.9.

1 "Twin error IP": Twin router is not reachable any more via GEA-852 side (see
Section10.2.9.

1 "Fwd warningCEA-709": Packets forwarded from tHeEA-709to the CEA-852 side
on the selected device is significantly loweartbon the remote twin router (see Section
10.2.2.

1 "Fwd warning IP": Packets forwarded from tB&A-852 to the CEA-709 side on the
selected device is significantly lower than on the remote twin router (seer86x2.2).

1 "Fwd error CEA-709": The selected device does not forward any packets from the
CEA-709to theCEA-852side, while the remote twin router does.

1 "Fwd error IP": The selected device does not forwardpatkets from th€EA-852t0
the CEA-709side, while the remote twin router does.

T ASide 1 disconnecto/ o6Side 2 disconnecto: The
router via its port 1 or port 2 respectivelhis error can only occur on the secondary
(inactive) twin router.

T iDev No <no> erroro6 or fi<desc> error o: Node wi
is either not reachable or not configured online.
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[ Mew - LOYTEC L-IP Redundant Configuration Plug-In =10] x|
Fille Edit Wiew Status Channel Statistics  Alarm Log  ModeList  Parameters  Help
J (=" | & ‘ ¢ & - o = ‘ ot 222 H of  primary: mon 2 (pri) [J secondary! mon 1 (sec) ] Status: | OMMNET, COMM 0K
Murber | Alarm Description | start Time | End Time: | Alarmcode | -
Al Ring open Mon Dec 05 12:16:32 2005 Mon Dec 05 12:16:35 2005 0x01
Az Ring open Mon Dec 05 12:16:36 2005 Mon Dec 05 12:16:40 2005 Ox01
F % Ring open Mon Dec 05 12:16:40 2005 Mon Dec 05 12:16:48 2005 0x01
L-IF Red. A4 Ring open Mon Dec 05 12;16:46 2005 Mon Dec 05 12;17:00 2005 Ox01 | |
Status AS Ring open Mon Dec 05 12:17:01 2005 Mon Dec 05 12:17:04 2005 0x01
A Ring open Mon Dec 05 12:17:04 2005 Mon Dec 05 12:17:08 2005 0x01
A7 Ring open Mon Dec 05 12:17:08 2005 Mon Dec 05 12:17:11 2005 0x01
A Ring open Mon Dec 05 12:17:11 2005 Mon Dec 05 12:17:15 2005 0x01
A9 Ring open Mon Dec 05 12:17:15 2005 Mon Dec 05 12:17:26 2005 0«01
A0 Ring open Mon Dec 05 12:17:26 2005 Mon Dec 05 12:17:55 2005 0x01
Sct:?i::\:‘s A1l Ring open Mon Dec 05 12:17:55 2005 Mon Dec 05 12:18:05 2005 Ox01
A1z Ring open Mon Dec 05 12:18:05 2005 Mon Dec 05 12:18:22 2005 0x01
A3 Mode 1 errar Mon Dec 05 12:18:19 2005 Mon Dec 05 12:36:58 2005 0x0&
A 14 Ring open Mon Dec 05 12:18:22 2005 Mon Dec 05 12:18:24 2005 0x01
AlS Ring open Mon Dec 05 12:18:24 2005 Mon Dec 05 12:18:27 2005 0x01
A le Twin error EIA709 Mon Dec 05 12:21:02 2005 Mon Dec 05 12:36:58 2005 Ox02
A7 Twin error EIA709 Mon Dec 05 12:51:31 2005 Mon Dec 05 12:55:01 2005 0x02
Alarm Log A 18 Ringopen Mon Dec 05 12:51:31 2005 Mon Dec 05 12:55:01 2005 001
A 13 Mode 1 error Mon Dec 05 12:51:33 2005 Mon Dec 05 12:55:00 2005 0x03

Figure123 An alarm log

Mew - LOYTEC L-IP Redundant Configuration Plugin
File Edit Wiew Modelist = Alarmlog  Properties  Diagnostic

O = u é{, 4| v | Show plarmlog F&

[ primary: Manitor 2 {pri} A" Upload Alarmiog u 5
Humber R‘ Delete Alarmlog... e

Afl | o

! ! Al | Export as CSY. ., 0¢

Figure124 Exporting an alarm log to a CSfie.

The alarm log can by transferred to another application using Copy & Paste or by export to
a CS\Hile (seeFigure124).

10.5.6 Node List Config

The node list is used for node monitoring (Seetion10.2.3. It must contain all the nodes,
which should be monitored by thelP Redundantlf bus loop monitoring is used the order

of the nodes in the list should represent the order of the nodes hbhgg to be able to
detect the point of fracture in case of a cable bréhk:node with index 1 must be the node
closest to loop port 1 while the last node in the list must be the node closest to loop port 2.
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A New - LOYTEC L-IP Redundant Configuration Plug-In

—loixf

Fle Edt Wew Status Channel Staistics  Alarmlog  Nodelist Parameters  Help

|IDSH BB ¢~ - [A (& &
Mureber | Hode Address | Nade Type
&% ®  Createnewnod..

L-IP Red.
Status

g

Channel
Statistics

primary: mon 2 (pri) | of  secondary: mon 1 (sec)

Status: ONMNET, COMM QK

| Mode Deseription |

Nade List
N\ Confi

Parameters

hessage 022 at 15:14:32: Uploading node list fram device =
Message 023 at 15:14:32: Uploading Channel Monitating data from device
Message 024 at 15:14:35: Node List upload suceeded!
Message 026 at 15:14:35: Node List upload suceeded!

LILOYTEC LO¥TEC L-IP Redundant Configuration Plug-In ready.

Metwork: LipRedTest MMz

Figure125 The Node List Config View
To create a new node list or edit an existing nodedasto the node list view by clicking on
the ANode List Conf i g a-IPiRedonmdantoPiugn twindow (seef t s i
Figure125).
Nodes can be added to the node list in different ways:
1 Nodes can be added or edited manually
1 Node can be imported from the LNS database
1 Nodes can be imported from a CH\é
Further, the order of the nodes in the node listdbearthanged and a node list can be exported
Finally the node list can be downloaded to the device and an existing node list can be

uploaded from the device.

10.5.6.1 Manually add and edit nodes

You can double click on ACreat ebon(sedrigureco d e é 0
126).
® Create new node ® Create new node # Create new node
Mode propetties Mode properties Mode properties
Address: | Address: 11 Address: 1112233445566
—> The Address is not valid Subnet { Mode Mumber Subnet f Unique Mode ID
Description: Description: Testnode 1 Description: Testnode 1

Save Cancel

Figure126 Adding a new node
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As you type the node address, it will be checked and the result of the syntax check is indicated
by the diabg icon and the text fieldP r e s st hRuttofi t8 saveeh® node address into
the node list.

Existing nodes can be edited by double clicking on the row containing the node in the list.

LOYTEC L-IP Redundant Configuration Plugin

'E There is already an node item on position 2 with the same node address,
L

Do wou want ko update this node and delete the node with the same address?

[ ok | [ #Abbrechen ]

Figure127: Tried to save entry whicis identical to an already existing one

Note that the address is checked against double entries while saving and an error message
will appear if you try to add a new entry or change the address of an existing entry into an
address which already existsé$ggure127). If you press OK here, entry number 2 will be
deleted and entry number 1 updated.

10.5.6.2 Import node list from LNS database

Press O06A6 on the keyboard or choose the
fMAut omat i cal | yDidlom(seshigureld8 d e s 0

You can choose to delete the current node list prior to imffdhis option is not selected

only nodes not present in the current node list are adidether the address format used to
contact the node can be selectédu can choose between the Subnet/Node address format
and the Unigqgue Node I D (ANeuron | Do) addr

LNS import is only available in eline and offline operation mode, but not in stahone
operation mode.

Hew - LOYTEC L-IP Redundant Configuration Plugin Automatically import nodes
File Edt ‘Mew = Modelist Alarmlog  Properties  Diagnostics  He
DR 4% v showHodelst F5 I’ Here you can automatically generate a nodelist,
primary: Monital ‘3 Create & new node... Skatus: General preferences
@t e clear current node list
! ! o Import Address options
k4 | If bath address Farmats are available, which

one should be preferred?

MNodelist
= ot o () Insett as Subnet | Unigue Made ID
Download configuration. ..

E ) Upload configuration | (®) Insert as Subnet |/ Node Mumber

Autornatically import nodes A

Irnpart From CSY...
Alarmlog

Figure128 Import node list from LNS database

10.5.6.3 Change order of node list

To change the order of the node list select the entries and move them up and down with the
arrows in the tolbar (seeFigure129). To select multiple items press the CTHReéy while
selecting.
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|ID=HE| & (02 "LV) a WA o & “ [ primaryimonz(pr) | of secondary:moni(sec)  Status:|  ONNET, COMM OK

Number | Node Address Node Type | iode Description
L3 6z Subniet | Mods Mumber Node 1
®: 614 Subniet | Mods Mumber Node 2
®: 6/5 Subnet § Nods Mumber Node 3

L-IP Red. ®4  ole Subnet / Mode Mumber  Hode 4

Status L& 6/7 Subnet | Mode Mumber Hode 5

L A3 6/8 Subnet § Node Mumber Node &
L X 69 Subnet { Node Mumber Node 7
L X 6/10 Subniet { Mode Mumber Mode &
[ Create new nod...

Channel

Statistics

Figure129 Moving multiple entries in the node list

10.5.6.4 Import/Export Node List

Entries in the node list can be selected and transferred to other applications using Copy &
Paste (e.g. a spreadsheet application like Microsoft EXER$ fields copied are number,
subnet address, node address OR unique node ID address, and dessegfigule 130).

Further, the node list can be exported and imported to/from afiSW his allows usinga
spreadsheet application (e.g. Microsoft Excel) to create and edit the node liBigisee
131).

[ New - LOYTEC L-IP Redundant Configuration Plug-In (=[]
Fle  Edt W¥ew Stsbus  Chamnel Statistics  Alarmlog  Modelist  Paramsters  Help

EEEIEL - EE RS EIY

| [ primaryimonz(pr) | of secondary:mon(sec)  Status:|  ONNET, COMM OK

1%

Kumber | Kode Address Hode Type Iode Description

L-IP Red. £
Status E
a L4 Creats new node. ..
Channel
[ Microsoft Excel - Mappel g@
Datei Bearbeiten Ansicht Ejnfigen  Formaf Extras Daten Fenster 7 - & X
DeHse 8 2@ o- R z-FA o - @2
arial -0 - F XU E=E=EBEH € 1-5-A- 2
Al - A1
A B € D E F =
1 1 [5 2 Node 3 |
2 2 B 4 Node 2
a3 | B B MNode 4
4 4 B 8 MNode B —
5 ] B 7 Node 5
(5] (5] B 9 Node 7
7 7 B 10 MNode 8
=)
s B

Figure130 Transfer the node list between applications with Copy & Paste

New - LOYTEC L-IP Redundant Configuration Plugin

File Edit “iew | Modelist  Alarmlog  Properties  Diagnostics

DEE & v shownodeist 5B
[ iyt (lanlis) ‘3 Create new node at positon 1., #*
’ delete 125 nodes. ..
1 ik
! ! [N o
i e
1 ik
Modelist ' Qpen node properties, . P o
] m Download configuration. .. j‘
1 ¢
' | 3 Upload configuration &
- ) . de
Autamatically impart nodes A
Import from CSY... El
alarmlog ! i
Export as CSY.., o

Figure131 Importing a CSMile.
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10.5.6.5 Downloading and Uploading the Node List

If the L-IP Redundant Plugn is running in OnlineMode the node list can be uploaded from
the device and downloaded to the device Egarel32).

Mew - LOYTEC L-IP Redundant Configuration Plugin

File Edit Wiew Nodelst Alarmlog  Properties  Diagnostics
DEE & 28 ¢¢~ o JI &L
L A 4

Download Node Lis Upload Node List

Figure132 Up- and Downloading the Node List

If the router redundancy is used, a dialog will ask whether to copy the same node list to the
twin router (sed-igure 133 after the download to theelected device has finisheld is
strongly recommended to answer this dial of

LOYTEC L-IP Redundant Configuration Plugin

9

\,_“/ Do you want ko save the configuration also on the second router?

[ Ja ] [ Mein ]

Figure133 Download the Node List to both routers?

10.5.7 Parameters
The properties view is used to access the configuration properties uskfinte the
behaviour of the-IP RedundantT o access the properties vi
icon on the left side of thie-IP Redundant Plugn window (sed~igure134).
The following properties can be chgad:
Max Status Send Time
This parameter influences the heart beat functionality in the node object of the diagnostic
node (see Sectiol0.7.]). If set to 0 the heart beat functionality is disabled, any othHeeva
will enable heart beat functionality amdoStatusnvoAlarmand nvoAlarm_2will be sent
out with the interval defined by this value.
Enable Loop Monitor
Deselecting this check box will disable bus loop monitoring (see Sedi@n).
Max Send Time
This parameter influences the heart beat functionality in the bus loop monitor object of the
diagnostic noddf set to 0 the heart beat functionality is disabled, any other value will enable
heart beat functionsy andnvoLoopOKandnvoLoopStatusiill be sent out with the interval
defined by this value.

Enable Twin Router

Deselecting this check box will disable twin router monitoring (see Setfich). Note: If
no twin router is present it is not required to turn off twin router monitoring.

Version8.4.0 LOYTEC electronics GmbH



L-IP User Manual 126 LOYTEC

Max Send Time

This parameter influences the heart beat functionality in the twin router object of the
diagnostic noddf set to 0 the heart beat functionality is disabled, ahgotalue will enable
heart beat functionality antvoTwinStatusvill be sent out with the interval defined by this
value.

[EH New - LOYTEC L-IP Redundant Configuration Plug-In =10 x|
Fle Edit Wiew Status  ChannelStatistics Alarmlog  Nodelist Parameters  Help
IDEE|BE|e ¢ o [ 48

| [ primary: mon 2 (pri) of secondaryimon(sec)  Status:|  ONMET, COMMOK

%i] Max Status Send Tims: 0 = [0-a0m93]
L'Slfafj: ¥ Enable Laop Monitar
’7 Max Send Time: 0 _,:S' [0 - 3600 <] ‘
Q I ¥ Enable Twin Reouter
Max Send Time: 0 _|:3' [0-3600 5]
Channel -
Statistics Min Redundant Send Time: 15 = | [1-99995]
IMax Retries: 2 = [1-100]
Warning Limit: 70 _.:3' [0-99%]
el Fin Messages: 5 =] 1o-1000]
i ¥ Enable Node Monitor
Mas Send Time: [] = [o3s005]
Min Monitor Send Time: 3 _I:' [1-9999 5]
- Channel Maritar
Channel Monitor Interval: 2 =] [0-o0ms]
¥ Ela-709 Ch. Monitor- [ EI&-852 Ch. Monitor
Bandwidth Uilization Limit: | 70 = | 70 = | [o-100%]
CRC Errar Limit: | 5 = | 5 = | [o-100%]
Missed Preamble Limit: Jo = IRE = | [0999]
Set Defauks | Load from Device | Load fram Databass | S SiED
WISSEAQE UL/ AU TEITSNZT NaTE LIS URIGaq SUsEEasar B
Message 028 at 15:35:14: Uploading node list from device...
Message 020 at 15:35:14: Loading property data from the device.
Message 030 at 15:35:15: Propery values uploaded successfully.
Message 031 at 153515 Node List upload sucesded! j
LILOYTEC LOYTEC L-IP Redundant Configuration Plug-In ready. Netwark: LipRedTast UMz

Figure134 The Parameters View

Min Redundant Send Time

This value defines thenmin router monitoring intervallt must be identical on both twin
routers.

Max Retries
This value defines the number of retries used by the twin router monitoring algorithm if the
twin router does not responthus, the maximum time it takes until a twouter failure will

be detected calculates to:

TwinRouteFailureDetectionTime& Min RedundantSaiTimeé (MaxRetries+1)

History Size

This value defines the number of monitoring intervals used to compare the number of packets
forwarded by both twin routert must be identical on both twin routers.

WarningLimit

This value defines the | imit f ovoTwinStatusl i ng t he
Section10.7.4or alarm log, Sectioh0.6.3: If the number of packet®fwarded by the local
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router is less thenWarning Limit>% of the number of packets forwarded by the twin router
an warning is triggered.

Min Messages

This value defines minimum number of packets to be forwarded on the twin router to issue a
iFor war dbn gvoBvin®tausSectionl0.7.4or alarm log, Sectiod0.6.3: If the
number of packets forwarded by the local router is zero but the number of packetddorwa

by the twin router is at leastMin Messages the alarm is issuedFurther, if the device is

the primary router the secondary router will take over (standby mode).

Enable Node Monitor

Deselecting this check box will disable node monitoring ($®2.3.

Max Send Time

This parameter influences the heart beat functionality in the device monitor object of the
diagnostic noddf set to 0 the heart beat functionality is disabled, any other value will enable
heart beat functionality andvoNodeMonAlarm, nvoNodeMonStatus, nvoRingALastNode,
nvoRingBLastNode, nvoRingAReceiaw nvoRingAReceivewill be sent out with the
interval defined by this value.

Min Monitor Send Time

This value defines the interval usedsend query status messages to the nodes in the node
list. Thus, the maximum delay until a node failure is detected and the duration of a complete
scan pass calculates to:

MaxDetectinDelay¢ TotalScanifne= MinMonitorSendTim#& NodesInNoeL st

Channel Monitor Interval

This value defines the interval which used by the channel monitor objects to accumulate
statistic data and to calculate the resulting average values.

CEA-709Ch. MonitorCEA-852 Ch. Monitor

Deselecting these check boxes will disable the corresponding channel monitor object (see
Section10.2.3).

Bandwidth Utilization Limit

This value defines the upper bandwidth utilization limit for the calculation of the overload
condition If the current bandwidth utilization exceeds this limit the corresponcliagnel

is considered to be in overload stadet this value to 0 to exclude the bandwidth utilization
from the calculation of the overload state.

CRC Error Limit

This value defines the upper CRC error rate limit for the calculation of the overloatiaandi

If the current CRC error rate exceeds this limit the corresponding channel is considered to be
in overload stateSet this value to 0 to exclude the CRC error rate from the calculation of the
overload state.

Missed Preamble Limit

This value defineshe upper missed preamble rate limit for the calculation of the overload
condition If the current missed preamble rate exceeds this limit the corresponding channel
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is considered to be in overload sta&et this value to 0 to exclude the missed preamide ra
from the calculation of the overload state.

If the plugin runs in online mode the changes can be saved in the LNS database and

downl oaded to the device by pr esnsgsinmoffinet he fASave
mode changes are only savedhia LNS database and will be downloaded to the device the

next time the network management tool is in online mode.

LOYTEC L-IP Redundant Configuration Plugi |

“_?/ Do you wank ko save the configuration also on the second router?

Figure135 Download configuration to second router?

If router redundancy is used and a twin router is assigredadhfiguration can also be

synchronized with the twin routeSi mpl y c¢cl i ck AYesod in the dial«
configuration was stored for the selected router Fsgere135). It is strongly recommended

to always keep the configuration properties in both routers identical to guarantee smooth

operation.

Default settings can be rest oToedpytheyvalyes essi ng tt
currently used by the device tfo otmhdelvN® edat abas

10.6 Web Interface

OntheL-IPRedundant an additional item ARedundant o i
interface (se€igurel136). This menu item offers the following submenus:

10.6.1 Status

Figure136 shows the status pagehis page offers similar information as the status view of
theL-IP Redundant Plugn (see Sectiod0.5.3.

Major differences compared to the pluminterface are:

T When clicking on the ASend ServiciesenlPi n Messag
by theL-IP Redundant Diagnostic node.
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DLOYTEC
LiP
Logged in as [ Reload ] [ Send Service Pin Message ] [ Wink Twin Router ]
guest 6
2012-10-15
AT :_—' Monitor Node
c Unique node ID §00000021D3C
o Status Online
Device Info <
T Loop oK
Config L
©
Statistics c Twin router installed
=} Status primary
Redundant vy EIA-708 communication OK
" ElA-852 communication OK
W Status A EIA-709 forwarding oK
n o] EIA-852 forwarding 0K
m Alarm Log g EIA-709 port 1 oK
] EIA-T09 port 2 oK
(<]
c Node Monitor Summa
Reset « responding 8 Davice(s)
resp. on port 1 only 0 Device(s)
Contact © resp. on port 2 only 0 Device(s)
! not responding 0 Device(s)
LOQOUt ? unknown 0 Device(s)
T online & Device(s)
offline 0 Device(s)

Node Monitor Details

No  Address Description Status
1 3016 node 9 .z
2 3T nade 10 L)

3 3/18 node 11 - ?
4 3719 node 12 - T

Figure136 ThelL-IP Redundant Web Interfag¢eStatus Page

For each nodeiitmnrt betiaNod® Maml e, which i
iStatso b utThiobutton alowp viewgtkemode statistics of the remote node
(seeFigure137).

DLOYTEC

— Back
@]
b Node Status
c Address 3/16
o Description node 9
Device Info : Transmission errors 356
Config Q Transaction timeouts 0
© Receive transaction full errors 0
Statistics :Cj Lost messages 0
Redundant P Missed messages 0
o~ Reset cause 1 POWER_UP_RESET
H Status = Node state 4 CNFG_ONLINE
B Channel St o Versi be 5
B Alarm Lo g ersion number
+— Error log 0 NO_ERRORS
GCJ Model number 10 MC143120E2DW

Figure137: ThelL-IP Redundant Web InterfadeDevice Statistics Page

10.6.2 Channel Statistics

Figure 138 shows the channel statistics pa@éis page offers similar information as the
channel statistics view of thelP Redundant Plgrin (see Sectio0.5.4.
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WLOYTEC
LP
Logged in a
) “guest _O [ Reload ] [ Reset Channel Statistics ]
2012-10-15 16:. —
=
g Up time 0 days, 00:17-32
Device Info v . -
e
Conﬁg % EIA-709 Channel EIA-852 Channel
Statistics c Elapsed time 0 days, 00:17-31 0 days, 00:17:29
3 Average packets/s 4 2
Redundant vy Current bandwith utilization 1% 0%
{ Maximum bandwith utilization 44 % 9 %
o] Current CRC errors 0% 0%
§ Maximum CRC errors 26 % 0%
"qj Total CRC errors 4 0
c Current missed packets 0% 0%
Maximum missed packets 0% 0%
Contact Total missed packets 0 0
Current packets/s 2 0
Logout Maximum packetsls 36 72
Total packets 4217 2006
Current missed preambles/s 0 0
Maximum missed preambles/s 1 0
Total missed preambles [ 0
Overload oK oK
Overload Ratio 1% 0%

Figure138 ThelL-IP Redundant Web InterfaéeChannel Statistics Page

10.6.3 Alarm Log

Figure139shows the alarm log pagThis page offers similar information as the alarm log
view of theL-IP Redundant Plugn (see Sectiod0.5.5.

Major differences compared to the pluminterface are:

A ADownl oad 0 downdadngthe alarin logpaw €S¥ile.

WLOYTEC

L-IP
Logged in as

[ Reload H Clear H Download ]

guest T-_-)
2012-10-15 Pk = ~ n
— No Description Start Time End Time
c 1 Log Cleared Mon Oct 15 16:27:09 2012 Mon Oct 15 16:27:09 2012
o 2 node 14 error Mon Oct 15 16:27:14 2012 Mon Oct 15 16:27:16 2012
) v 3 node 15 error Mon Oct 15 16:27:15 2012 Mon Oct 15 16:27:16 2012
Device Info 4 Ring open Mon Oct 15 16:27:16 2012 Mon Oct 15 16:27:24 2012
a: 5 node 9 error Mon Oct 15 16:27:33 2012 pending
Confi
g o

Figure139 TheL-IP Redundant Web InterfadeAlarm Log Page

10.6.4 Node List Configuration

Figure 140 shows the node list configuration paddis page offers similanformation as

the node list view of the-IP Redundant Plugn (see Sectiod0.5.9.
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WLOYTEC

As an alternative to entering the node list via the web Ul you can import it from a CSV file. You
can also export a previously entered node list to a CSV file

@]
prast
]
c
o
) opy to Twin Action on selected =
Device Info o
—
Conﬂg ({§) No Address Description |
T 0w E
Statistics
S5 7 E
Redundant |G RNERREYYE ot E
—
5 « wm o 12 E
GC—) § 3/21 nods 14 Edit_|[ wink | [
7 322 node 15 Edit Wink | [
Contact § 3/24 node 1 Edit Wink | [
LOQOUt Note: The first node is next to port 1 and the |ast node is nextto port 2

Figure140 ThelL-IP Redundant Web InterfageNode List Config Page
Major differences compared the plugin interface are:
Clickihngon t he | i nk importimguploatinga nade lisbfrere a CSh¥ile

Multiple nodes can be selected by checking the check box at the end of each. ddlamn

dr op downt iboorxk dimrA Sel e c tandadion dMove apy Move downg s i n
Delete)Cl i cki ng on the fAExecuteodo button execu
list entries.

If router redundancy is used the node list can be copied to the twin router by clicking on the
ACopy t o Tis stranglybracammended to always copy the node list to the twin
router if a node list has been created or edited.

Note that the node list is included in the backup and restore operation offered by the web
interface (see Section6.]).

10.6.5 Parameters

Figurel41shows the parameters pagais page offers similar information as the parameters
view of theL-IP Redundant Plugn (see Sectiod0.5.7).
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DLOYTEC
©
| Max Status Send Time 0 [0-9999 5]
)
c
: 8 [¥] Enable Loop Monitor
Device Info — Max Send Time 0 [0-3600 5]
v
Config -
Statistics c Enable Twin Router
=] Max Send Time 0 [0-3600 5]
Redundant § Min Redundant Send Time 15 [1-9999 5]
E Max Retries 2 [1-100]
; History Size 3 [1-10]
‘E; Warning Limit 70 [0-99 %]
C Min Messages 5 [0-1000]
Reset
Contact [¥] Enable Node Monitor
Logout M.ax Send Time 0 [0-3600 5]
Min Monitor Send Time 1 [1-9999 5]
Channel Monitor Interval 2 [1-9999 5]
[¥] Enable EIA-709 Channel Monitor
Bandwidth Utilization Limit 70 [0-100 %]
CRC Error Limit 5 [0-100 %]
Missed Preamble Limit 0 [0-1000]
[¥] Enable EIA-852 Channel Monitor
Bandwidth Utilization Limit 70 [0-100 %]
CRC Error Limit 5 [0-100 %]
Missed Preamble Limit 0 [0-1000]
[ Save Settings ] [ Save & Copy to Twin ] [ Get Settings ] [ SetDefaults ]
Figure141 ThelL-IP Redundant Web InterfageParameters Page
Major differences compared to the pluminterface are:
If router redundancy isused, thebutfoscave & Copy t o changesiwtheal | ows

configuration tothe local device and its twin routdt is strongly recommended to always
copy the parameters to the twin router to guarantee smooth operation.

10.7 Network Interface

The following network variable interface is available for visualization, alarming and
configuration It follows the guidelines defined by the LonMark organization.

10.7.1 Node Obiject

The Node Object functional block is shownkigure 142 In addition to the mandatory
functions defined in the LonMark Node Objéanctional profile the following optional and
user defined functions are implemented:
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/ Node Object \

nviRequest nvoStatus
[ [
nviFileReq nvoFileStat
[ [
nviFilePos nvoAlarm
[ |
nviClearStat nvoAlarm_2
|
nvoSupplyVolt
|
nvoSystemTemp
[
nvoUpTime

o /

Figure142 Node Object

1 The Node Object accepts the following commandswiRequest
o RQ_NORMAL
0o RQ_UPDATE_STATUS
0 RQ REPORT_MASK
o RQ_ENABLE
o RQ_DISABLE
0 RQ_UPDATE_ALARM
0 RQ_CLEAR_ALARM

1 LonMark alarming is supported viavoAlarm (SNVT_alarm) andnvoAlarm_2
(SNVT _alarm_2) This allows devices supporting the LonMark alarm notifier profile
(e.g. i.LON 100) to receive alarms geated by thd.-IP Redundant and react with a
defined action (e.g. send an email). By supporting both alarm SNVTs, SNVT_alarm and
SNVT_alarm_2, legacy and statéthe-art alarm handling is supported.

1 The network variablevoSupplyVol{SNVT _volt) holds thecurrent supply voltage of
the L-IP Redundant, whilewvoSystemTem{NVT_temp) contains the current internal
temperature With these two network variables a simple health monitoring can be
performed.

1 The statistic counters of all Channel Monitor object® (Sectior10.7.5 can be reset by
setting the network variableviClearStaf SNVT_switch) to {100, ON} and back to {0,
OFF}.

1 The network variablavoUpTimeg(SNVT_elapsed_tm) gives the time elapsed since the
L-IPwas (re)booted.

10.7.2 Bus Loop Monitor Object

Figure 143 shows the Bus Loop Monitor Object functional blogkis functional block is
responsible for the bus loop monitoring (see SectidrR.)). It has the following network
variables:
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~
Bus Loop Monitor Object

nvoLoopOK
|
nvolLoopStatus

J

Figure143 Bus Loop Monitor Object

SNVT _switch nvoLoopOK

This network variable represents the loop statean have the following values
1 {100, ON}: The loop is closed.

1 {0, OFF}: The loop is open.

1 {0, INVAL}: Bus loop monitoring is disabled.

SNVT_state_64 nvolLoopStatus

This network variable represents the current state of the loop .abjgcently the following
bits are used:

9 bit0: O if bus loop monitoring is enabled, 1 if bus loop monitoring is disalided loop
monitoring can be disabled either manually (e.g. by disabling the object) or because the
L-IP is in twin router mode and the device is in standby mode and thus inactive.

1 Dbitl: Oif the loop is closed, 1 if the loop is open.

10.7.3 Device Monitor Object

Figure 144 shows the Device Monitor Object functional blodkhis functional block is
responsible for the device monitoring (see SecfidrR.3. It has the following network
variables:

SNVT_state_64 nvoNodeMonStatus

This network variable represents the current state of the device monitor. Gojeently the
following bits are used:

1 bit0: O if device maitoring is enabled, 1 if device monitoring is disabl&gvice
monitoring can be disabled either manually (e.g. by disabling the object) or because the
L-IP is in twin router mode and the device is in standby mode and thus inactive.

91 bitl: O if all monitored nodeshode is reachable and onlioe was not yet queriedL
otherwise.
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/" Device Monitor Object
a

nvoNodeMonStatus
I
nvoNodeMonAlarm([2]
I
nvoRingALastNode
I
nvoRingBLastNode
I
nvoRingAReceived[2]
|
nvoRingBReceived[2]

\ /

Figure144 Device Monitor Object

SNVT_state_64 nvoNodeMonAlarm[2]

Shows the state of the monitored nadeach bit correspond® one node in the node list
(e.g. bit0-> index 1, bitl-> index 2, etc.)Array elemennvoNodeMonAlarm[Ofepresents
nodes with index 4164, while array elementvoNodeMonAlarm[1fepresents nodes with
index 65128 If the bit is 0 the corresponding neds reachable and online or was not yet
queried, if the bit is 1 the corresponding node is not reachable or not in configured online
state.

SNVT_count nvoRingALastNode

SNVT_count nvoRingBLastNode

Thesetwo network variables allowletecing the point of facture if the loop is interrupted
by showing the two nodes closest to the fractow®RingALastNodeontains the index of
the last node reachable from loop port 1, whiteRingBLastNodeontains the index of the
last node reachable from loop porfThevalue is encoded as follows:

0: All nodes are reachable from this port (loop closed).

1-128: Loop interrupted. Value correspondsidéx of last node reachable from this port.

OxFFFF: Loop interrupted directly at loop port hvoRingALastNodeor loop port 2
(nvoRingBLastNodeespectively.

Note: Only valid if bus loop monitoring is enabled and the node list order corresponds to the order
of the nodes within the loop (node closest to loop port 1 has index 1, node closest to loop port
2 has highest indéxOtherwise the network variable is set to O.

SNVT_state_64 nvoRingAReceived[2]
SNVT_state_64 nvoRingBReceived[2]

Shows on which port(s) the monitored nodes were responding to the last query status request
sent by the device monitor objeEtach bit corrgponds to one node in the node list (e.g. bit0
->index 1, bitl-> index 2, etc.)Array elemennvoRingXReceived[Qpresents nodes with

index 1 64, while array elememvoRingXReceived[Ipresents nodes with index-628

If the corresponding bit invoRingAReceived[X} set to 1 the node was responding on loop
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port 1, if it is set innvoRingBReceived[Xihe node was responding on loop porfThis
allows the combinations shownTrable?7.

RingAReceived | RingBReceived | Significance

0 0 No response received
Node is responding from other subnet (i.e. across the roy
Bus loop monitoring disabled

1 0 Node responds on port 1 only
Loop is open

0 1 Node responds on port 2 only
Loop is open

1 1 Node responds oroth ports

Loop is closed

Table7: Significance of nvoRingXReceived bit combinations

10.7.4 Twin Router Object
Figure 145 shows the Twin Router Object functional blockhis functional block is
responsible for the router redundancy (see Secli®.?. It has the following network
variables:
UNVT_red_rtr nviRedRtr
UNVT_red_rtr nvoRedRtr

As already mentioned in Sectidf.4.3.2these two network variables are used to establish
the connection between pairedP Redundant devices.

Twin Router Object

nviRedRtr nvoRedRtr
I
nvoTwinStatus

. J

Figure145 Twin Router Object

SNVT_state_64 nvoTwinStatus

This network variablegepresents the current state of the twin router ob{gatrently the
following bits are used:
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bit0: 0 if twin router monitoring is enabled, 1 if twin router monitoring is disabledn
router monitoring can be disabled only manually (e.g. by disathegbject).

bit1: O if the device is the secondary router, 1 if the device is the primary router.

bit2: 0 if the device is in normal operation mode (primaryactive, secondary>
inactive), 1 if the secondary router has taken over (priranyactive, gcondary->
active).

bit3: 0 if the device is in normal operation, 1 if the device is currently negotiating with
its twin router to determine which one is primary and which secondary router.

bit4: O if the twin router address is not known yet, 1 if thentvauter address is known
If the twin router address is not yet knov@EA-852 monitoring (bit9) and the
forwarding warnings and errors (bitbit13) are not applicable.

bit8: 1 if the twin router is not reachable via tB&A-709 segment (local segment), 0
otherwise.

bit9: 1 if the twin router is not reachable via tHe852 channel(IP backbone), 0
otherwise.

bitl0: 1 if the packets forwarded from ti&EA-709to the CEA-852 side on the local
device is significantly lower than on the remote twin routef.tBe router is working

properly.

bitl1l: 1 if the packets forwarded from ti&EA-852to the CEA-709 side on the local
device is significantly lower than on the remote twin router. O if the router is working

properly.

bit12: 1 if the local device does notrivard any packets from th@EA-709 to the
CEA-852side, while the remote twin router does. 0 if the router is working properly.

bit13: 1 if the local device does not forward any packets fromQEé&-852 to the
CEA-709side, while the remote twin routerem O if the router is working properly.

10.7.5 Channel Monitor Objects

Figure 146 shows the Channel Monitor Object functional blogkis functional block is
responsible for network monitoring (see Secti@r.3. There is one object for each channel
the L-IP Redundant is attached t®he channel monitor object with index 0 corresponds to
the CEA-709side of theL-IP Redundant, while the object with index 1 corresponds to the
CEA-8521P side of the_-IP RedundantEach object has the following network variables:
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fChanneI Monitor Objeg

nvoPort
I
nvoElapsedTime
I
nvoAvgPackets
I
nvolvalBandUtil
I
nvolvalCrcError
I
nvolvalMissPkt
I
nvolvalPackets
I
nvoTotalCrcError
I
nvoTotalMissPkt
I
nvoTotalPackets
I
nvoMaxBandUtil
I
nvoMaxCrcError
I
nvoMaxMissPkt
I
nvoMaxPackets
|
nvolvalMissPrea
I
nvoTotalMissPrea
I
nvoMaxMissPrea
I
nvoOverload

I
nvoOverloadRatio

\_ 7

Figure146 Channel Monitor Object

SNVT_count nvoPort

Index of port associated with this Channel Monitor Objedaimse Port 1 corresponds to the
CEA-709 side of theL-IP Redundant, while port 2 corresponds to @®A-8521P side of
theL-IP RedundantPolled only.

SNVT_elapsed_tm nvoElapsedTime

Time sincel-IP Redundant powered up or since the statistics for thisvdwere resefThe
statistics can be reset using the web interface (see Sddién the network variable
nvoClearStat(see Sectionl0.7.) or if the node is resetith a network management
command (e.g. while the device is commissionPa)led only.

SNVT_count_32 nvoAvgPackets

The average number of packets per second received or transmitted via the associated channel
since powetup or since the statistics for thpsrt where reset.
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SNVT _lev_cont nvolvalBandUtil

Bandwidth utilization of associated channel during the last intefeala smooth operation
of the CEA-709segment the bandwidth utilization must remain below 50%.

SNVT lev_cont nvolvalCrcError

Percentage fopackets with CRC error received on the associated channel during the last
interval.

SNVT _lev_cont nvolvalMissPkt

Percentage of packets from the associated channel which could not be processed during the
last interval.

SNVT_count_32 nvolvalPackets
Numberof packets received or transmitted via the associated channel during the last interval.
SNVT_count_32 nvoTotalCrcError

Total number of packets with CRC error received via the associated channel sinceipower
or since the statistics for this port whereetes

SNVT_count_32 nvoTotalMissPkt

Total number of packets from the associated channel which could not be processed since
powerup or since the statistics for this port where reset.

SNVT_count_32 nvoTotalPackets

Total number of packets received or transmitvia the associated channel since peuyer
or since the statistics for this port where reset.

SNVT _lev_cont nvoMaxBandUtil

Maximum value ofivolvalBandUtilsince powetup or since the statistics for this port where
reset For a smooth operation of tiBEA-709segment the bandwidth utilization must remain
below 50%.

SNVT_lev_cont nvoMaxCrcError

Maximum value ohvolvalCrcErrorsince poweiup or since the statistics for this port where
reset.

SNVT_lev_cont nvoMaxMissPkt

Maximum value ohvolvalMissPksincepowerup or since the statistics for this port where
reset.

SNVT_count_32 nvoMaxPackets

Maximum value ohvolvalPacketsince poweiup or since the statistics for this port where
reset.

SNVT_count_32 nvolvalMissPrea

Number of missed preambles per secondhe associated channel measured during the last
interval A missed preamble is detected, whenever the link layer receives a preamble, which
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is shorter then the defined preamble lengtharge number in this counter is usually due to
noise on the channel

SNVT_count_32 nvoTotalMissPrea

Total number of missed preambles per second on the associated channel measured since
powerup or since the statistics for this port where reset.

SNVT_count_32 nvoMaxMissPrea

Maximum value ofhvolvalMissPreaince powetup o since the statistics for this port where
reset.

SNVT _switch nvoOverload

Signals an overload condition of the channel during the last statistic int&reahnnel can
be overloaded due to one of the following conditions:

1 The bandwidth utilization duringhe last statistic intervahyolvalBandUti) exceeded
the limit defined by the CRciBandUtilLim(default 70%) OR

1 The CRC Error Rate during the last statistic intervalo{valCrcError) exceeded the
limit defined by the CmciCrcErrorLim (default 5%) OR

I The Missed Packets Rate during the last statistic intemval{alMissPKt was not zero
OR

1 The Missed Preamble Rate during the last statistic intemvalalMissPrea exceeded
the limit defined by the CRciMissPreaLim(default switched off).

If an overbad is detected the network variable is set to {100, ON}, while if no error occurred
it is set to {0, OFF}.

SNVT_lev_cont nvoOverloadRatio
Ratio between statistic intervals during which the channel was in overload condition and

intervals during which thelannel was not in overload condition since pewgior since the
statistics for this port where reset.
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11 Operating Interfaces

11.1 SNMP Interface

The Simple Network Management Protocol (SNMP) is a common protocol for monitoring
and managing devintereesst aSNMPdi pr atnocdidl ¢ an.
Internet Engineering Task Force (IETF). It is typically used in IT environments for server,
network and supply management and monitoring.

SNMP allows querying status and statistics data from devices andlles devices to

alarm network management applications using SNMP traps. A managed device contains an
SNMP agent which communicates with a management system using UDP. The SNMP agent
holds collects and provides its data items in a tree. The data prdwided SNMP agent is
defined by Management Information Bases (MIBs). These define the nhames and data types
of the management data. Every data item is assigned an object ID (OID). A device can
support an arbitrary number of MIBs, such as CPU statisticetamonk traffic statistics.

11.1.1 SNMP Features
LOYTEC devices supporting SNMP share these common features:

1 Readonly access for SNMP version 2C and 3

I Standard MIBS: SNMPvMIB, SNMPv2-SMI, RFC1213MIB, IF-MIB, IP-MIB,
DISMAN-EVENT-MIB, HOST-RESOURCESMIB, SNMP-FRAMEWORK-
MIB, SNMP-MPD-MIB, SNMP-USERBASED-SM-MIB, SNMP-VIEW-
BASED-ACM-MIB,

I Option to expose OPC data points to SNMP.

I Option to create a deviegpecific MIB file.

f Option to send traps to a management system.

11.1.2 Configuration

The SNMP agent can be configuiedhe Web Ul and in the configuration softwarégure
147 shows the Web interface. The settings in the configuration software are similar.
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Figure147: SNMP configuration page
The following settings & used to configure the SNMP agent:

1 SNMP Protocol version This setting selects between version 2C, 3 and 2C+3.
Protocol version 2C is more common, but lacks encrypted authentication.

1 SNMP agent portThis select the UDP port on which the SNMP agent listéns
is recommended to keep this port at its default setting, port 161.

1 SNMP System location:This defines the value of tleMPv2 MIB::sysLocation
OID. It is used to locate a device via SNMP.

1 SNMP System contactThis defines the value of theNmMPv2 MIB: :sysContact
OID. It is used to identify the responsible contact persion for the deivce

1 SNMP Trap address:This setting defines the destination IP address to which
traps (alarms) are sent.

1  SNMP Trap port: This setting defines the destination UDP port tookittraps
(alarms) are sent.

1 SNMP Trap user: This setting defines the user name when sending traps (SNMP
v3)

1 SNMP Community string: This defines the (read) community string used for
SNMP v2c.

1 SNMP User name:This defines the user name required to accesSKMP agent
(SNMP v3)

1 SNMP User password:This defines the user password required to access the
SNMP agent (SNMP v3).

1 Expose data points:This switch allows to access data points exposed to OPC also
to be accessed via SNMP.

11.1.3 Exposing Data Points to SNMP

The SNMP agent allows exposing data points to SNMP. It considers every data point which
is exposed via OPC also to be exposed via SNMP.

As SNMP has several restrictions on what can be represented, the following mappings are
made:
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